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SA3-LI thanks SA2 for the liaison soliciting SA3-LI's views on the SA2 architecture options being considered for supporting LI capabilities.
SA3-LI has reviewed the options (based on TR 23.714 v0.4.0) and rather than recommend a selection between the options, SA3-LI provides the following observations. First clarifications of LI regulatory requirements which apply to all options are presented, then for each option, these observations are further divided into clarifications of LI regulatory requirements and implications on the LI architecture defined in TS 33.107.

General regulatory requirement clarifications applying to all LI solutions

· The LS from SA 2 has as a goal the ability to deploy the user plane function in a third party environment.  The following two requirements need special attention for these scenarios:
· Non-detectability – the approach of using a packet duplication capability in the user plane function through a separate port can be detectable to the third party's network operations staff.
· The security and operational integrity of LI functions in the user plane function such as LI interworking (to X3) or LI specific security arrangements can't be guaranteed when deployed in a third party environment.
Combined X2 & X3 via control plane function (clause 6.1.1.12.2 in TR 23.714)

Regulatory requirement clarifications

SA 3 LI did not identify any additional LI regulatory clarifications beyond those described above.


LI Architecture implications

· Routing user plane traffic subject to LI through the control plane function may utilize significant control plane resources depending on the number of intercepts and the bandwidth of the user plane traffic of each LI target.
· QoS for LI reporting is required to be 100% (i.e. loss of packets is not acceptable), therefor in the case of control plane function overload conditions the LI function must be maintained at the possible expense of other network functions, potentially impacting network operations supported on the control plane function.
Separated X2 & X3 via control plane function and user plane function respectively (clause 6.1.1.12.3 in TR 23.714)


Regulatory requirement clarifications

· SA2 is correct in identifying that user information subject to various privacy laws (such as Personally Identifiable Information or Customer Proprietary Network Information) are required to be reported over the LI X3 interface from the user plane function.  Hence there is a risk of unauthorized exposure of this user information, especially in the case of deployment of the user plane function in a third party environment.
LI Architecture implications

· When resources in the user plane function are established for a target of LI identified in the control plane function, it is necessary to identify the user plane function resources allocated for the user as well as activating LI packet duplication in the user plane function.
It is expected that SA3LI will reuse existing LI correlation capabilities through X2 and X3 to correlate IRI and CC reported from either solution.

LI packet duplication activation and deactivation control from the control plane function to the user plane function such as for packet duplication is required to be over an interface segregated from other functional interfaces such as Sx due to LI non-detectability requirements.  SA3-LI will investigate defining this LI segregated interface based on the Sx interface (defined by SA2) with possible LI specific extensions.
2. Actions:

To SA2
ACTION: SA3LI kindly asks SA2 to consider SA3-LI's regulatory clarifications and LI architecture implications as part of the selection of the approach to support LI content reporting (X3).  SA3LI also asks SA2 to keep SA3LI appraised of the LI approach selection and any other aspects which may impact LI capabilities in the control plane/user plane separation.
3. Date of Next SA-3LI Meetings:
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