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Discussion

One of the main tasks of the UP function is to forward user-plane packet. There are however several different scenarios for how user-plane traffic is forwarded by the UP function. Possible user-plane forwarding scenarios are listed below. (The scenarios are also illustrated in the figure in the proposed changes below.)  Note that some scenarios are applicable to SGW only or PGW only, while other scenarios are applicable to SGW and PGW or PGW and TDF. User-plane forwarding scenarios include:
1. Forwarding of user-plane between UE and PDN, including mapping onto bearers 

2. Forwarding of IP address allocation related user-plane packets (e.g. RS/RA, DHCPv4/v6) between UE and CP function

3. Forwarding of RADIUS, Diameter and DHCPv4/v6 signalling between the external PDN / SGi and the CP function

4. Forwarding of packets subject to extended buffering of UEs in PSM, per solution in clause 6.1.1.10.2

5. Duplication and forwarding of user-plane packets subject to legal interception.

6. Forwarding of packets between the UP function and the SGi-LAN for Flexible Mobile Service Chaining 

The CP function needs to provide instructions to the UP function for how to handle specific UP traffic. These instructions could be per IP flow (e.g. for bearer mapping, FMSS), per packet type (e.g. for RS/RA, DHCP, RADIUS) or per session (extended buffering, lawful intercept). When defining the procedures and information exchanged between the CP function and the UP function, we think it would be beneficial for the CP function to handle the different forwarding scenarios in a common and uniform way, instead of creating separate specific solutions or procedures for each individual forwarding scenario. Although it is stage 3 scope to generate an efficient protocol over Sx, also stage 2 specifications should consider this aspect when defining the procedures and information carried over Sx.
Proposal

It is proposed to update TR 23.714 as follows

**** First Change ****

6.1.1.X
Considerations for control of user plane forwarding
6.1.1.X.1
Description 

This clause describes how the control plane function can control the way the user plane function forwards traffic, to cater for different packet forwarding scenarios e.g. for bearer mapping, forwarding of control related user plane packets (e.g. RS/RA, DHCPv6, RADIUS etc), FMSS, lawful intercept etc.

6.1.1.X.2
Solution 1: Uniform handling of user plane forwarding to cater for multiple forwarding scenarios
6.1.1.11.2.1
Introduction

This solution describes scenarios where the CP function needs to control how the UP function forwards packets. No detailed solutions are provided for messages and parameters are over the Sx reference point as this is assumed to be covered by other solutions. Instead the provided solution describes the generic capabilities needed by the Sx interface.
6.1.1.X.2.2
Scenarios
One of the main tasks of the UP function is to forward user-plane packet. There are several different scenarios for how user-plane traffic is forwarded by the UP function. Below we illustrate a few of the possible user-plane forwarding scenarios. Note that for simplicity, the figures below only show a single CP function and a single UP function. Some scenarios are applicable to SGW only or PGW only, while other scenarios are applicable to SGW and PGW or PGW and TDF.
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Figure 1: Example scenarios for user plane traffic forwarding 

Editor’s note: Additional scenarios not shown in the Figure above may also need to be considered, e.g. related to user-data over S11 for CIoT.
6.1.1.X.2.3
Control of user-plane forwarding
6.1.1.X.2.3.1
General
The CP function controls user-plane packet forwarding by providing traffic handling instructions to the UP function. The traffic handling instructions include:

- 
Packet filter description; and
- 
Forwarding information. 

The packet filter description includes IP filter parameters that describe what traffic is subject to the forwarding. This may e.g. include IP header parameters. The detailed content may depend on the scenario. For bearer mapping the packet filter description will contain the SDF filter / TFT or Application ID. For RS/RA, DHCPv4/v6, RADIUS, Diameter etc the packet filter description will contain IP filters matching the relevant protocols such as RS/RA, DHCPv4/v6, RADIUS etc.

The forwarding information describes how the UP function shall treat a packet that matches the packet filter description. The details of the forwarding information will depend on the scenario. 

The forwarding information categories that need to be supported are further described in the table below. 

Table 6.1.1.11.2.1-1: Forwarding information for different scenarios

	
	Scenario description
	Forwarding information
	Applicable to

	1
	Forwarding of user-plane between UE and PDN, including mapping onto GTP-U tunnels and mapping between GTP-U tunnels
	Reference to an active bearer (e.g. F-TEID)
	SGW, PGW

	2
	Forwarding of IP address allocation related user-plane packets (e.g. RS/RA, DHCPv4/v6) between UE and CP function
	Information that the CP function is source/target 
	PGW 

	3
	Forwarding of RADIUS, Diameter and DHCP signalling between the external PDN / SGi and the CP function
	Information that the CP function is source/target
	PGW

	4
	Forwarding of packets subject to extended buffering of UEs in PSM, per solution in clause 6.1.1.10.2
	Information that the CP function is source/target
	SGW

	5
	Duplication and forwarding of user-plane packets subject to legal interception
	Indication that traffic is to be duplicated.

Reference to a target for the duplicated traffic (e.g. reference to CP function or LI system)
	SGW, PGW

	6
	Forwarding of packets between the UP function and the SGi-LAN for Flexible Mobile Service Chaining
	Reference to a predefined traffic steering configuration (e.g. Traffic-Steering Policy identifier)
	PGW, TDF


Editor's note: Scenarios 4 and 5 for extended buffering and LI are shown as examples based on solution proposals in the TR. The solutions for extended buffering and LI are still under discussion. 
6.1.1.X.2.3.2
Functionality required from Control plane and User plane

The CP function provides the traffic description and requests one of the following functionality from the UP function:
· Apply GTP-U bearer related handling, i.e. encapsulation, de-capsulation or both. (This covers scenario 1 above).

· Forward the traffic to the C-plane (This covers scenario 2, 3, 4 above).

· The above functionality but applicable to the duplicated traffic packets. (This covers scenario 5 above).

· Apply locally configured policy for traffic steering. (This covers scenario 6 above).

It is assumed that the details of the forwarding information will be primarily defined in stage 3. 
6.1.1.X.2.4
Format of forwarded user plane data
6.1.1.X.2.4.1
General
The user-plane traffic that is forwarded (sent/received) by the UP function needs to be encapsulated in a suitable way in order to be identifiable in the receiving side. How this is done also depends on the scenario. The user-plane forwarding format is already determined by existing standards for some of the scenarios above. 

For forwarding between the CP function and UP function there is however a need to define a format as part of the solutions to CUPS. Two main alternatives are possible:

1.
Forwarding of the UP packet within the signalling connection between UP function and CP function i.e. by encapsulating the user-plane packet in a control message. 

2. 
Forwarding of the UP packet outside of the signalling connection.

In alternative 1 the CP function and UP function would encapsulate the user-plane packet in a control message and forward it to the other entity. How this would be done in detail depends on what control protocol is eventually selected for the CP-UP interface. 

In alternative 2 the CP function and UP function would forward the UP packet outside of the signalling connection, e.g. by encapsulating the user-plane packet using a UP encapsulation format (e.g. GTP-U, GRE, etc). 

Depending on whether the scenarios 4 and 5 are selected, the amount of user-plane traffic may be considerable. In those scenarios 4 and 5, alternative 1 does not seem as a suitable approach. Also, since most control protocols (e.g. GTP-C, Diameter, OpenFlow etc) are not designed to carry user-plane traffic, alternative 1 does not seem as a suitable approach. Alternative 2 on the other hand would allow user-plane forwarding separate from the control protocol over Sx and would be aligned with the other scenarios described above. This makes alternative 2 preferable over alternative 1.

The table below summarizes the different user-plane forwarding formats.

Table 6.1.1.11.2.1-2: User-plane forwarding formats
	“interface” from UP function
	User-plane format
	Applicable scenarios
	Applicable entities

	Towards UE
	GTP-U
	1
	SGW, PGW

	Between UP function and CP function
	UP encapsulation outside of the control protocol. Encapsulation format to be determined by stage 3.
	2,3,4,5
	SGW, PGW

	Between UP function and PDN
	Not specified by 3GPP
	1,3,4,6
	PGW

	Between UP function and SGi-LAN
	Not specified by 3GPP
	6
	PGW, TDF

	Between UP function and LI system (for the LI solution with X3 terminated in the UP function as described in clause 6.1.1.12.3)
	Per LI specifications
	5
	SGW, PGW


Editor's note: Scenarios 4 and 5 for extended buffering and LI are shown as examples based on solution proposals in the TR. The solutions for extended buffering and LI are still under discussion. 
6.1.1.X.2.4.1
Functionality required from Control plane and User plane

Forwarding of the UP packet outside of the signalling connection in both the directions.

It is assumed that the above details will be primarily defined in stage 3. 

6.1.1.X.2.5
Motivation

There are multiple scenarios where different parts of a UE’s user-plane traffic as well as other in-band traffic need to be forwarded in different ways. Defining a special procedure and handling for each of these scenarios risk creating an inflexible and restricted standard that is also cumbersome to extend when new scenarios appear. For example, there may be more scenarios that require considerations that have not been included in the analysis above, such as GTP-U error indications that are more in stage-3 scope as well as CIoT aspects for user-data over S11. By having a generic way to control different types of user-plane forwarding scenarios, and forwarding the user-plane packets outside of the control-plane session, it is possible to achieve a more flexible and extensible procedure over the Sx reference point. 
**** End of Changes ****
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