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Figure 5.3.6A.2.2-1: Revocation of Discovery Filters for restricted discovery (roaming or non-roaming)

0.
User A, while announcing the ProSe Restricted Code for a given Application ID, revokes discovery permissions relating to some other users in the ProSe Application Server.

1.
The ProSe Application Server sends to the ProSe Function serving user A (identified by checking the PDUID of user A) an Authorization Update (RPAUID, Request Type, N sets of Banned RPAUID - Banned PDUID) message. ProSe Function identifies user A based on the RPAUID and the Application ID associated with the ProSe Application Server. The Request Type is set to "restricted discovery/monitor nack". The N sets of Banned RPAUID - Banned PDUID are those that are no longer allowed to discover the ProSe Restricted Code corresponding to user A's RPAUID for the Application ID associated with that ProSe Application Server.

2.
The ProSe Function serving user A acknowledges the Authorization Update message.

3.
The ProSe Function serving user A analyses the received N sets of Banned RPAUID - Banned PDUID.

Steps 4 - 5 are executed only for the (sub)set of Banned PDUIDs whose PLMN ID is the same PLMN ID of the PDUID associated with the RPAUID of user A (e.g. UE of user B).

4.
If the ProSe Function serving user A has previously allocated to a Banned RPAUID - Banned ProSe Discovery UE (e.g. user B) a Discovery Filter for monitoring the ProSe Restricted Code corresponding to the RPAUID and Application ID of user A, then the ProSe Function shall send a Discovery Update Request (UE Identity, Discovery Entry ID, Update Info) message to that UE (e.g. UE of user B). The UE identity is set to the IMSI of the UE. The Discovery Entry ID is set to the identifier of the corresponding Discovery Entry that contains the Discovery Filter to be revoked. The Update Info is optional and contains Discovery Filter(s) to replace the existing one(s), if the ProSe Function decides to remove only certain filter(s) and not others. If the Update Info is not included, the UE shall remove all the Discovery Filters corresponding to the Discovery Entry ID.

5.
The UE locates each Discovery Filter to be revoked, associated with the Discovery Entry ID, removes it from the ProSe Discovery services operation and sends back to the ProSe Function a Discovery Update Ack (Result, Discovery Entry ID) message to confirm the corresponding operation.

Steps 6 - 9 are executed only for the (sub)set of Banned PDUIDs whose PLMN ID is different from the PLMN ID of the PDUID associated with the RPAUID of user A (e.g. UE of user C).

6.
If the ProSe Function serving user A has previously answered to a Monitor Request coming from a ProSe Function in the PLMN of a Banned PDUID, related to a Banned RPAUID (e.g. user C), then the ProSe Function serving user A sends to that ProSe Function a Monitor Update (ProSe Restricted Code, Application ID, Banned RPAUID, Banned PDUID) message. The ProSe Restricted Code is the code the UE of user A is announcing and for which is requested the revocation of the corresponding Discovery Filter. The Banned RPAUID and Banned PDUID identify the UE that is using the Discovery Filter to be revoked (e.g. UE of user C).

7.
The ProSe Function in the other PLMN acknowledges the Monitor Update message. The ProSe Function may send the acknowledgement of the Monitor Update message after step 9 with result of the Discovery Update Request for revocation of the Discovery Filter.
8.
Upon receiving the ProSe Function a Monitor Update, the ProSe Function in the other PLMN shall send a Discovery Update Request (UE Identity, Discovery Entry ID, Update Info) message to that UE (e.g. UE of user C). The UE identity is set to IMSI of the UE. The Discovery Entry ID is set to the identifier of the corresponding Discovery Entry that contains the Discovery Filter to be revoked. The Update Info is optional and contains Discovery Filter(s) to replace the existing one(s), if the ProSe Function decides to remove only certain filter(s) and not others. If the Update Info is not included, the UE shall remove all the Discovery Filters corresponding to the Discovery Entry ID.

9.
The UE locates each Discovery Filter to be revoked, associated with the Discovery Entry ID, removes it from the ProSe Discovery services operation and sends back to the ProSe Function a Discovery Update Ack (Result, Discovery Entry ID) message to confirm the corresponding operation.



10.
After a time configured by the operator, the ProSe Function serving user A sends an Authorization Update Result (RPAUID, Request Type, N sets of Banned RPAUID - Banned PDUID with Result) message to the ProSe Application Server. The sets Banned RPAUID - Banned PDUID are those received from the ProSe Application Server in step 1. For each set, the Result indicates whether the permission to discover the ProSe Restricted Code corresponding to user A RPAUID for the Application ID specific of that ProSe Application Server has been successfully revoked or not.

11.
The ProSe Application Server acknowledges the Authorization Update Result message.
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