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Discussion

This document proposes an alternative ePDG selection solution which:
· Allows a roaming UE to determine if the country it is located in mandates or does not mandate the selection of ePDG in this country. This is determined by the UE via a DNS query request. By using such DNS query, the UE does not need to be registered to a VPLMN for making such determination. The UE can make the DNS query even when not registered to a VPLMN.

· Based on the response to the DNS query request, the UE determines if it should select an ePDG in a VPLMN or in the HPLMN.  

More specifically, the proposed solution is based on the following steps:

1. The UE is configured with "ePDG selection information" which includes a prioritized list of PLMNs in the following form:

Priority 1, PLMN-1, Tracking/Location Area Identity FQDN

Priority 2, PLMN-2, Tracking/Location Area Identity FQDN

Priority 3, PLMN-3, Operator Identifier FQDN

Priority 4, Any PLMN, Operator Identifier FQDN
2. The UE determines the country it is located in (also called the "present country").

a. 
This can be achieved with different implementation-specific methods (there is no intention to specify how the UE determines the country it is located in). For example, UE may determine the country it is located in by receiving the Country IE included in the beacon frames of available WLAN APs. The Country IE is transmitted by all HS2.0-compliant APs, as specified in Hotspot 2.0 (Release 2). Alternatively, the UE may determine its latitude and longitude coordinates (by using its GPS receiver) and then make an API call (e.g. use the Geocoder() class in Android) to determine the country code. In another situation, the UE may determine the country it is located in by identifying the MCC codes of available PLMNs.
b. 
Note that most UEs can already determine the country they are located in. This is required (for example) in order for the UEs to configure their WLAN interfaces to operate in compliance with the regulation in the present country (power class, frequency channels, etc).

3. If the UE determines to be located in its home country, then the UE selects an ePDG in the HPLMN.
4. If the UE determines to be located in a country other than its home country, then the UE uses DNS-based Service Discovery (as specified in RFC6763) to determine if the country it is located in mandates the selection of ePDG in this country.

a. 
For example, if the UE is located in France (ISO country code = FR) the UE makes a PTR query for the name _epdg._udp.isoccFR.pub.3gppnework.org.
b. 
The _epdg._udp label identifies the service that the UE wants to discover (probably this service should be registered with IANA). The isoccFR.pub.3gppnework.org identifies the domain (i.e. the country) in which the service should be discovered.

c. 
If the PTR query returns no records, then the UE determines that regulation in the present country does not mandate ePDG selection in this country. In this case:

i. If the UE is not registered via 3GPP access to a PLMN, the UE selects an ePDG in the HPLMN.
ii. If the UE is registered via 3GPP access to a PLMN and this PLMN matches an entry in the "ePDG selection information" (i.e. the home operator has defined that ePDG selection in this PLMN is preferred), the UE selects an ePDG in this PLMN. If the UE fails to select an ePDG in this PLMN or if this PLMN does not match an entry in the "ePDG selection information", then the UE selects an ePDG in the HPLMN.
NOTE: If the PTR query returns no records, this does not mean that no PLMNs in the present country deploy ePDGs. There might be ePDGs deployed in one or more PLMNs in the present country but local regulation does not mandate the UE to select one of these ePDGs.
d. 
If the PTR query returns one or more records, then the UE (a) determines that regulation in the present country mandates ePDG selection in this country and (b) identifies which PLMNs in the present country deploy ePDGs. 
e. 
The records returned by the PTR query are in the following form (in compliance with RFC6763):

mnc123_mcc208._epdg._udp.isoccFR.pub.3gppnework.org
mnc456_mcc208._epdg._udp.isoccFR.pub.3gppnework.org
The above two records means that (a) in the country with ISO code=FR the UE must select an ePDG in this country and (b) ePDG services are offered by the PLMN with (MCC=208, MNC=123) and by the PLMN with (MCC=208, MNC=456). Note that the mnc123_mcc208 and mnc456_mcc208 are service instance names according to RFC6763.
f. 
If the UE receives one or more PTR records as a response to the PTR query, then: 
i. If the UE is registered via 3GPP access to a PLMN which is included in the list of received PTR records (i.e. the registered PLMN deploys ePDGs), then the UE selects an ePDG in this PLMN. 

ii. If the UE is registered via 3GPP access to a PLMN which is not included in the list of received PTR records (i.e. the registered PLMN does not deploy ePDGs), then the UE selects an ePDG in one of the PLMNs which are included in the list of received PTR records. 
The UE selects one of these PLMNs based on the prioritized list of PLMNs in the "ePDG selection information" (i.e. the UE selects the highest priority PLMN in the "ePDG selection information" that matches a PLMN in the list of received PTR records). If the "ePDG selection information" does not match any of the PLMNs in the list of received PTR records or the UE is not configured with the "ePDG selection information", then the UE selects a PLMN included in the list of received PTR records based on its own implementation.
iii. If the UE is not registered via 3GPP access to a PLMN, then the UE shall behave as in bullet ii above (i.e. the UE selects an ePDG in one of the PLMNs which are included in the list of received PTR records).
2
Proposal

It is propose to discuss the solution described in the previous section and to agree the accompanying CR to 23.402.

We believe that this solution (i) satisfies the applicable LI requirements (ii) it can be applied even when the UE is not registered to a VPLMN, and (iii) does not require any EPC changes for ePDG selection.

Specifically, the solution satisfies the following requirements includes in SP-150831 ("LS on ePDG Selection versus LI requirements" from SA plenary):
1. “A Serving PLMN which deploys an ePDG shall be able to control the selection of an ePDG in the Serving PLMN, when this is required by national regulations applicable to the Serving PLMN.”
When a serving PLMN deploys an ePDG and national regulation requires the selection of ePDG in the visited country, then the serving PLMN will be included in the PTR query response. This will trigger the UE to select an ePDG in the serving PLMN.
2. “When the UE is not served by any PLMN or the Serving PLMN has not deployed an ePDG, then a default system behaviour should be defined that allows the local country authorities to perform lawful interception if required.”
When national regulation requires the selection of ePDG in the visited country, the UE will receive one or more records in the PTR query response. This will trigger the UE to select an ePDG in the visited country even when the UE is not registered to any PLMN and when the serving PLMN does not deploy an ePDG.
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