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Abstract of the contribution: Introduces Authorisation for V2X.
Discussion

The 3GPP TR 23.785 V0.1.1 (2015-12) for Study on architecture enhancements for LTE support of V2X services; mentions the Key issue #1,  Service authorization for V2X. For this key issue the following aspects need to be studied at least:
-
Means for the MNO to authorize a UE to use V2X Service when the UE is "served by E-UTRAN" and when the UE is "not served by E-UTRAN".

-
Means for the MNO to revoke authorization for a UE related to V2X Service
It is anticipated that the in V2X system there is no need for a discovery procedure between the V2X UEs. This is partly due to necessity, in that the latency requirements for communication between the communicating parties are too strict to allow for a discovery phase. But also because, even in cases where delay requirements are relaxed and a session based communication is required such as for the Cooperative Adaptive Cruise Control (CACC) use case, the session can be maintained by the application. 
Is there a ‘Local NW’? Basically the Local NW is there for Discovery, but can the UE send V2X messages to UEs in another NW, which would be a Local NW? By definition in the 23.303, the Local PLMN exists only for monitoring UEs in discovery, and is not applicable here due to assumption that discovery is not done for V2X.

 (TS 23.303: Local PLMN: A PLMN which is not the serving PLMN of the monitoring UE, and in whose radio resources the monitoring UE is authorized by the HPLMN to engage in ProSe Direct Discovery. )
To solve this key issue we can start with the assumption that V2X can largely reuse existing ProSe Architecture for authorization. A ProSe Function like functionality is needed for V2X authorization and the means for signalling and provisioning of authorization towards the V2X UE can be similar to the ProSe handling except for that the discovery parts are not used.

Furthermore, for ProSe it was concluded that the authorisation is happening using "over IP" mechanisms and only IP connectivity is required to allow the UE to access this ProSe Function. For V2X it is an open issue if the same mechanism is used or if the communication towards the V2X Function will take place over NAS. Therefore, the choice of mechanism is left open. There are implications to the architecture if NAS communication is used:

· the UE in a VPLMN can access the MME in the visited NW via NAS. How to reach the V2X Function in the HPLMN from the VPLMN MME is FFS.

· new messages on NAS are needed.
· on the other hand, the situation is simpler in V2X than for ProSe, since Discovery is not used in V2X. Therefore there are no MMEs related to the Monitoring/Announcing (or Discoverer/Discoveree) UEs.
Conclusion: for authorization and configuration of V2X entities, a NW based ProSe Function likeV2X Function can be defined, if the functionality provided is adequately revised for V2X scenarios.
V2X authorization entity

A ProSe-Function like entity for V2x shall be based on the following considerations:
· For V2X there is a need for similar parameter configuration and authorization step as for ProSe
· Exchange of V2V-related information using E-UTRA(N) when permission, authorisation and proximity criteria are fulfilled. The proximity criteria can be configured by the MNO.
· No need for discovery related features like in ProSe.

V2X authorization and configuration

The following text from ProSe spec section 4.5.1.1.1 is used as a basis:
4.5.1.1.1
General
The basic principles of service authorization for V2X Direct Communication are as follows:

· -

· -
the UE gets authorization to use V2X Direct Communication on a per PLMN basis in the serving PLMN by the V2X Function in the HPLMN,

· -
the V2X Function in the HPLMN requests authorisation information from the V2X Function of the serving PLMN.

· 
· -
The V2X Function in the HPLMN merges authorization information from home and serving PLMNs.

· -
Final authorization always comes from the V2X Function in the Home PLMN.

· The V2X Function in the the VPLMN or HPLMN may revoke the authorization at any time. The ProSe Function in the HPLMN shall be notified when authorization is revoked by the VPLMN.

· 
A flow chart description of the V2X authorization procedure based on the ProSe authorization section 5.2.1:
5.2.1
Service authorisation procedures
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Figure 5.2-1: Pre-configuration for  V2X Direct Communication 
The HPLMN pre-configures the UE with the authorization information for a list of PLMNs where the UE is authorized to perform  V2X Direct Communication and in addition information regarding out-of-coverage operation may be provided. If there is no associated UE context, the V2X Function gets the subscription information for  V2X Direct Communication from HSS.
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Figure 5.2-2: Service authorisation for  V2X Direct Communication or both

The UE gets the service authorisation for  V2X Direct Communication, with a given validity time, from the V2X Function of the HPLMN. 
The service authorisation procedure is executed:

-
before starting the setup of  V2X  Direct Communication if the UE has no valid authorization information, or

-
when the UE already engaged in a  V2X  Direct Communication changes its registered PLMN and has no valid authorization information for the new registered PLMN, or

-
when the service authorisation expires.


In this signalling flow, shown in Figure 5.2-2, the following steps are performed:

Step 1:
The UE requests authorisation for Direct Communication for HPLMN or for the VPLMN from the V2X  Function in HPLMN. 
Step 2:
The V2X Function in HPLMN obtains authorization info from VPLMN and merges with own policy.

Step 3:
The V2X Function in HPLMN provides authorisation info to UE. The authorisation info provided to the UE applies to the serving PLMN. The UE stores the authorisation information obtained from this V2X Function in a secure way. If needed at any point the authorization can be revoked by the V2X Function in VPLMN or Prose Function in the HPLMN.

Proposal

Based on the considerations above, it is proposed to include the following text in the 3GPP TR 23.785 V0.1.1 (2015-12) for Study on architecture enhancements for LTE support of V2X services:
* * * * Start of changes * * * *
6
Solutions
Editor's Note:
This clause is intended to document the agreed architecture solutions. Each solution should clearly describe which of the key issues it covers and how.
6.X
Solution #1: < Key Issue #1: V2X authorization >

6.X.1
Functional Description

Editor's Note:
General description, assumption, and principles of the solution.

V2x Service Authorization shall be based on the following considerations:
· Exchange of V2V-related information using E-UTRA(N) when permission, authorisation and proximity criteria are fulfilled. The proximity criteria can be configured by the MNO.
· No need for discovery related features like in ProSe.
The basic principles of service authorization for V2X Direct Communication are as follows:

· the UE gets authorization to use V2X Direct Communication on a per PLMN basis in the serving PLMN by the V2X Function in the HPLMN,

· the V2X Function in the HPLMN requests authorisation information from the V2X Function of the serving PLMN.

· The V2X Function in the HPLMN merges authorization information from home and serving PLMNs.

· Final authorization comes from the V2X Function in the Home PLMN.

· The V2X Function in the the VPLMN or HPLMN may revoke the authorization at any time. The V2X Function in the HPLMN shall be notified when authorization is revoked by the VPLMN.
6.X.2
Procedures

Editor's Note: Describes the high-level operation, procedures and information flows for the solution.
Service authorisation procedures
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Figure 5.2-1: Pre-configuration for V2X Direct Communication 

The HPLMN pre-configures the UE with the authorization information for a list of PLMNs where the UE is authorized to perform  V2X Direct Communication and in addition information regarding out-of-coverage operation may be provided. If there is no associated UE context, the V2X Function gets the subscription information for  V2X Direct Communication from HSS.
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Figure 5.2-2: Service authorisation for  V2X Direct Communication or both

The UE gets the service authorisation for  V2X Direct Communication, with a given validity time, from the V2X Function of the HPLMN. 
The service authorisation procedure is executed:

-
before starting the setup of  V2X  Direct Communication if the UE has no valid authorization information, or

-
when the UE already engaged in a  V2X  Direct Communication changes its registered PLMN and has no valid authorization information for the new registered PLMN, or

-
when the service authorisation expires.

In this signalling flow, shown in Figure 5.2-2, the following steps are performed:

Step 1:
The UE requests authorisation for Direct Communication for HPLMN or for the VPLMN from the V2X  Function in HPLMN. 
Step 2:
The V2X Function in HPLMN obtains authorization info from VPLMN and merges with own policy.

Step 3:
The V2X Function in HPLMN provides authorisation info to UE. The authorisation info provided to the UE applies to the serving PLMN. The UE stores the authorisation information obtained from this V2X Function in a secure way. If needed at any point the authorization can be revoked by the V2X Function in VPLMN or V2X Function in the HPLMN.

6.X.3
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
6.X.4
Topics for further study

Editor's Note: Topics for FFS will be collected for this particular functionality.
If the authorisation is happening using "over IP" mechanisms and only IP connectivity is required to allow the UE to access the V2X Function or if the authorization is done over the NAS is FFS.
6.X.5
Conclusions

Editor's note:
Conclusions will be collected for this particular functionality.
* * * * End of changes * * * *
3GPP
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