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Abstract of the contribution: It is proposed to select Solution 2 as a baseline for normative work on Key Issue 2 to cover the traffic model in TR 45.820 including software upgrade/reconfiguration use case. Accordingly it is proposed to clarify that solution 2 can support more than single IP packet so corresponding change has been provided.
1 Discussion

In GPRS system there was no distinction between Control Plane and User Plane node but in EPS system, the split between the control signalling and user data functions are major architecture requirement. By separating this functionality, the network nodes are more scalable, in particular when it comes to supporting high-bandwidth traffic. However this basic attractive aspect is not appropriate to CIoT device characteristics. The role of enhanced core network for cellular IoT is that how to efficiently handle these power constrained CIoT devices which only require low-bandwidth traffic.
For Key Issue 2, two categorized solutions have been discussed so far. Both categorized solutions are focusing on how to reduce signalling overhead for data transmission preparation which is critical to power constraint IoT device. The main difference between Group 1 and Group 2 is that whether DRB setup (accordingly AS security setup) is required or not.
In legacy LTE system, it is considered DRB setup provides more efficient way for data transmission. Since an eNB can configure DRB after the eNB gets UE’s radio capability (e.g. UE’s modulation capability, antenna capability) and measurement information (e.g. which sub-carrier is more appropriate to this UE for better performance). Therefore it guarantees better performance for data transmission since the eNB can use UE’s capability and radio channel condition to configure/allocate better condition for the data transmission. 
However for CIoT UE, it is assumed that most of CIoT UEs have same radio capability even details should be discussed in RAN. Also due to the narrow band radio characteristic, fine tuning (i.e. eNB figure out which sub carrier is best to the UE) may not be necessary. In conclusion, the gain of setting up DRB for CIoT RAT is much less than LTE system. Therefore keeping use of SRB for data transmission irrespective of the data size may be enough for the CIoT UE.
Therefore it is proposed to adopt Solution 2 as a baseline for normative work for Key Issue 2. 
Proposal 1. Solution 2 should be base line for infrequent small data transmission.
Besides sourcing company considers that software update/reconfiguration, which is relatively large data size and very infrequently happens (e.g. once a half year), also should be supported via CIoT CN. In many observation sections in TR 23.720 is saying that Group 2 solutions are more beneficial than Group 1 solutions. However as mentioned above the gain of DRB of Group 2 may not be valid for narrow band CIoT RAT. Therefore sourcing company proposes to use Solution 2 for relatively large data delivery also.  In LTE, large data delivery mechanism via NAS already has been well specified. NAS PDU can be concatenated throughout multiple RRC messages and this RRC message format (i.e. ULInformationTransfer, DLInformationTransfer) is also well optimized to deliver NAS PDU.
Proposal 2. For relatively large data delivery (e.g. software update/reconfiguration usage), Solution 2 still should be used. If necessary, some enhancement to RRC/NAS is required.
Accordingly it is proposed to clarify that solution 2 can support more than single IP packet so corresponding change has been provided.
2 Proposal

It is proposed to select Solution 2 as a baseline for normative work on Key Issue 2 to cover the traffic model in TR 45.820 including software upgrade/reconfiguration use case. Accordingly, it is proposed to clarify that solution 2 can support more than single IP packet so corresponding change has been provided.
* * * * Start of Change * * * *
6.2
Solution 2: Infrequent small data transmission using pre-established NAS security
6.2.1
Description

The solution is based on the Lightweight CN architecture for CIoT in clause 6.1. Typically, the PGW is only used for roaming case. For non-roaming case, C-SGN can be the termination of SGi interface and C-SGN can send/receive data on SGi directly. It is assumed that AS guarantees the in-sequence delivery of NAS message (see TS 36.300).
Procedure for MO IP packet (and response):
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Figure 6.2.1-1: CIoT Small data transmission for MO
1.
The mobile already performs Attach activating a default PDN connection.


The finally selected C-SGN makes sure to establish secure exchange of NAS messages, i.e. to use encryption of NAS signalling messages.


The finally selected C-SGN performs P-GW selection taking into account the UE's roaming status and possible other information, e.g. specific APNs.


The UE requests the UE's AS to establish an RRC connection. A new NAS message format is used to carry the IP packet in an encrypted IE. The UE can also indicate whether acknowledgment/response to the IP packet is expected or not. There is no need to set up the user plane and AS security.

NOTE:
It is RAN decision how to transfer the small data NAS PDU over the radio interface for CIoT RAT.


The unencrypted part of this new NAS PDU carries the "eKSI and Sequence Number" IEs as usual for encrypted NAS messages. The C-SGN uses this, and the S-TMSI, to identify the security context to decrypt the IP packet.

2.
The CIoT RAN forwards NAS PDU and the indication on whether ack/response is expected to the C-SGN in the initial UE message.

3.
The C-SGN decrypts the NAS message, obtaining the IP packet.


The C-SGN retrieves the P-GW IP address and TEID, forms the GTP packet and sends it to the P-GW.

Editor's note:
It is FFS whether GTP-U tunnel will be needed on S8 or GTP-C only can be used to send the small data packets to PGW.


The P-GW forwards the IP packet on to the SGi interface.

4.
If no acknowledgment/response to the IP Packet is expected (based on the subscriber information and the indication from the UE), the C-SGN immediately releases the connection. Otherwise, when a (response) IP packet arrives in the P-GW, the P-GW forms the GTP packet and sends it to the C-SGN.

5.
The C-SGN encrypts the NAS message with the downlink IP packet and sends the downlink NAS transport message to the CIoT-RAN. C-SGN releases the signalling connection after the timer monitoring the connection expires.

6.
CIoT-RAN sends the Downlink Information Transfer including the NAS message to UE and also releases the RRC connection after the timer monitoring the connection expires.

Procedure for MT IP packet delivery

This uses similar concepts to the MO case described above.
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Figure 6.2.1-2: CIoT Small data transmission for MT

1.
P-GW sends the GTP packet to the C-SGN.

Editor's note:
It is FFS whether GTP-U tunnel will be needed on S8 or GTP-C only can be used to send the small data packets.

2.
If there is no signalling connection with the UE, the C-SGN buffers the received IP packet(s), and pages UE. The UE sends the Service Request message to C-SGN.

3.
The C-SGN then sends the IP packet in an encrypted IE in a NAS PDU in a Downlink NAS Transport message and the CIoT-RAN sends the NAS PDU onto the UE. There is no need to set up the user plane and AS security.

4.
The UE might send a packet as an acknowledgement that is sent in an encrypted IE in a NAS PDU in an UL Information Transfer message. The CIoT-RAN forwards the NAS PDU to the C-SGN. After the timer monitoring the connection expires, the C-SGN, UE and CIoT-RAN release the connection locally.

5.
The C-SGN decrypts the IE, adds the GTP header and forwards it to the P-GW.

6.2.2
Impacts on existing nodes and functionality
Impacts on UE:

-
Handle "small data" transaction (including transfer the encrypted uplink packet to C-SGN in the first NAS message).

Impacts on RAN:

-
Handle "NAS small data" session

-
C-SGN selection for CIoT UE.

Impacts on C-SGN comparing with MME:

-
Receive the uplink IP packet from UE by NAS.

-
Receive and encrypt the downlink IP packet and transfer to UE by NAS.

6.2.3
Solution Evaluation

Benefits:
-
No establishment of DRBs and no resource reservation over the radio interface;

-
Reduced signalling procedures in the core network and radio interface.

Drawbacks:

-


This solution piggybacks uplink small data onto the initial NAS uplink message that is extended and it uses an additional NAS message for carrying downlink response small data. The efforts for setting up the user plane, i.e. related RRC messages and AS security setup, can be avoided. C-SGN capacity needs to be suitable for this traffic. This solution is also available for relatively large size of data delivery. 
The data transfer on the radio interface depends on the CIoT RAN design.

* * * * End of Change * * * *
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