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This paper proposes the following changes to be adopted following some comments received at SA2#110:

>>> First Change<<<
6.6
Solution 6: User plane based solution with enhanced ECM-CONNECTED state
6.6.1
Description
6.6.1.1
Underlying assessment
In order to assess the type of enhancement we need to analyse the expected needs: to this effect let us consider the traffic models used by GERAN for CIoT evaluation in TR 45.820[4] and also reported in Table 4.3-1.

The main evaluation scenarios to be considered are related to static or quasi static devices, which, also due to the expected LBWA typical cell radius, imply a quite unlikely change of cell during the transmission of data or subsequent transmission of data.

Observation 1: The evaluation of the system level solutions and the Radio for Cellular IoT assumes the UE is Static or quasi static, based on the GERAN traffic models.

Observation 2: A UE will not change cell frequently within expected time windows when the rare MTC data transfer transactions occur.

Therefore, it is possible and efficient to have a solution where the UE is supporting mobility based on RRC connection re-establishment/autonomous cell reselection while the UE is in an "enhanced ECM-CONNECTED" state at NAS layer, (which corresponds to an enhanced RRC-Connected state in the access stratum), i.e. a state where the UE location is known on a cell basis in the eNB and on a eNB basis in the SGW and MME, while the user plane functions retain user plane transport primary role. This is because the RRC reconnections subsequent to cell change (and even more so the eNB changes) should be relatively infrequent and the additional data plane set up overhead is compensated by subsequent UL and DL data transfer efficiency, and also by the broader applicability to other use cases than the lowest end MTC applications. As part of this state, the eNB-m serving a UE in enhanced RRC connected state  preserves the UE context when it transitions to RRC-IDLE state, so that when the UE transitions from RRC-IDLE to "enhanced RRC-CONNECTED" under the last used eNB, it can reuse the context immediately without involving the core network for context retrieval via a full service request at NAS Layer and avoid RRC security mode command.
While the UE is in enhanced ECM -CONNECTED state, it follows the same DRX handling as a UE in regular RRC-CONNECTED state and the power consumption resulting from this will be roughly the same (if we exclude the elimination of measurements reporting that are not required in the enhanced RRC-CONNECTED state). For UEs using this solution for infrequent small data transmission, it is expected the eNB-m should make sure the UE remains connected for a short time.
6.6.1.2
Proposed architecture 
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Figure 6.6.1.2-1: Proposed architecture 

The architecture in figure 6.6.1.2-1 is pretty much the same as we have identified for the EPS. The notable changes or aspects are related to:

1.  A suffix "-m" is added to remark that changes or profiling are foreseen for the related nodes/interfaces, but this does not preclude a single implementation from supporting both the normal and "m" profile.

2.  No PCC as there is no dedicated bearers support. 

3.  No S-10 as MME-m relocation is not necessary because most of the devices are expected to be static and the core network will most likely be based on a virtualized implementation not requiring relocations of MME.

4.  The selection of the MME-m versus an MME is based on explicit UE indication in the RRC layer (there is no need of backward compatibility to legacy UEs) when a UE is capable to use the regular EPS using its radio access capabilities.  A UE capable to use EPS-m mode indicates also explicitly it shall use an EPS-m profile in network control plane interactions. How explicit indication happens is a stage 3 issue.
5.
The RAN can be an EUTRAN specialized for MTC handling or a CIoT RAN
Editor’s Note: It is FFS whether a UE can switch between EPS-m and normal EPS behaviour but it may be beneficial if this mode of operation is used for Smartphones in low activity mode. 

6.6.1.3
Proposed High level Solution attributes

1.
An enhanced ECM-CONNECTED state is defined where the UE always keeps the context of the connection used in the last used cell and also would retain it after the UE moves to ECM-IDLE.

2.
While in enhanced ECM-CONNECTED state there are no handovers and the UE re-establishes RRC connection after Radio link failure/ autonomous cell reselection. No connected mode network controlled handovers are supported. If the new cell belongs to an eNB-m with no valid context for the UE, S1 interaction is needed to install a UE context in the new eNB-m. The context in the Old eNB-m is removed.

2a. In the event the Context was kept in the eNB-m after Idle Mode transition, the eNB-m explicitly indicates retention to the MME. The MME retains this information for later use if the UE transitions to enhanced ECM-CONNECTED in another eNB-m, so that it can delete the context and resume the S1. The context retention decision may be based on explicit indication of Expected UE behaviour using CN assistance of eNB parameters settings. (e.g.. highly mobile expected behaviour leads to no context retention, static behaviour to context retention). 

Editor's Note: it is in principle possible also to benefit from context transfer from previous eNB so additional NAS-level transactions may be avoided. This is FFS in RAN WGs if we proceed to normative phase with this option.
3.
The UE and eNB-m run an enhanced RRC-CONNECTED state timer (this is equivalent to the current RRC inactivity timer that governs the transition to idle) that is reset at every successful data transfer over the radio, and is similar to the current inactivity timer for connected mode which is running only in the eNB and determines the transition to RRC-IDLE. When the enhanced RRC-CONNECTED timer elapses the UE enters idle mode, the e-NB-m passes to the MME the last known cell(s) where the UE was and other Coverage enhancement information and the MME triggers the SGW to exit enhanced ECM-CONNECTED state for DL data over S11interface. While in enhanced ECM-CONNECTED state the UE may use a DRX period < Idle mode DRX period. Regardless of the enhanced RRC-CONNECTED state timer, the eNB serving the UE can at any time trigger release of DRBs if it needs to, like in current systems.
4.
The enhanced RRC-CONNECTED state timer can be influenced viaCN assistance of eNB parameters settings procedures so it is tailored to e.g. mobility or activity behaviours. 
5.
MT procedures DL messages while the UE is in enhanced ECM-CONNECTED state are sent to the S1-AP-m address of the eNB-m where the UE context is (i.e. the MME-m is always aware of the eNB-m where the UE is while the UE is in enhanced ECM-CONNECTED state. The UE has an SRB active when the UE is in enhanced ECM-CONNECTED state, like in connected mode).

6.
The establishment of user plane resources for enhanced RRC-CONNECTED state is similar to current DRB establishment (with optimizations that RAN may study in depth so Radio efficiency is attained). Both a Data radio Bearer and a Signalling Radio Bearer are established while the UE is in enhanced RRC-CONNECTED mode.

7.
 In enhanced ECM-CONNECTED state, the UL traffic is sent by the eNB to the SGW address in the UE context in the eNB-m.

8.
 No support of dedicated bearers (no multiple QoS levels) 

9.
 No support of MME-m relocation. 

10.
 No support of SGW relocation: F-TEID of the SGW serving a PDN connection is stable from PDN connection establishment to deletion.

11.
Support of e-DRX in Idle mode or PSM as Power saving measures

12.
Support of CE (coverage Enhancements) paging optimizations

13.
Native support of MO/MT SMS procedure as in TS 23.040 [9] Annex I (normative): SMS in MME. Whether combined procedures or a PS only attach is used in EPS-m is FFS 

6.6.1.4
Expected RAN dependencies / impacts

1.
Optimized SRB/DRB establishment procedures. This is essential for Radio efficiency of the solution.

2.
Support of a power efficient enhanced RRC-CONNECTED state behaviour

3.
In enhanced ECM/RRC-CONNECTED state DL data and MT terminated signalling procedures may be held in the eNB-m up to the enhanced ECM/RRC-CONNECTED timer DRX. 

6.6.1.5
Procedures
6.6.1.5.1


The Procedures in this section include RAN level details which need to be refined and discussed in RAN WGs, so these are indicative of a direction only and can be subject to change.

6.6.1.5.2
Attach 
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Figure 6.6.1.5.2: Attach procedure

1.
The UE obtains signalling access and issues a NAS Initial Attach message with explicit indication it is for EPS-m type of access.

2.
Authentication procedures may be executed 

3.
The Default PDN connection is established

4.
The UE context is passed to the eNB-m, alongside the temporary UEID that serves as index of the context in the eNB-m. The MME-m may provide CN assistance so that the enhanced RRC-CONNECTED timer selection and context retention decisions can be assisted.

5.
The eNB-m confirms DRB readiness including security of DRB 

6.
The eNB-m confirms context is successfully received to the MME

7.
The UE confirms the attach procedure is successful using a NAS Attach complete, which is carried in a RRC-m Connection Setup complete message and then forwarded in a S1-AP-m Message.

8.
The enhanced RRC-CONNECTED state is running in the UE and eNB

9.
The MME-m establishes S1 towards the eNB

10.
The S1 is established in SGW.

11.
Data transfers may occur 

12.
enhanced RRC-CONNECTED timer elapses.

13.
When the enhanced RRC-CONNECTED state Timer elapses, the eNB-m informs the MME-m. If the context is retained the eNB-m informs the MME-m and the MME-m retains the S1-AP address of the eNB. 

14.
The MME-m causes the SGW to release S1 bearer.

6.6.1.5.3
ECM-IDLE to enhanced ECM-CONNECTED TRANSITION (eNB-m without valid retained context)   

This procedure shown in Figure 6.6.1.5.3-1 causes a UE in ECM idle UE to enter enhanced ECM-CONNECTED state. In this case the eNB-m has not the retained the context. 
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Figure 6.6.1.5.3-1: Entering enhanced ECM-CONNECTED state in a eNB-m with no context 

0.
The UE is in ECM-IDLE mode and context is not available in the eNB of the cell the UE has selected.

1.
The UE executes a RRC-m connection request, indicating the UEID, the indication of EPS-m mode, DRB is required and any buffer status if there is pending data. The UE ID is a S-TMSI signed with the security association of the last used cell.

2.
The eNB-m grants only SRB transmissions as data cannot be sent for lack of a valid context

3.
The UE send a NAS Context Request to the MME-m in a RRC Context Setup Complete message

4-6.
The UE context is populated in the eNB. In step 4 the MME-m may provide CN assistance so that the enhanced RRC-CONNECTED timer selection and context retention decisions can be assisted.

7.
DRB is confirmed

8.
The MME-m establishes S1 towards the eNB and, if the eNB-m had communicated retention of context at transition to idle from associated state, the MME-m releases the context stored in then the old eNB-m as per information stored in MME-m.

9.
The enhanced RRC-CONNECTED state timer is running in the UE and eNB

10.
The S1 is established in the SGW.

11.
Data transfer may occurr both UL and DL.

12.
Enhanced RRC-CONNECTED timer elapses.

13.
When the UE exits enhanced RRC-CONNECTED state the eNB-m informs the MME-m. If the context is retained the eNB-m informs the MME-m and the MME-m retains the S1-AP address of the eNB.
14. The MME-m causes the SGW to release S1

6.6.1.5.4
ECM-IDLE to enhanced ECM-CONNECTED TRANSITION (eNB-m with retained context)   

This procedure shown in Figure 6.6.1.5.4-1 causes a UE in ECM idle UE to enter enhanced ECM-CONNECTED state in a eNB-m with valid UE context.
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Figure 6.6.1.5.4-1: Entering enhanced ECM-CONNECTED state in a cell with retained valid context 

0.
UE is ECM-IDLE mode and context was retained in the eNB of the cell the UE has selected. 

1.
The UE executes a RRC-m connection request, indicating the UEID, the indication of EPS-m mode, DRB is required and any buffer status if there is pending data. The UEID is a S-TMSI signed with the security association of the last used cell.

2.
The eNB-m locates the retained context for the UE and grants DRB transmissions as data can be sent.

3-5.
The eNB-m resumes the S1 connection that was put on hold in the MME-m at transition to idle when it was indicated the context was retained. The enhanced RRC-Connected timer is running in the UE and eNB.

6.
Data transfer may occur both UL and DL.

7.
Enhanced RRC-CONNECTED timer elapses.

8.
When the UE exits enhanced RRC-CONNECTED state the eNB-m informs the MME-m. If the context is retained the eNB-m informs the MME-m and the MME-m retains the S1-AP address of the eNB.  

9.
The MME-m causes the SGW to release S1.

6.6.1.5.5
RRC connection re-establishment in enhanced ECM-CONNECTED state in an eNB-m without valid UE context

In the procedure shown in Figure 6.6.1.5.5-1 a UE in enhanced ECM-CONNECTED re-establishes RRC connection as soon as it selects a new cell after Radio Link Failure or autonomously reselects the new cell. This new cell is homed to an eNB-m with no valid context for the UE. Upon establishing state in the new eNB-m, the context is removed in the old one.
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Figure 6.6.1.5.5-1: RRC connection re-establishment in EMM- Associated state in a cell of eNB-m without valid UE context

0.
The UE is in enhanced ECM-CONNECTED mode and the S1 is up. 

1.
The UE executes a RRC-m connection request, including the UEID, the indication of EPS-m mode, DRB is required and any buffer status if there is pending data. The UEID is a S-TMSI signed with the security association of the last used cell.

2.
The eNB grants only SRB transmissions as data cannot be sent for lack of a valid context

3.
The UE send a NAS context request to the MME in a RRC Context Setup Complete message

4-6.
The UE context is populated in the eNB-m. In step 4 the MME-m may provide CN assistance so that the enhanced RRC-CONNECTED timer selection and context retention decisions can be assisted.

7.
DRB is confirmed

8.
The MME-m establishes S1 towards the eNB-m and releases the S1 in the old eNB-m.

9.
Data transfer may occur both UL and DL.

10.
Enhanced RRC-CONNECTED timer elapses.

11.
When the UE exits enhanced RRC-CONNECTED state the eNB-m informs the MME-m. If the context is retained the eNB-m informs the MME-m and the MME-m retains the S1-AP address of the eNB.  12) The MME-m causes the SGW to release S1.

6.6.1.5.6
RRC connection re-establishment in enhanced ECM-CONNECTED state in an eNB-m with valid UE context

In the procedure shown in Figure 6.6.1.5.6-1 a UE in enhanced ECM-CONNECTED re-establishes RRC connection as soon as it detects a new cell after Radio Link Failure. This new cell is homed to an eNB-m with valid context for the UE.
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Figure 6.6.1.5.6-1: Entering enhanced ECM-CONNECTED state in a cell with eNB-m with valid UE context

0.
UE is enhanced ECM-CONNECTED mode and the S1 is up.

1.
The UE executes a RRC-m connection request, indicating the UEID, the indication of EPS-m mode, DRB is required and any buffer status if there is pending data. The UEID is a S-TMSI signed with the security association of the last used cell.

2.
The eNB-m grants DRB transmissions as data can be sent.

3.
 Data transfer may occurr both UL and DL.

4.
Enhanced RRC-CONNECTED timer elapses.

5.
When the UE exits enhanced ECM-CONNECTED state the eNB-m informs the MME-m. If the context is retained the eNB-m informs the MME-m and the MME-m retains the S1-AP address of the eNB.  

6.
The MME-m causes the SGW to release S1.

6.6.1.5.7
Network initiated Temporary UE ID reallocation and Key refresh

In the event that the network initiates a GUTI reallocation or a NAS security mode command:
-  If temporary GUTI is reallocated, then:
-    If this occurs in a different eNB-m from the last used eNB-m, the MME-m shall delete the context in the last used eNB-m (this happens any time the UE contacts the MME-m from a new eNB-m than the one stored in the MME-m as the last used eNB-m)
-    If this occurs in the same eNB-m as the last used eNB-m, then the S1-AP message carrying the NAS message with the new GUTI for the reallocation can carry also the new temporary UE ID for the eNB-m to store in replacement of the old one.
-  If the security keys are refreshed due to a network initiated NAS security mode command, then the MME-m deletes the AS context for the UE in the last used eNB-m if it is different from the eNB-m where the NAS security mode command is executed (this happens any time the UE contacts the MME-m from a new eNB-m than the one stored in the MME-m as the last used eNB-m). The AS context security parameters for the current eNB-m is handled according to the normal procedure.
6.6.2
Impacts on existing nodes and functionality
eNB-m: support enhanced ECM-CONNECTED state operation as per the above and optimized RRC connection management.. 

MME-m: support of the EPS-m profile mode and of the context retention in eNB.

UE: support enhanced ECM-CONNECTED state.

6.6.3
Solution Evaluation

This solution relies on development of an optimized RRC-m and a enhanced ECM-CONNECTED mode of operation in the RAN and UE. If this is supported then it is not clear, under the assumption the UE is static, a control plane solution which is only suitable for infrequent and very short data transfers is needed as the delta in messages over the air is minimal for single data transaction but is superior for data sessions beyond just one UL and one DL packet and it is more flexible to address more use cases, For slow moving UEs a context transfer between eNBs, if supported by RAN, may also reduce the need of any NAS-level interactions and improve the overall efficiency in infrequent small data handling.

From a security standpoint it is as secure as the current 3GPP EPS system and it does not use NAS keys for data transfers. However the lifetime of the user plane keying material is expected to be longer also because the smaller transfer of data makes a more need of refresh less clear.

The enhanced ECM-CONNECTED state is different from connected mode in many aspects and in general it avoids the need to do measurement reporting assumed by connected mode and simplifies mobility management. 

By using context retention in the eNB-m, the feature also allows for efficient transitions from ECM-IDLE (i.e. transitions without NAS procedures) so practically for UEs that do not chance eNB between data sessions, or the eNB context is retrievable in the new eNB from old eNB, the solution does not require NAS level interactions to operate and it is more efficient than C-Plane approaches especially for larger data transfers. For stationary devices this means data transmission becomes efficient also for very small data spaced by any amount of time and the difference in RADIO efficiency will be only determined by RRC level message count (as estimated by RAN WGs when the EEC for the CIoT work is complete) compensated by potentially lower overheads on data transmission on DRBs compared to SRBs+NAS encapsulation.

In the face of high mobility or regular change of eNB during idle mode a solution based on centralized security context like the control plane data transfer procedure may be advantageous.

It is expected that UEs sending infrequent data remain in enhanced ECM-Connected state for a short time to minimize power consumption.

>>> End of Changes<<<
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