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Abstract of the contribution: This contribution proposes a data-RAB based solution which reuses the AS key for infrequent small data transmission.
1.
Discussion

Two data-RAB based solutions, i.e. “Solution 5: UE state transition signalling reduction” and “Solution 6: User plane based solution with enhanced ECM-CONNECTED state” are discussed in the last SA2 meeting, these two solutions use the data radio bearers and S1-U for infrequent small data transmission. Some drawbacks are identified for these two solutions that are discussed in the following.

1.1
Lack of inter-eNB mobility support
In solution 5 and 6, the UE context is kept in the eNB after the RRC and S1 connection is released/suspended, such that the data radio bearer and S1-U user plane can be re-established using the stored UE context in the last eNB when the next infrequent small data transmission happens. It is described that the RRC reconfiguration signaling and some security signaling can be saved by resuming the user plane bearer using the stored UE context, which is the major gain provided by that data-RAB based solution. 
However, reusing the UE context stored in the last eNB obviously causes inter-eNB mobility support issues. Differing to the Service Request procedure in which the UE context is pushed to the eNB from the MME, the storage of UE context in the last eNB lacks inter-eNB mobility support, i.e. when the UE reselects a new cell in a different eNB where no UE context exists. Although there are some procedures in the section 6.6.1.5.3 and 6.6.1.5.5 of solution 6 to support the IDLE mobility and enhanced connected mobility, the approaches therein are similar to the Service Request procedure which relies on the NAS message to request MME to push UE context to the new eNB, which will cause much more RRC signaling and S1 signaling compared to the no inter-eNB mobility case, and the described signaling reduction cannot be provided. Even worse, the there is more signaling than with a Service Request in the network as the old kept eNB context needs to be cleared.
1.2
UE context storage in eNB
For the CIoT applications, e.g. metering report, there are large numbers of UEs served by an eNB. It may be up to 52547 UEs in a cell in some cases according to the traffic model in TR 45.820. Solution 5 and 6 rely on the UE contexts stored in the eNB to quickly re-establish the user plane bearer, so the UE context storage in the eNB is an assumption for solution 5 and 6 to work. Nonetheless, such large number of UE contexts stored in the eNB will bring a big challenge for the context storage and management capabilities of an eNB. The worst case is with UEs that have very infrequent data transmissions, but the UE context continuously needs to be stored in the eNB. In such cases security considerations might even require to refresh security keys, which would make the stored context useless.
1.3
Complicated UE states
The CIoT devices should be as simple as possible such that the low cost can be achieved. Both solution 5 and solution 6 introduce new states in the UE, which make the CIoT UE, but also the network side more complicated than it is for “normal UEs”. In solution 5, a new state named “RRC suspend” is introduced and the UE needs to transit between three different states. It is still not clear how solution 5 works well as it is assumed in the NAS layer the UE is EMM-CONNECED but the MME is EMM-IDLE. For solution 6, a new state named “enhanced ECM-CONNECTED” and a new timer are introduced, but it seems not much differences between the so called “enhanced ECM-CONNECTED” state and the ECM-CONNECTD state, at least from the data transmission and UE state’s point of view.
2.
Proposal

In this contribution, a more lightweight data-RAB based solution is proposed. The UE’s C-SGN stored AS keying parameters together with UE provided chaining counter are used to generate a new AS key, which is sent to the eNB and used to establish AS security without extra UE-eNB SMC signaling and without a need for the eNB to store any UE context for idle UEs. This approach works for any eNB within the registered TA(s). I.e. the UE may change cells/eNBs in idle mode and can still gain from that optimization.  
*********************************Beginning of changes********************************************* 
6.X  Solution x: Data-RAB based solution with chained AS keys
6.x.1 Description

This solution corresponds to the key issue #2.
In this data-RAB based solution, the UE’s C-SGN stored AS keying parameters together with UE provided chaining counter are used to generate a new AS key, which is sent to the eNB and used to establish AS security without extra UE-eNB SMC signaling and without a need for the eNB to store any UE context for idle UEs. This approach works for any eNB within the registered TA(s). I.e. the UE may change cells/eNBs in idle mode and can still gain from that optimization.
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Figure 6.x.1: Optimized LTE message sequence for the transfer of a MO IP packet pair
0)
(not shown) initial attach for registration, authentication, data bearer setup, initial security parameter derivation and determining and negotiating capabilities.

1&2)
Random Access.

3)
RRC Connection Request provides the UE ID (S-TMSI), security parameters (NAS-MAC, chaining counter), Establishment Cause. The latter indicating whether the request is for signalling, unit-data or SMS transfer, if needed/making any difference. The chaining counter indicates that the UE can derive AS keys from still stored parameters that were determined during an earlier AKA procedure. 

4)
An S1* connection is initiated. The C-SGN verifies the NAS-MAC and the chaining counter and derives security parameters for the eNB as during an S1 handover.

5)
In the S1* Response the MME provides the eNB with the security parameters and with bearer parameters, if any.

6)
The eNB initiates the security means as after an inter eNB handover, confirms the RRC setup to the UE and provides RAB parameters, if any.

7&8) Uplink and Downlink Data Units may be transferred.

9)
based on some inactivity timer some RRC release signalling or local release in UE and eNB release the RRC connection.

10)
The S1* connection is released.
*********************************End of changes*********************************************[image: image2.jpg]Y
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