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Abstract of the contribution: Analyses the impact of Lawful Intercept from using connectivity provided from ProSe UE-Network Relays.
1.
Discussion

LS from SA3-LI S3i150241 [1] is indicating: 

The remote ProSe UE and its subscriber (i.e., equivalent to IMSI, IMEI, MSISDN in LTE) accessing the network via a ProSe UE-to-Network relay needs to be identified in the EPC (e.g., a P-GW) to perform LI on the remote UE’s communications when lawfully authorized.  National regulations may require the CSP’s network to intercept only the communications of a user that is authorized for interception and exclude the communications of other users.  If the EPS cannot distinguish between the remote UE’s communication and that of the relay UE or that of other remote UEs also connecting via the same relay, the CSP may not be able to meet their regulatory obligations regarding LI.

Therefore, SA3-LI kindly requests SA2 and CT to identify how this may be accomplished to meet this requirement.
In SA2#104 SA2 received LS SA3LI14_078r1 [2] from SA3 LI and answered in S2-142900 [3] as follows: 
SA2 has discussed the SA3-LI request and has noted:

· The GCS AS is the central point that knows to which groups the UE belongs.

· The GCS AS has knowledge of the set of MBMS bearers (represented by TMGIs) associated with each group.

· If the BM-SC (MBMS Server) were to retrieve the list of UEs in the group associated with a given MBMS bearer from the GCS AS, the list would be no more trustworthy than information obtained directly from the GCS AS by lawful intercept means.

To determine which MBMS bearers a UE is associated with, the BM-SC would have to retrieve the list of UEs associated with each individual MBMS bearer and search for the UE in each retrieved list.

Retrieval from the GCS AS would be equally trustworthy and more efficient than the equivalent set of operations by the BM-SC. Further, not involving the BM-SC supports the SA2 architectural decision that the knowledge of groups and their membership is at the application layer.
For these reasons, SA2 believes that SA3-LI should consider the GCS AS as the focus for gathering lawful intercept information for a UE involved in group communication.

In light of the above we propose that SA2:

Proposal 1: Reconfirms that for group communication using ProSe UE-Network Relay connectivity GCS AS should be considered as the focus of gathering lawful intercept for a UE involved in group communication  

The next question is how lawful intercept can be performed when the remote UE connected to the network via ProSe UE-Network Relay is not involved in GCS but is utilising the ProSe UE-Network Relay to get access to some other kind of services e.g. “using the Internet”. This operation from LI perspective can be considered similar to GCSE case. In particular such services may be encrypted to beyond the 3GPP network, which would means that the 3GPP network could not provide access to in clear content. If specific jurisdiction require to distinguish between the remote UE’s communication then these specific authorities can impose in their regulatory requirements that tunnelling (e.g. IPSec tunnel) is performed on top of the IP connectivity offered by the ProSe UE-Network Relay and EPC and terminated beyond the SGi interface. The specific solution can be defined in national standards or defined in agreement between the CSP and the public safety authority. The solution will be out of scope of 3GPP specifications. 
Similar cases of tethering (providing access to the internet for devices where the EPC has no visibility of the end user device) are deployed today (see for example [4], [5] and [6]).
Proposal 2: When connectivity provided through a ProSe UE-Network Relay is not used for GCS the solution of how to distinguish between the remote UE’s communication is out of scope of 3GPP specification.
2. Proposal 
It is proposed SA2 to agree the following proposals: 
Proposal 1: Reconfirms that for group communication using ProSe UE-Network Relay connectivity, GCS AS should be considered as the focus of gathering lawful intercept for a UE involved in group communication  

Proposal 2: When connectivity provided through a ProSe UE-Network Relay is not use for GCS the solution of how to distinguish between the remote UE’s communication is out of scope of 3GPP specification.
A draft LS response based on these proposes is provided in S2-152766.
It is also proposed to agree on the following text change in TR 23.713.
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[4] http://www.telegraph.co.uk/technology/internet/11016941/Transport-for-London-trials-free-WiFi-on-buses.html
[5] http://www.virgintrains.co.uk/trains/wi-fi/
[6] http://www.amtrak.com/journey-with-wi-fi-train-station
>>> Start Changes<<<

7.2.4
Topics for further study for ProSe UE-Network Relays

The following issues need to be resolved:

-
It is FFS whether a security association between the UE and the UE-to Network relay is per UE or per ProSe Application Group.


Resolution: this is in scope of SA3.

-
It is FFS if the IP Address preservation is supported when the Remote UE moves out of the ProSe UE-Network Relay coverage


Resolution: IP address preservation is not supported when the Remote UE moves out of the ProSe UE-Network Relay coverage

-
It is FFS whether for IPv4 the Prose UE-to-Network relay will have to implement NAT functionality.


Resolution: NAT shall be supported by Relays supporting IPv4.

-
It is FFS whether and how the EPC is aware of the remote UE's presence (e.g. for the purpose of authorisation, QoS, LI, etc.) in absence of direct NAS signalling connection between the Remote UE and the MME.


Resolution: In order to perform lawful intercept: 
· when Group Communication using ProSe UE-Network Relay is performed, GCS AS should be considered as the focus of gathering lawful intercept for a UE involved in group communication. 
-
when connectivity provided through a ProSe UE-Network Relay is not used for GCS the solution of how to distinguish between the remote UE’s communication is out of scope of 3GPP specification.  
It is therefore concluded that there is no need EPC to be aware of remote UEs presence for lawful intercept purposes.
-
It is FFS how a ProSe UE-to-Network Relay performs priority handling of Remote UEs, as part of the broader topic on how to handle priority for ProSe communications in general.


Resolution: The PC5 transport for signalling and user plane between the Remote UE and the ProSe UE-Network Relay should use the same ProSe Priority and QoS mechanisms for PC5 defined in clause 7.5.1.

· It is FFS how the ProSe UE-to-Network relay applies per packet priority to the downlink traffic.

Interim resolution: The following options have been identified: 


option 1) The ProSe UE-Network Relay when it receives a packet from PC5 it will keep track of the LCID and radio bearer (RB ID) determined by the normal procedures (i.e. using UL TFT). When it receives a packet within the same radio bearer over LTE-Uu, it will determine the ProSe Per Packet Priority that will be used on the PC5 transmission based on the previously stored mapping. A mapping between the priority used to transmit the packet represented by LCID and the corresponding radio bearer (RB ID) can be kept in Access Stratum (PDCP). 


option 2) The ProSe UE-Network Relay when it receives a packet from PC5 it will keep track of the IP 5 tuple and LCID. When it receives a packet from LTE-Uu corresponding to the same IP 5 tuple, it will determine the ProSe Per Packet Priority that will be used on the PC5 transmission based on the previously stored mapping. A mapping between the priority used to transmit the packet represented by LCID and the IP 5 tuple can be kept in Access Stratum (PDCP). 

option 3) ProSe UE-Network Relay maps the EPS bearer QoS parameters into a ProSe Per Packet Priority value to be applied for the downlink relayed unicast packets over PC5. The mapping rules are configured in the ProSe UE-Network Relay UE.


Final decision between these options will depend on analysis of the PCC impacts for ProSe UE-Network Relay and RAN feedback on PDCP/MAC impacts.
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