SA WG2 Temporary Document

Page 2

3GPP TSG SA WG2 Meeting #110AH
S2-152752
31 Aug - 3 Sep, Sophia Antipolis, France,

Source:
Huawei, HiSilicon
Title:
Procedures of IP Address Assignment for Isolated ProSe one to one Communication
Document for:
Discussion/Approval
Agenda Item:
6.10
Work Item / Release:
eProSe-Ext-SA2TR/Rel-13
Abstract of the contribution: In this contribution, we proposed procedures for IP address assignment in case of isolated ProSe one to one communication.
1
Introduction
In SA2 #110 meeting, for the non-relay one-to-one communication, the LLA exchange procedures have been approved into the TR. Besides of using link local address, DHCP-based mechanism is the other alternative of IP address assignment, but the relevant descriptions, e.g. when to use DHCP mechanism are not clearly stated in TR/TS.
In this contribution, we further clarified how the mechanism of IP address assignment negotiation is performed by the UEs engaged in the communication.
2
Discussion
According to the IETF specification, DHCP mechanism is always the preferred approach for IP address allocation. When it fails, UE can resort to use link-local address for communication.

Same principles should be applied to ProSe one-to-one communication as well.

However, the capability of acting as a DHCP server of the target UE is unknown to either of the UEs before they establish the PC5-link. Therefore, it is expected that they need to negotiate the DHCP role during the link establishment procedures.

Providing that one of the UEs can act as a DHCP server, it is required that DHCP based mechanism for IP address assignment shall be used.

Link local address is only allowed to use only in the case that neither of the UEs can act as a DHCP server.
Moreover, in the interim version of TS 23.303, there is a note in clause 4.5.3,

NOTE:
Which UE acts as a DHCP server is negotiated during secure layer-2 link establishment. The details of the negotiation will be defined in Stage 3.

Although the detail description of implementation can leave to stage 3, it is believed that SA2 need to provide principles for how to realize this feature and state in SA2 specification.
Proposal
It is proposed to capture the following text into TR 23.713.
Start of Change
7.1.2.1
Establishment of secure layer-2 link over PC5
Depicted in figure 7.1.2.1.1 is the procedure for establishment of secure layer-2 link over PC5. The message includes the User Info-1 parameter that is used to assert the identity of the UE-1’s user. UEs engaged in isolated (non-relay) one to one communication may negotiate the link-local address to be used for subsequent communication and the mechanism of IP address allocation
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Figure 7.1.2.1.1: Establishment of secure layer-2 link over PC5
1.
UE-1 sends a Direct Communication Request message to UE-2 in order to trigger mutual authentication. IP address allocation type indicates the mechanism of IP address UE-1 can support. If it is set to “using link local address”,  UE 1 includes the configured link-local address in the Direct Communication Request message. UE 1 may include both an IPv4 address and an IPv6 address in the message to facilitate that UE 2 can choose the address of the IP version it supports,. if the IP address allocation type is set to “DHCP server enabled”, UE-1 need not include link-local address in the message.
NOTE 1:
The link initiator (UE-1) needs to know the Layer-2 ID of the peer (UE-2) in order to perform step 1. As an example, the link initiator may learn the Layer-2 ID of the peer by executing a discovery procedure first or by having participated in ProSe one-to-many communication including the peer.

NOTE 2:
“Secure layer-2 link” implies at least mutual authentication between the two users. Whether bearer level confidentiality or integrity protection over PC5 is mandatory or not is in SA3 scope.
2.
UE-2 initiates the procedure for mutual authentication. As part of this step UE-2 includes the User Info-2 parameter that is used to assert the identity of the UE-2’s user. The successful completion of the authentication procedure indicates the establishment of the secure layer-2 link over PC5. If the IP address allocation type received in step 1indicates “DHCP server enabled”, UE 2 should not include link-local address in the response message. If IP address allocation type received in step 1indicates “using link local address”, but UE-2 can act as a DHCP server, it neglect the link-local address of UE-1 and indicate the IP address allocation type of “DHCP server enabled” in the response message. If UE-2 cannot act as DHCP either,  it checks whether it supports the link local address of IP version indicated in step 1. If it supports, UE 2 responds a Direct Communication Response (link-local address of UE 2) message.
Note X: providing that one of the UEs indicate its capability to act as DHCP server, DHCP-based procedures defined in RFC specifications shall be used for IP address allocation after the layer-2 link establishment.
Editor's note: It is FFS whether User Info parameter used in this procedure is the same as the Announcer/ Discoverer/ Discoveree Info parameter used in the Public Safety Discovery procedures. It depends on the asserted identity that will be defined in the security procedures in SA3.
End of Change
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