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Introduction
This paper discuss alternatives how to transport non-IP small data on the SGi interface between the C-SGN/P-GW and the Application Server. An alternative for non-IP data to CIoT devices with minimum impact on current system and using mainstream technology for the Applications Server is suggested.  

Discussion

There are quite a few open issues on how the “direct tunnel” on the SGi side shall be done. For example, is there one tunnel per UE or a common tunnel for the AS? How is a UE identified in the AS? When DL data is received from AS on SGi in the PGW/C-SGN, how is data switched to the correct PDN connection for forwarding to the UE? Some UE ID need to be present in the received DL data, and how is that UE ID stored in the 3GPP network? It needs to be present in the PGW/C-SGN as part of a switching table, but how does it get there? Propagated from the subscription info in the HSS? Or should it be signalled using a tunnel establishment protocol on the SGi? How are security aspects coordinated in the latter case for the direct tunnel and the PDN connection? Many of these questions are tied to what protocol is used between the PGW/C-SGN and the AS.       
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With the overall goal to keep the system changes limited to be able to finish this as a Rel-13 standard, the following assumptions are proposed: 
· An IPv6 prefix is allocated to the UE even if the data is “non-IP”. The IP prefix is not provided to the UE, only used on the SGi interface.   

· One tunnel per UE or a common tunnel for a group of UEs? 

· One per UE
· How is a UE identified in the AS? 

· By the IP address of the UE

· When DL data is received on SGi in the P-GW/C-SGN how is data switched to the correct PDN connection for forwarding to the UE? 

· By mapping the destination IP address to the PDN Connection (TEID)

· Some UE ID need to be present in that received DL data, how is that UE ID stored in the 3GPP network? 

· The destination IP address is the UE ID.

· It needs to be present in the PGW/C-SGN as part of a switching table, but how does it get there? 

· The IP address allocation 

· Propagated from the subscription info in the HSS? Or signalled using a tunnel establishment protocol on the SGi?
· Not needed in the HSS. The IP address can be provided to the AS in the same way for both “non-IP” and “IP” based data (e.g. over the top or using TS 29.061 Radius/Diameter, etc)  

· How is security aspects coordinated in the latter case for the direct tunnel and the PDN connection?
· No specific establishment of the direct tunnel needed. Same handling as for the IP data case can be used..
By using the IP address for identifying the UE and for tunnelling the non-IP data to the AS, the system impact is kept small. This increases the chances to finish this in Rel-13. The handling in Application Servers can basically be the same for “non-IP and “IP” data.
Assigning and using an IP address to distinguish each UE in the AS and on the SGi interface in the PGW/C-SGN implies that the IP address assignment in the 3GPP network shall be kept. Basically two alternatives for doing this exists:

a) Introduce a new PDN Type for “non-IP” data. Update all procedures and nodes in the system to ensure the new PDN Type “non-IP” is supported. Add an IP address allocation function to the PDN Type “non-IP” for the tunnel handling described above; or
b) Keep the PDN Type “IP” for transmitting header-less “non-IP” data to/from the UE. Existing procedures and nodes basically remain unaffected. Adjust the PGW with a header removal/addition function and inhibit the IPv6 router advertisements. 

The assumption is that alternative b) provides a much faster track with less system impact to introduce “non-IP” data services for CIoT. The alternative b) also supports the option of avoiding UE support for Session Management procedures, i.e. the network would rely on an indication in a Mobility Management message. 
The changes needed for PDN connections conveying “Non-IP” data is the following:

1. PGW shall not provide the allocated IP address to the UE i.e. the Stateless Address Autoconfiguration or DHCP is disabled for “non-IP” PDN connections. 

2. The IP headers are removed/added before forwarding to/from the UE. 
3. The C-SGN (or MME) should indicate to eNB/C-BS not to use header compression for the UE (if DRBs are used).  

By this approach the “non-IP” service provided by the 3GPP network for CIoT can be seen as a header compression or header removal to reduce the amount of overhead data passed over the low bitrate radio interface. The interface towards the AS is still a “normal” IP interface, which enables the use of all mainstream IP technology at the AS side and minimizes 3GPP system impact. 
Since a CIoT UE using “non-IP” has no means to address different ASes, it will basically be a point-to-point tunnel between the UE and the AS. The IP address of the AS can e.g. be configured commonly for all traffic in an APN. It is probably useful to have UDP/IP using known UDP ports (e.g. 3GPP defined or deployment unique) for “non-IP” data.
Proposal

It is proposed to capture the following update in TR 23.720. 
***** First Change *****
6.10
Solution 10: Support for “non IP” PDN connection
6.10.1
General

Some of the low power CIoT devices may not use normal IP services. For example, there are already specific protocol optimization for the low power networking defined, e.g. 6LoWPAN [10][11][12]. These protocol adaptations provided the efficient ways of header compression and operation optimization to allow efficient transmission of data with small frame size. Therefore, current header compression mechanism for E-UTRAN is no longer necessary.

It would be therefore useful to support setting up a non-IP PDN connection/PDP context to allow such protocol to be used by the CIoT UE towards the application server in the network. The P-GW in this case can be a transparent gateway, and the CIoT UE can talk to the specific application server directly using these alternative protocols. No IP specific procedure is required on P-GW.

6.10.1.1
Non IP PDN connection/PDP Context setup


[image: image2.emf]UE

C-BS/

eNB

C-SGN

App 

Server

1. Init. Attach (Non-IP)

HSS

2. Authentication

6. S1 msg

7. RRC msg.

8. RRC msg.ACK

10. Attach complete (Non-IP)

...after some time, when MO/MT data is pending

P-GW

3. Create Session Request (Non-IP)

4. PtP 

forwarding

Forward

(non-IP data)

9. S1 msg.ACK

Non-IP data


Figure 6.10.1.1-1: Non-IP PDN/PDP Context support

When the UE does not need IP services, it would make use of this procedure to setup a PDN connection to send and receive non-IP data. When Non-IP is requested, the P-GW modifies its IP related operation, e.g. omits the stateless address autoconfiguration and removes/adds a UDP/IP header before forwarding to/from the UE, when the APN supports “non-IP” service. 
1.
UE sends initial attach with an indication set to "Non-IP". The message format is as that defined in TS 24.301 [7].
2.
C-SGN authenticates the UE following normal procedures if necessary. The C-SGN processes the initial attach and identifies that the UE uses non-IP data. IP address allocation will be carried out, but no IP headers will be used on the data delivered to/from the UE. Since a non-IP UE has no means to address different Application Servers, the C-SGN selects a proper destination for the UE, e.g. the Application Server, according to the APN and will forward any data from UE to that specific Application Server. The non-IP data sent to/from the Application Server and the UE is encapsulated in UDP/IP packets. The IP address allocated to the UE and the IP address of the AS configured in the non-IP APN will be used for setting the addresses in the UDP/IP header. Other IP related operation same as step 4.

The steps 3 to 5 are executed only when UE is roaming.

3.
The C-SGN processes the initial attach and identifies that the UE uses non-IP data. Therefore, it selects a proper P-GW according to the APN. The C-SGN sends the Create Session Request to the P-GW, indicating that "Non-IP" is requested.

4.
The P-GW runs the IP related operation for “non-IP”, e.g. IP address allocation, but no SLAAC (e.g. no Router Advertisements sent to the UE), modified switching where IP headers are removed/added at forwarding (IP headers removed DL and added UL). The P-GW uses a direct forwarding path, e.g. a point-to-point tunnel, towards the Application Server or the packet data network associated with the APN.

The “non-IP” service provided by the 3GPP network for CIoT can be seen as a header compression or header removal to reduce the amount of overhead data passed over the low bitrate radio interface. The interface towards the Application Service is still a “normal” IP interface to enable the use of all mainstream IP technology at the Application Server side and to minimize the impact on the 3GPP system. Since a CIoT UE using “non-IP” has no means to address different Application Servers, it will be a point-to-point tunnel between the UE and the Application Server. The IP address of the Application Server is defined in the APN.


5
The P-GW responds with a Create Session Response, indicating that the "Non-IP" PDN connection has been setup.

6.
C-SGN uses the normal S1 message to establish the corresponding UE context on the C-BS/eNB. C-SGN indicates to the C-BS/eNB that header compression shall not be used. It also includes the Attach Accept message at NAS layer.
7-8. RRC message to setup the corresponding radio bearers, including the DRB for the PDN Connection. The same type of DRB is used regardless if it conveys IP or non-IP data.
Editor's Note: If small data delivery mechanism defined in other clauses is used, e.g. Data over NAS solution as in clause 6.2, the DRB establishment is not necessary. It is FFS how the solutions are combined.


9.
Normal S1 message is used to inform C-SGN of the successful setup of the radio bearers.

10.
UE sends an Attach Complete to the C-SGN to indicate the successful setup of the "Non-IP" PDN connection.

For uplink non-IP traffic, the UE sends the non-IP data to C-SGN over the PDN connection, which in turn forwards the data to the Application Server encapsulated in UDP/IP. In case the UE is roaming, the C-SGN forwards the non-IP data to P-GW and the P-GW forwards that to the Application Server encapsulated in UDP/IP.

For downlink non-IP traffic, the Application Server sends non-IP data for the UE encapsulated in UDP/IP and forwards the data to the P-GW or C-SGN. The P-GW and C-SGN removes the UDP/IP header before it forwards the downlink non-IP traffic to the UE using the bearer for the non-IP PDN connection. The P-GW/C-GSN triggers the IP header removal based on context information for the PDN connection. A 3GPP known UDP port may be used for the non-IP data.
NOTE: It is possible to use other small data delivery mechanism to deliver non-IP traffic between UE and C-SGN, e.g. Data over NAS as specified in 6.2.
6.10.2
Impacts on existing nodes


P-GW: For PDN connection marked as “Non-IP”, the PGW does not use the stateless address autoconfiguration or DHCP and UDP/IP headers are removed/added before forwarding to/from the UE. 
MME/eNB: Indicate not to use header compression for the UE (if DRBs are used).
UE: Sends an indication set to "Non-IP" when the UE wants to use a “non-IP” PDN connection.  
6.10.3
Solution Evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.

***** End of Changes *****
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