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1. Introduction
In S2-152663 approved at SA2#110 the following FFS was added:

---

6.1.1.3
Functional Description of new entities

6.1.1.3.1
C-SGN

C-SGN is a new logical entity and can be implemented to support only the necessary functionality required for CIoT use cases.

Namely support for: 

· the necessary only part of MM procedures

· efficient small data procedures

· security procedures required only for efficient small data

· if SMS support is needed, SMS on the PS domain using “GPRS like” procedures defined in clause 6.1.1.4.4 [x4]

· paging optimisations for coverage enhancements

· termination of SGi interface for the non roaming case

· support for S8 interface for the roaming case

· support attach procedures for “SMS only” i.e. attach only for sending and receiving SMS, without an additional bearer for IP (or non IP) data

· support tunneling on SGi for non IP data

Editor’s Note: It is FFS if S5 interface is also needed for the non-roaming.

Editor’s Note: It is FFS whether GTP-U tunnel will be needed in case of S5/S8 or GTP-C only can be used to send the small data packets to PGW. 

--

In the non-roaming case, the "PGW" function(s) are internalized within C-SGN. The small data arrives into C-SGN via S1-lite, and gets delivered to the required destination via SGi interface from C-SGN. Therefore, the FFS above doesn't apply.
The above FFS is however relevant for roaming scenarios where PGW is involved. This is the focus of the remainder of this document.

TR 45.820 Annex E traffic model indicates the following wrt size and frequency of small data expected to be exchanged:
1. Periodic Reporting: Application Payload size 20 – 200 bytes w/ frequency of 30 mins – 1 day

2. Exception Reporting: Application Payload size 20 bytes w/ latency of 10s

3. Protocol overhead: Between 29 – 65 bytes

One can synthesize from the above that even if a worst case scenario over a 24 hr period is considered, then: 

· Periodic Traffic

· Freq = 30mins

· total payload size in one exchange = 200 + 2*65 (normal packet + ACK packet protocol overhead) + 20 (for ACK payload) = ~350 bytes

· Total amount of periodic traffic generated = (2*24*350) = ~17KB / day
· Exception Traffic

· Freq = 10s

· Total payload size in one exchange = 20 byes + 0 (for ACKs) = 20 byes

· Total payload size of non-application overhead = 2*65 = 130 bytes

· Total amount of exception reporting traffic generated = 6*24*150 = ~22KB / day
· Total amount of traffic generated in a 24 hr period = ~40KB / day
Typically, both GTP-c and GTP-u can have "keep-alives" messages (GTP ECHO REQUEST and RESPONSE) to check whether the GTP tunnel(s) endpoints are active. 
· ECHO request/response GTP msg size is an 2*8-byte = 16B message exchange
· Total size of GTP Echo over UDP+IP = ~100B

· Assuming worst case scenario of default echo interval to be 60s (cf: 23.007 20.1)
· Total amount of keep-alive messaging in 24-hr period = 60*24*100 = 144KB / day
GTPv2-C echo messages are mandatory. GTPv1-U echo messages are optional. However, in case the "peer node IP identifiers" between GTP control and user plane tunnels are different (eg due to different interface cards) then GTPv1-U echo messages are also needed. Despite being nodal level messages, the keep-alive messaging on GTP-u (GTPv1) for a 24-hr period seems to exceed the expected amount of small data exchanged for a single user. If separate GTP-U tunnel is used for infrequent small data exchange, then the number of echoes is twice that of using GTP-C based infrequent small data transfers. 
This coupled w/ the overhead of maintaining memory (each allocated GTPU TEID needs to have a lookup pointer towards the UE context), state and associated compute power on the PGW, it is easy to see that maintaining GTP-u tunnels for transmission of such small data for CIoT data seems excessive.

The authors of this paper therefore propose that GTP-c be used for transfer of small data through EPC system. There can be two options to realize this:

1. Enhance an existing GTP message (eg MBReq) with new IE to carry the small data payload between C-SGN and PGW

2. Create a new GTP message to carry the small data payload between C-SGN and PGW

/2/ appears to be a cleaner approach, and is therefore the recommended way forward.

In order to maintain backward compatibility, the authors of this paper also propose that the capability to send and receive small data over GTP-c be negotiated between C-SGN and PGW at the time of GTP-c tunnel setup on a per UE per PDN basis. There are other alternate ways to achieve this as well eg local configuration @ C-SGN and PGW respectively, nodal level setup etc but such approaches lack flexibility. 

2. Proposal

It is proposed capture in TR 23.720 the following procedure. 
>>>Start Changes<<<
6.1.1.3
Functional Description of new entities

6.1.1.3.1
C-SGN

C-SGN is a new logical entity and can be implemented to support only the necessary functionality required for CIoT use cases.

Namely support for: 

· the necessary only part of MM procedures

· efficient small data procedures

· security procedures required only for efficient small data

· if SMS support is needed, SMS on the PS domain using “GPRS like” procedures defined in clause 6.1.1.4.4 [x4]

· paging optimisations for coverage enhancements

· termination of SGi interface for the non roaming case

· support for S8 interface for the roaming case. When employed, support of new GTPv2 control plane message to transfer small data between C-SGN and PGW.
· support attach procedures for “SMS only” i.e. attach only for sending and receiving SMS, without an additional bearer for IP (or non IP) data

· support tunneling on SGi for non IP data

Editor’s Note: It is FFS if S5 interface is also needed for the non-roaming.


6.2
Solution #: infrequent small data transmission using pre-established NAS security
6.2.1
Description

Editor's Note:
Describe the solutions. First Sentence should list solution corresponds to which key issue #. Sub-clause(s) may be added to capture details, procedural flow etc. 
The solution is based on the Lightweight CN architecture for Narrowband CIoT. Typically, the PGW is only used for roaming case. For non roaming case, C-SGN can be the termination of SGi interface and C-SGN can send/receive data on SGi directly.
procedure for single MO IP packet (and response):
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Figure: CIoT Small data transmission for MO
1. The mobile already performs Attach activating a default PDN connection.

The finally selected C-SGN makes sure to establish secure exchange of NAS messages, i.e. to use encryption of NAS signalling messages.


The finally selected C-SGN performs P-GW selection taking into account the UE’s roaming status and possible other information, e.g. specific APNs. 

The UE requests the UE's AS to establish an RRC connection. A new NAS message format is used to carry the IP packet in an encrypted IE. The UE can also indicate whether acknowledgment/response to the IP packet is expected or not. There is no need to set up the user plane and AS security.
NOTE 1:
It is RAN decision how to transfer the small data NAS PDU over the radio interface for CIoT RAT.


The unencrypted part of this new NAS PDU carries the "eKSI and Sequence Number" IEs as usual for encrypted NAS messages. The C-SGN uses this, and the S-TMSI, to identify the security context to decrypt the IP packet.

2. The CIoT RAN forwards NAS PDU and the indication on whether ack/response is expected to the C-SGN in the initial UE message.
3. The C-SGN decrypts the NAS message, obtaining the IP packet.


The C-SGN retrieves the P-GW IP address and TEID, forms the GTP packet and sends it to the P-GW via a new GTPv2-C message.

NOTE 2:
At the time of PDN establishment for this UE, C-SGN and PGW exchange the capability to support "transmission of small data over GTP-c". If either of the nodes doesn't support it, then GTP-u is used to transmit the small data.
The P-GW forwards the IP packet on to the SGi interface.

4. If no acknowledgment/response to the IP Packet is expected (based on the subscriber information and the indication from the UE), the C-SGN immediately releases the connection. Otherwise, when a (response) IP packet arrives in the P-GW via a new GTPv2-C message or GTP-u (in case either C-SGN or PGW doesn't support the capability of "transmission of small data over GTP-c", the P-GW forms the GTP packet and sends it to the C-SGN. 

5. The C-SGN encrypts the NAS message with the downlink IP packet and sends the downlink NAS transport message to the CIoT-RAN. C-SGN releases the signalling connection after the timer monitoring the connection expires.
6. CIoT-RAN sends the Downlink Information Transfer including the NAS message to UE and also releases the RRC connection after the timer monitoring the connection expires.

procedure for single MT IP packet delivery

This uses similar concepts to the MO case described above.


[image: image2]
Figure: CIoT Small data transmission for MT 
1. P-GW sends the GTP packet to the C-SGN via a new GTPv2-C message. 

NOTE 1:
At the time of PDN establishment, C-SGN and PGW exchange the capability to support "transmission of small data over GTP-c". If either of the nodes doesn't support it, then GTP-u is used to transmit the small data.
2. If there is no signalling connection with the UE, the C-SGN buffers the received IP packet(s), and pages UE. The UE sends the Service Request message to C-SGN. 
3. The C-SGN then sends the IP packet in an encrypted IE in a NAS PDU in a Downlink NAS Transport message and the CIoT-RAN sends the NAS PDU onto the UE. There is no need to set up the user plane and AS security.

4. The UE might send a packet as an acknowledgement that is sent in an encrypted IE in a NAS PDU in an UL Information Transfer message. The CIoT-RAN forwards the NAS PDU to the C-SGN. After the timer monitoring the connection expires, the C-SGN, UE and CIoT-RAN release the connection locally.
5. The C-SGN decrypts the IE, adds the GTP header and forwards it to the P-GW via a new GTPv2-C message.
6. NOTE 2:
At the time of PDN establishment, C-SGN and PGW exchange the capability to support "transmission of small data over GTP-c". If either of the nodes doesn't support it, then GTP-u is used to transmit the small data.
6.3
Solution 3: Connectionless small data transmission with immediate return to idle
6.3.1
Description

This solution corresponds to the Key Issue 2 - Efficient support of infrequent small data transmission for clean-slate narrowband Cellular IoT.

6.3.1.1
MO small data

The following figures show the call flow for mobile originated small data transmission for connectionless small data transmission with immediate return to idle. 
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Figure 6.3.1.1-1 MO small data procedure for non-roaming scenario
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Figure 6.3.1.1-2 MO small data procedure for roaming scenario

0. 
During registration or registration update (attach/TAU) the UE and C-SGN establish the security context for transmission of MO/MT connectionless small data

1-3: When the UE is in idle mode and has a small data packet to transmit, the UE creates a message with a security header, and the encrypted small data packet. Then it initiates an enhanced RACH procedure, to receive a grant for uplink transmission and transmit the message with the encrypted small data packet to the RAN node. The UE also provides an UE ID (e.g. GUTI) that identifies the C-SGN. 


Although the details of the message exchange need to be studied and confirm by RAN WGs, one possibility is to have a 3 message handshake for uplink small data transmission as follows:

1. The UE sends an enhanced RACH message with the UE ID (GUTI) and an indication of connectionless mode

2. The eNB replies with an RA response and contention resolution which includes the UE ID for contention resolution, a time advance, and an UL grant.

3. The UE sends an enhanced message with the encrypted data message

NOTE 1: Delivery of message 3 from the UE is acknowledged by the RAN at MAC layer.

4.
The RAN node identifies the target C-SGN from the UE ID and forwards the message with the encrypted data and the UE ID in an Initial UE message. 

5.
The C-SGN checks the message (e.g. performs integrity check), decrypts the message and forwards the small data packet to the P-GW. The C-SGN may also store the last eNB from which the UE sent a small data packet and the time it was sent (or starts a timer for which the last RAN node information is still considered valid). This information is used to send to the UE any MT small data packet.
NOTE 2:
At the time of PDN establishment, C-SGN and PGW exchange the capability to support "transmission of small data over GTP-c". If either of the nodes doesn't support it, then GTP-u is used to transmit the small data.
6.
If there is a reply small data packet, and the C-SGN receives and MT data packet for the UE, the C-SGN performs connectionless MT small data packet delivery trying first to deliver the packet though the last used RAN node. 

6.3.1.2
MT small data

For purely connectionless small data, the UE is always in idle mode. Therefore when an MT small data is received at the C-SGN, the C-SGN needs to 

1. Page the device (currently done by MME for S1-based architecture)

2. Deliver the MT data (currently done by S-GW)

Since the proposed architecture combines both control plane (MME) and user plane (S-GW) functionality, our proposal is to have a combined paging/data delivery procedure. This avoids the need to first page the device, then confirm with the CN, and then wait for the CN to provide for delivery, which adds a little of S1 signalling, but perhaps more importantly it reduces delay and power consumption. 

The following figure shows the call flow:
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 Figure 6.3.1.2-1: MT small data procedure

1.
When the C-SGN receives a small data packet to a device which is in idle mode (and connectionless transmission is enabled) the MME initiates a paging procedure with the following steps
NOTE:
In roaming cases, the C-SGSN can receive small data either via GTPv2-C message (if support for "transmission of small data via GTP-c" is negotiated between C-SGN and PGW at the time of PDN establishment or in GTP-u if either of the nodes doesn't support the capability.
2.
The C-SGN encrypts the small data packet and adds a security header. It may also perform integrity protection of the message. 

3.
The C-SGN selects the RAN node(s) in which to page the device. If the UE has recently sent an MO small data packet from a RAN node, the C-SGN may first try to page in that RAN node. Then the C-SGN sends a paging request to all selected RAN nodes with the following:

- 
Regular paging request content (UE identity, paging info, etc).

-
Encoded message with encrypted small data packet.

4.
The RAN node first performs paging, and if the UE initiates a RACH procedure it sends the MT small data packet to the UE. The details of the over the air procedures are to be studied by RAN WGs. The RAN node should keep a context of the device temporarily for the UE to be able to send a short MAC as confirmation of receipt that will be used for authentication in the C-SGN. 

5. 
Once the MT data is delivered by the RAN node, the RAN node sends an S1 message with confirmation of delivery, and including the short MAC from the UE. The short MAC is used by the C-SGN to confirm the MT small data was delivered to the right UE. The UE, after decrypting the small data packet, it delivers the packet to upper layers. 

The C-SGN performs paging retransmission strategy as usual, i.e., if no confirmation is received from a RAN node, the C-SGN retries paging/data delivery.

>>>End of Changes<<<[image: image6.png]
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