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Abstract of the contribution: Discusses the considerations for the usage of defining new IKEv2 IE, PCO, vs. extending the existing use of IKE Configuration Payload which is used together with APCO to transport the routing rule over S2b.
1. Discussion 

Currently, the following two alternatives proposed to transport the NBIFOM parameters, to support capability negotiation and also transporting routing rules for S2b in IKEv2 signaling over WLAN access.  

I. Extending the existing IKE Configuration Payload (CFG_REQ) information with one or more new code points for different signalling events which will require IANA evaluation before the approval for assignment.  The new payload will then be intercepted by ePDG and will be transposed using the same APCO mechanism to carry the NBIFOM parameters to PGW for S2b.

II. Defining a new IE for IKEv2, i.e. referred as PCO, as the generic container to carry 3GPP parameters between the UE and the PGW.  Similar to APCO, this approach will require a proposal of new IE for IKEv2 which is prepared by 3GPP to be submitted to IANA for evaluation before the approval for assignment. 
The purpose of this PCR is to discuss the two alternatives as described above and to present the considerations when comparing these two options. 
1. NBIFOM parameters transport over S2a vs. S2b over WiFi access
For S2a, the current alternative that has been agreed is to reuse the PCO in WLCP to transport NBIFOM parameters to TWAG which will then relay the NBIFOM parameters over S2a to PGW.

When considering the two alternatives for S2b, both alternatives require ePDG to intercept the NBIFOM parameters from either the Cfg Payload or the PCO IE before passing them to PGW.  Except that, with alternative-I, the same APCO in GTP is used to carry the info over S2b; whereas, with alternative-II, GTP will be extended to support the new PCO over S2b. 
Observation-1: The operation for either alternative is very similar between the UE and the ePDG, except that, with alternative-I, no new mechanism is required over S2b GTP; whereas, with alternative-II, a new parameter is required to be added to S2b GTP. 
2. Compatibility with existing S2b without NBIFOM enabled

As S2b has been defined since Rel-10 and is commercially deployed.  Hence, backward compatibility must be supported at the ePDG and PGW because NBIFOM may not apply to all UEs over the same 3GPP network.  
For alternative-I, since the same transport mechanism is used, there is no need for special handling at the ePDG and PGW.  
For alternative-II, the proponent has suggested the following algorithm for consideration (referred to S2-150204). 
· An UE that supports NBIFOM and SWu shall support the transfer of PCO over IKEv2

· When the UE supports PCO transport over IKEv2 and needs to negotiate IP parameters whose transfer is defined over PCO (such as NBIFOM negotiation), it sends PCO in the Configuration Payload of IKEV2 at the set-up of a SWu connection with the ePDG. 

· When the ePDG has received PCO at the set-up of a SWu connection with the UE, during the life time of the SWu connection it transparently relays the PCO between S2b and SWu.

· When the ePDG has not received PCO at the set-up of a SWu connection with the UE, during the life time of the SWu connection it translates the IP parameters information between Configuration Payload of IKEV2 and APCO over S2b
If alternative-II with above algorithm is adopted, the network that supports NBIFOM capable and incapable UEs, it would have to implement the old and new mechanism at the ePGW and PGW.  This imposes additional implication in the network to support alternative-II. 
Observation-2: Alternative-II requires additional network implementation implication at the ePDG and PGW to support UEs with NBIFOM and without NBIFOM enabled over S2b.
3. External SDO implication 

Both alternative-I and alternative-II require 3GPP to IANA to apply for new code point(s) in the already defined IKEv2 Configuration Payload (for alternative-I) or to define a new IE (for alternative II) to transport the NBIFOM parameters, respectively.  These kinds of extensions are nothing new, and 3GPP has already established a formal inter-SDO process with IANA for these kinds of requests. 

Observation-3: Alternative-I and alternative-II require similar process to obtain IANA approval for introducing new code point(s) or new IE for IKEv2 protocol.   As for one or more code points to be defined for alternative-I for different NBIFOM events should be stage-3 decision. 
4. Explicit container vs. generic container using IKEv2 signalling and APCO for 3GPP

Proponent of alternative-II has rightly pointed out that, existing CFG_REQ information and APCO support are very specific for particular feature over 3GPP as described in S2-150204 as shown below. 
	Additional Protocol Configuration Options (APCO)
	CO
	If multiple authentications are supported by the ePDG, the ePDG shall include this IE on the S2b interface and perform the corresponding procedures as specified for PAP and CHAP authentication of the UE with external networks in 3GPP TS 33.402 [50].

	
	O
	If the UE requests the DNS IPv4/IPv6 address in the Configuration Payload (CFG_REQ) during the IPsec tunnel establishment procedure (as specified in 3GPP TS 33.402 [50]), and if the ePDG supports the Additional Protocol Configuration Options IE, the ePDG may include this IE over S2b interface and correspondingly set the "DNS Server IPv4/v6 Address Request" parameter as defined in 3GPP TS 24.008 [5].

	
	O
	The TWAN may include this IE on the S2a interface to retrieve additional IP configuration parameters from the PGW (e.g. DNS server) if the transparent single-connection mode is used as specified in 3GPP TS 23.402 [45].


Alternative-II proponent points out that APCO used in alternative-1 is defined for very specific cases:

· In case of IP parameters already defined in IETF IKE specifications (e.g. the UE requests the DNS IPv4/IPv6 address in the Configuration Payload (CFG_REQ))
· In the TWAN TSCM, it is referred to a specific link model.

Never-the-less, one should be aware that, CT working group has been continued evolving APCO to support S2b, such as recently, APCO is enhanced to transport the address of P-CSCF over S2b.  It seems that, APCO becomes the defacto choice of container to transport S2b parameters. 
Observation-4: Alternative-II does offer to define a generic container in IKEv2 protocol to support 3GPP specific parameters which can certainly apply to support NBIFOM over S2b.  However, given the APCO is still continued to be extended by 3GPP to support S2b, this implies the issue raised in Observation-2 above needs more serious considerations for on-going support for S2b with APCO.  When considering such on-going support for the co-existence of new PCO and existing APCO over S2b if Alternative-II is used, the benefit of a generic container advocated by Alternative-II for the new PCO seems to become less appealing. 
2. Conclusion
Given the considerations observed from Observation-1, 2, 3 and 4, Alternative-I appears to be the most simple and backward compatible approach to transport NBIFOM parameters over S2b.  

3. Proposals
To update the TR as follows
* * * First Change * * * *

7.5.4.1.3
NBIFOM Capability Discovery over S2b

A NBIFOM capable UE shall perform NBIFOM capability discovery when performing S2b initial attach procedure.

The UE shall use IKEv2 signalling to indicate NBIFOM support. If the ePDG supports NBIFOM, the ePDG shall indicate its NBIFOM support to the P-GW.

If the network decides that NBIFOM applies, the PGW shall confirm the NBIFOM support to the ePDG and the ePDG shall forward the negotiation result of NBIFOM support to the UE via Configuration Payload in IKEv2 signalling.

.

* * * Second Change * * * *

9.2.1
Working Assumptions

The following working assumptions have been agreed for the normative work of NBIFOM:
1. For S2a NBIFOM support, over 3GPP access and TWAN access, PCO is used to support NBIFOM capability discovery and negotiation between UE and PGW during the UE’s initial attach. Other network entities (MME/SGW/TWAG/ePDG) indicate their capability via other mechanisms. 
For S2b NBIFOM support, same as S2a, PCO is to be used for 3GPP access.  For over the untrusted WLAN access,  the existing IKEv2 Configuration Payload in CFG_REQ will be extended to transport NBIFOM parameters similar to S2b today.  Same as S2b GTP today, the APCO between the ePDG and PGW will be used for transporting NBIFOM parameters.  

2.
When PCC is deployed and supports NBIFOM, the PCRF provides the PGW with Access information which is part of PCC rules. The Access information corresponds to rules about the access over which to route some traffic.

3.
In case of network initiated NBIFOM, the PGW translates Access information into Routing Rules for use between the UE and the PGW. In case of UE initiated NBIFOM, the PGW can provide the PCRF with notifications of UE requests for IP flow mapping to an Access Type. In that case, the PCRF analyses the received information (requested IP flow mapping to an Access Type), makes a policy decision and provides PCC rules to the PGW with corresponding Access Type values.

Editor’s note:
Whether the PCRF can reject a UE-initiated request and the conditions when this can happen is FFS and depends on the co-existence solution selected.

4.
For a multi-Access PDN Connection, when GTP applies there is one default bearer for each access.

5.
For a multi Access PDN connection there is always a default access.

Editor’s note:
The determination of the default access is FFS.

6.
An access can be added to a multi-access PDN connection without any associated routing rule. The absence of routing rule associated with a given access (i.e. 3GPP or WLAN) does not imply the removal of such access for a multi-access PDN connection.

7.
The control plane approach for NBIFOM with S2a GTP (clause 7.3.2 Solution A: Control Plane signalling solution) and with S2b GTP (7.5.4 Solution C: IP flow mobility support based on IKEv2 extensions) is adopted.

8.
In the case of the control plane approach, there is no need to include routing rules during the initial attach; however, inclusion of routing rules during the attachment of additional access could expedite the UE-initiated IP flow mobility operation.

9.
For the control plane solution, in case of MCM/S2a and S2b, the Routing Rules are sent on the destination access as indicated by the Routing Access Type in the Routing Rule.

* * * End of Change
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