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-
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-
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[1]
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3GPP TS 22.101: "Service aspects; Service principles".
[X]
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6
Solutions
6.1
Solution 1: Leveraging of the existing PCC framework with Sd interface
6.1.1
Description


This solution corresponds to key issue 1 “Interface for provisioning of traffic steering policy”. 

This solution is based on the existing PCC framework principles as defined in the Section 4.1. The same parameters, as defined by the TS 23.203 [Ref X], Section 6.2.1.1 provide input to the PCRF for all PCC decision-making functionality, including a traffic steering policy generation. Section 5.1.1 refers to the TS 22.101 [Ref 2] definition of (S)Gi-LAN as "the network infrastructure connecting to 3GPP network over the SGi or Gi reference point that provides various IP-based services (e.g. NAT, antimalware, parental control, DDoS protection, video optimization)". 
6.1.1.1
Sd based solution

Within 3GPP core network architecture, the TDF is placed at (S)Gi interface as defined by the TS 23.203 [Ref X]. The functionality of the TDF is extended to support the steering of the traffic within (S)Gi-LAN. Following two are implementation or deployment choices:

· (Alternative1): Stand-alone TDF. 
The TDF is extended to support steering of traffic within (S)Gi-LAN systems. The service functions and steering infrastructure between the service functions are part of (S)Gi-LAN systems. The TDF receives traffic steering policies from PCRF via Sd interface. Based on these policies, it performs application detection and provides traffic steering related information (as part of UE's packet) to the (S)Gi-LAN systems, which then performs traffic steering. This alternative is suitable for the deployment which has standalone TDF.

· (Alternative2): TDF collocated/embedded within (S)Gi-LAN. 
As all enforcement, DSCP marking, usage monitoring, charging etc. functionalities are optional at TDF as per TS 23.203 [X], in this case TDF may be utilized to only support Application Detection and Reporting (ADR) functionality  in order to fulfil flexible service steering requirements (related to application based service steering and policy decisions based on detected application traffic).  The TDF is collocated within (S)Gi-LAN system for providing the Application Detection and Reporting functionality. The PCRF interfaces with the TDF function within (S)Gi-LAN systems using the Sd interface and provides the traffic steering policies. The uplink and downlink traffic is passed through TDF before it enters the service functions. The TDF performs application detection and reporting to the PCRF and provides traffic steering related information to the other functional elements within (S)Gi-LAN systems to achieve traffic steering. This alternative is suitable for the deployment which has TDF embedded within the (S)Gi-LAN systems.



Following are representative architectural examples of such implementation alternatives:

[image: image1]
Figure 6.1.1.1-1: Alternative1 - TDF extended to support steering of traffic within (S)Gi-LAN systems


[image: image2]
Figure 6.1.1.1-2: Alternative2 - TDF within the (S)Gi-LAN systems 

This solution proposes to provide the traffic steering policies via the existing Sd interface which can be leveraged for traffic steering in (S)Gi-LAN systems. A single Sd interface is established between the PCRF and the TDF for the single IP-CAN session as per TS 23.203 [X], however TDF may have multiple instances/processes as per deployment requirements, e.g. one process for uplink traffic and a different one for downlink traffic.
The existing methods for providing and inquiring policies over the Sd interface are leveraged for providing and inquiring service steering policies.
The traffic steering policies can apply on session, application and service data flow level. 


NOTE 2:
The functionality of the Service functions supported within the (S)Gi-LAN and the steering of traffic between those Service functions, if needed, are out of the work’s scope. 
NOTE 3:
In order to protect TDF from malicious attacks (e.g. DDoS attacks), an operator can deploy firewall before the traffic enters TDF. Since this firewall is meant to protect TDF, and it doesn’t apply on a per specific TDF session/service data/flow/detected application traffic but apply in general per deployment requirements, it is not a part of flexible service chaining (which is applicable per specific TDF session/service data flow/detected application traffic).
6.1.1.2
Sd interface enhancements
In order to provide traffic steering policies on service data flow level, Sd interface has to be extended to support service data flow related parameters within ADC Rules.
Editor's Note:
Additional enhancements, if any, needed over the Sd interface (besides transfer of traffic steering policy and addition of service data flow related parameters in order to support service data flow based traffic steering policies) need to be identified and it is FFS.
6.1.2
Impacts on existing nodes and functionality
The TDF (Solution 6.1.1.1):

· Must be enhanced in order to support traffic steering policy enforcement.
The PCRF:

· Must be enhanced in order to make traffic steering policy decisions based on existing input parameters.
Editor’s Note: Additional impacts are TBD.
6.1.3
Solution Evaluation

This solution re-uses the existing functional entities and the existing PCC procedures between the PCRF and the TDF.

As described by the solution, within 3GPP core network architecture, the TDF is placed on (S)Gi interface. 

As mentioned in the solution section, the TDF reports application detection START and STOP per received ADC Rules, which can also be leveraged for making and provisioning of application based traffic steering policies. Also, session and application based usage monitoring reports, supported by the TDF, may also serve as input for policy based decisions by the PCRF, including traffic steering policies decisions. Besides, the TDF also provides other functionality such as charging, traffic redirection, gating and bandwidth control (and hence these can also be leveraged for e.g. Sy based spending limits reports towards PCRF for making policy decisions or, additionally, charging based on the use of Service functions and traffic steering, in the future, if needed).

The Sd interface has well defined procedures to provide policies on session and on application level. 
6.2
Solution 2: Leveraging of the existing PCC framework with Gx interface
6.2.1
Description

This solution corresponds to key issue 1 “Interface for provisioning of traffic steering policy”. 

This solution is based on the existing PCC framework principles as defined in the Section 4.1. The same parameters, as defined by the TS 23.203 [Ref X], Section 6.2.1.1 provide input to the PCRF for all PCC decision-making functionality, including a traffic steering policy generation. Section 5.1.1 refers to the TS 22.101 [Ref 2] definition of (S)Gi-LAN as "the network infrastructure connecting to 3GPP network over the SGi or Gi reference point that provides various IP-based services (e.g. NAT, antimalware, parental control, DDoS protection, video optimization)". 

6.2.1.1
Gx based solution

Within 3GPP core network architecture, the (S)Gi interface connects the PGW/PCEF to (S)Gi-LAN. The functionality of the PCEF is extended to support the steering of the traffic within (S)Gi-LAN system. The PCEF receives traffic steering policies from the PCRF via Gx interface. Based on these policies, it performs application detection and reporting to the PCRF and provides traffic steering related information (as part of UE's packet) to the (S)Gi-LAN systems, which then performs traffic steering. This alternative is suitable for the deployment which has PCEF enhanced with ADC functionality.

Following is the representative architectural example of such implementation:

[image: image3] Figure 6.2.1.1-1: PCEF extended to support steering of traffic within (S)Gi-LAN systems

NOTE 1:
This solution applies to the case where the PCEF is a PGW. It could also apply to Service Steering for the traffic of PCEF located at IP Edge as defined in Annex S of the TS 23.203 [X]).
This solution proposes to provide the traffic steering policies via the existing Gx interface which can be leveraged for traffic steering in (S)Gi-LAN systems. A single Gx interface is established between the PCRF and the PCEF for the single IP-CAN session as per TS 23.203 [X], however internally PCEF implementation may have multiple processes handling different sub-functions, e.g. one process for uplink traffic and a different one for downlink traffic.

The existing methods for providing and inquiring policies over the Gx interface are leveraged for providing and inquiring service steering policies.
The traffic steering policies can apply on session, application and service data flow level. 
In order to apply traffic steering policies on application level, Application Detection and Control (ADC) feature needs to be supported by the PCEF.


NOTE 2:
The functionality of the Service functions supported within the (S)Gi-LAN and the steering of the traffic between those Service functions, if needed, are out of the work’s scope. 
NOTE 3:
In order to protect PGW from malicious attacks (e.g. DDoS attacks), an operator can deploy firewall before the traffic enters PGW. Since this firewall is meant to protect PGW, and it doesn’t apply on a per specific session/service data/flow/detected application traffic but apply in general per deployment requirements, it is not a part of flexible service chaining (which is applicable per specific session/service data flow/detected application traffic).
6.2.1.2
Gx interface enhancements
Editor's Note:
Additional enhancements, if any, needed over the Gx interface (besides transfer of traffic steering policy) need to be identified and it is FFS.

6.2.2
Impacts on existing nodes and functionality


· 
The PCEF:

· Must be enhanced in order to support traffic steering policy enforcement.
The PCRF:

· Must be enhanced in order to make traffic steering policy decisions based on existing input parameters.
Editor’s Note: Additional impacts are TBD.
6.2.3
Solution Evaluation








This solution re-uses the existing functional entities and the existing PCC procedures between the PCRF and the PCEF.

As described by the solution, within 3GPP core network architecture, the PGW/PCEF is connected to S(Gi)-LAN over S(Gi) interface.

As mentioned in the solution section, the PCEF enhanced with ADC reports application detection START and STOP per received PCC Rules, which can also be leveraged for making and provisioning of application based traffic steering policies. Also, session and application based usage monitoring reports, supported by the PCEF, may also serve as input for policy based decisions by the PCRF, including traffic steering policies decisions. Besides, the PCEF also provides other functionality such as charging, traffic redirection, gating and bandwidth control (and hence these can also be leveraged for e.g. Sy based spending limits reports towards PCRF for making policy decisions or, additionally, charging based on the use of Service functions and traffic steering, in the future, if needed).
Also as mentioned by the solution, in order to provide traffic steering policies on application level, ADC feature has to be supported by the PCEF.

The Gx interface has well defined procedures to provide policies on session, application and service data flow level, 
*** End of changes ***
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