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Abstract of the contribution: This contribution proposes a key issue on security for System-in-a-Box for inclusion in TR 23.797.
1
Proposal
It is proposed to agree the proposed key issue for inclusion in TR 23.797.

######################### TEXT PROPOSAL FOR TS 23.797 #########################
5
Key Issues5.X
Key Issue X: Security for System-in-a-Box deployments
Depicted in Figure 5.x-1 is a System-a-in-a-Box.
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Figure 5.x-1: System-in-a-Box
A System-in-a-Box (SiaB) refers to a self-contained EPS including E-UTRAN, EPC and Application Server functionality that can be mounted on a vehicle and deployed on the incident spot. The SiaB functional decomposition depicted in Figure 5.x-1 is for illustration purposes only and does not imply any functional groupings into physical nodes. As a matter of fact, all the depicted functions may be implemented in a single box, as suggested by the SiaB name.

In contrast to the traditional EPS where a given USIM is paired with a specific Authentication Centre (AuC) with which it shares a common master credential, it is expected that the UE connecting to a SiaB is not paired with the “HSS/AuC” functionality in that SiaB.
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Figure 5.x-2: Security configuration assumptions
The reason for this assumption is illustrated in Figure 5.x-2. When public safety units are dispatched on the incident spot, the UEs on the spot may not know ahead of time to which SiaB they would have to connect to. While the figure assumes that all public safety UEs (or USIMs) and all “HSS/AuC” functions inside the SiaBs depend on a common root of trust (e.g. certificate authority), it is assumed that there  is no pairwise affiliation between a specific UE (or USIM) and a specific SiaB.

For this key issue the following needs to be studied at least:

-
security mechanisms (in particular, authentication and key agreement) that do not rely on pairwise affiliation between a specific UE (or USIM) and a specific System-in-a-Box.
NOTE: The solutions for this key issue are to be studied in SA3.
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