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Abstract of the contribution: This contribution proposes procedures for Restricted ProSe Direct Discovery.

1.
Introduction

This contribution proposes Restricted ProSe Direct Discovery procedures  to address the following FFSs documented in clause 5.2 of the TR 23.713:

-
It is FFS whether procedures defined for Open Discovery can be reused for Restricted Discovery with extensions or optimizations. 

-
It is FFS whether ProSe Restricted Discovery permission granting/revocation involves the ProSe function. 

-
It is FFS whether the ProSe Function allocates one ProSe Application Code per UE for Restricted Discovery, or at least one ProSe Application Code for each application that is using ProSe.
Note: The signalling flow shown in this paper does not preclude any further enhancement, e.g. on demand announcement.
2.
Proposal

It is proposed to agree on these baseline operation procedures for TR 23.713, and further features for the Restricted Direct Discovery can be introduced as additions.       

************** First Change ****************

5.1
Solution for restricted ProSe Direct Discovery

5.1.1
Functional Description
Editor’s note:
General description, assumptions, and principles of the solution. 
TS 22.278 [4] specified the requirements for the Restricted ProSe Discovery as "Subject to user and operator settings, a ProSe-enabled UE shall be able to be discoverable only by other ProSe-enabled UEs in proximity that are explicitly permitted by the discoverable ProSe-enabled UE."
The solution for Restricted ProSe Direct Discovery follows the following principles:

-
The Restricted ProSe Direct Discovery allows permission defined at application layer by Announcing/Discoveree UE to determine the capability of the Monitoring/Discoverer UE to discover the Announcing/Discoveree UE.  

-
The Restricted ProSe Direct Discovery solution should be developed based on existing ProSe architecture in TS 23.303 [3].

-
The permission information for the Restricted Direct Discovery is maintained by the ProSe application server.
-
The Announce Request procedure defined for Open Direct Discovery can be reused for Restricted Direct Discovery. The extensions required are:

- 
the indication of the Restricted Discovery type;

- 
the addition of the verification of the ownership of the requested Restricted ProSe App ID, using information provided over PC2 reference point. 
-
The Monitor Request procedure defined for Open Direct Discovery can be reused for Restricted Direct Discovery. The extension required are:

- 
the indication of the Restricted Discovery type;

-
the inclusion of the Restricted ProSe App ID of monitoring UE and of an Application Transparent Container that contains the Target Restricted ProSe App IDs indicating what the UE is interested to monitor;

- 
the verification of the permission to monitor a given Target Restricted ProSe App ID, using information provided over PC2 reference point. 
-
The ProSe Function can configure the UE whether the Match Report procedure is required. 
-
The Monitor Request procedure defined for Open Direct Discovery can be reused for Restricted Direct Discovery. The extensions required are:

- 
the indication of the Restricted Discovery type, and the inclusion of the Restricted ProSe App ID of monitoring UE;

- 
the optional verification step of the permission to discover a given Target Restricted ProSe App ID, using information provided over PC2 reference point. 

5.1.2
Procedures

Editor’s note:
Describes the high-level operation, procedures and information flows for the solution.

5.1.2.1
General
The ProSe Protocol layer in the UE gets the ProSe Disc UE ID during the procedure of service authorisation for ProSe Direct Discovery, from the ProSe Function of the HPLMN. 
5.1.2.2
Restricted Direct Discovery Announce Request procedure

The operations for the announcing UE when roaming are presented in Figure 5.1.2.2.1 (changes from Open ProSe Discovery are highlighted in red). For the non-roaming case, steps 4 and 5 are omitted.
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Figure 5.1.2.2.1: Announce Request operation for Restricted Direct Discovery (roaming)

0.
The user sets the permission for the restricted discovery using application layer mechanism. In addition, the application client in the UE retrieves the ProSe Discovery UE ID and provides it to the ProSe Application Server. The ProSe Application Server allocates a Restricted ProSe App ID for that ProSe Discovery UE ID, stores the binding between the ProSe Discovery UE ID and the Restricted ProSe App ID and returns the Restricted ProSe App ID to the application client in the UE. The application client in the UE stores the binding between the ProSe Discovery UE ID and its own Restricted ProSe App ID. If the application client in the UE intends to use the ProSe service, it triggers the UE to perform the announce procedure, providing its own Restricted ProSe App ID obtained by the ProSe Application Server.
NOTE 1:
The procedures in step 0 are out of scope of 3GPP. However, it is expected that the application client in the UE will be able to retrieve the ProSe Discovery UE ID from the underlying ProSe Protocol layer.

Editor's Note:
It is FFS whether the ProSe Discovery UE ID is provided to the UE via the ProSe service authorization and provisioning, or using another procedure. 

1.
If the UE is authorized to announce in the serving PLMN and is triggered by the application client to announce, it shall establish a secure connection with the ProSe Function in HPLMN and send a Discovery Request message (Restricted ProSe App ID, UE Identity, command=announce, Discovery Type, Application ID) for announcing. The Restricted ProSe App ID indicating what the UE is interested to announce was obtained in step 0. The UE identity is set to IMSI. The Application ID represents a unique identifier of the UE application that has triggered the transmission of the Discovery Request message. The Discovery Type is set to "restricted discovery".
2. The ProSe Function checks for the authorization of the application represented by the Application ID. If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and, if necessary, create a new context for this UE that contains the subscription parameters (including the ProSe Discovery UE ID) for this UE for the duration of the validity timer. The authorisation information also contains the PLMNs that this UE is allowed to perform discovery on. The HSS provides the MSISDN of the UE. The HSS also provides the serving PLMN ID of where the UE is registered. If the UE does not issue a new announce request within the duration of the validity timer the ProSe Function shall remove the entry related to the requested Restricted ProSe App ID from the UE context.

2.a Optionally, the ProSe Function sends an Auth Request (Restricted ProSe App ID, indicator) to the ProSe Application Server. The ProSe Function locates the ProSe Application Server based on the Application ID. The indicator is set to "restricted discovery/announce".

2.b
The ProSe Application Server returns an Auth Response (ProSe Discovery UE ID, indicator) message. The ProSe Discovery UE ID corresponds to the Restricted ProSe App ID stored in the ProSe Application Server.  The indicator is set to "restricted discovery/announce ack". 


The ProSe Function verifies that the received ProSe Discovery UE ID belongs to the requesting UE.   

NOTE 2: 
Whether steps 2.a and 2.b are executed depends on ProSe Function configuration, or policy regarding the specific Application Server. For example, if the ProSe Function can already verify the ownership locally, it does not have to perform the two steps. 

3.
The ProSe Function in HPLMN allocates a ProSe Code and the associated validity timer. The ProSe Code corresponds to the Restricted ProSe App ID that was contained in the Discovery Request from the UE. The validity timer shall indicate for how long this ProSe Code is going to be valid. The UE will be authorised to announce this ProSe Code for the duration of validity timer and if it remains in the same PLMN. The ProSe Function stores the Restricted ProSe App ID, the ProSe Code and the associated validity timer in the user context.

NOTE 3: 
It is up to the policy in the ProSe Function whether to allocate the same ProSe Code for all Restricted ProSe App IDs or different ProSe Codes for the different Restricted ProSe App IDs.  

Step 4 and 5 are executed only when the UE is roaming.
4.
If the Discovery Request is authorized and verified, the HPLMN ProSe Function shall inform the ProSe Function in VPLMN with the Announce Authorization (Restricted ProSe App ID, validity timer, ProSe Code, UE Identity) message. The Restricted ProSe App ID corresponds to the request from the UE, where the ProSe Code indicates the assigned code for this request. The UE identity is included in order to allow the ProSe function in VPLMN to perform charging.

5. The ProSe Function in VPLMN authorizes the UE to perform Restricted ProSe Discovery announcing. 

6.
The ProSe Function in HPLMN responds to the UE with a Discovery Response (ProSe Code, validity timer) message.

NOTE 4:
The announcing UE may receive the same ProSe Code in different Announce Request procedures. 

Editor's Note:
The security details of this procedure will be studied in 3GPP SA WG3. It is expected that the Discovery Response message may contain also security material. 

7.
The UE may start announcing the provided ProSe Code in the serving PLMN, using the radio resources authorised and configured by E-UTRAN to be used for ProSe as defined in RAN specifications.
NOTE 5: 
The ProSe Protocol layer in the UE may inform the application client that it has started announcing. This is out of scope of 3GPP.

5.1.2.3
Restricted Direct Discovery Monitor Request procedure

In Figure 5.1.2.3.1, an operation example for the Monitor Report procedure is presented for the roaming case, but the same steps also apply for the non-roaming case (changes from Open ProSe Discovery are highlighted in red).
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Figure 5.1.2.3.1: Monitor Request operation for Restricted Direct Discovery (roaming) 

0.
In this step, the application client in the UE retrieves its own ProSe Discovery UE ID and provides it to the ProSe Application Server. The ProSe Application Server allocates a Restricted ProSe App ID for that ProSe Discovery UE ID, stores the binding between the ProSe Discovery UE ID and the Restricted ProSe App ID and returns the Restricted ProSe App ID to the application client in the UE. The application client in the UE stores the binding between the ProSe Discovery UE ID and its own Restricted ProSe App ID. 
When the application client in the UE intends to discover the announcing UE of other users (e.g. friends in the application), it obtains the Restricted ProSe App ID of those users (Target Restricted ProSe App IDs) from the ProSe App Server and triggers the UE to perform the monitor procedure, providing its own Restricted ProSe App ID and the Target Restricted ProSe App IDs. The Target Restricted ProSe App IDs of the UEs to be monitored are passed in an Application Transparent Container.

NOTE 1:
The procedures in step 0 are out of scope of 3GPP. However, it is expected that the application client in the UE will be able to retrieve the ProSe Discovery UE ID from the underlying ProSe Protocol layer.

Editor's Note:
It is FFS whether the ProSe Discovery UE ID is provided to the UE via the ProSe service authorization and provisioning, or using another procedure. 

1.
If the UE is authorised to monitor in at least one PLMN and is triggered by the application client to monitor, it shall establish a secure connection with the ProSe Function in HPLMN and it shall send a Discovery Request message to get the Discovery Filter for monitoring (Restricted ProSe App ID, UE Identity, command=monitor, Discovery Type, Application ID, Application Transparent Container). The Application Transparent Container contains the Target Restricted ProSe App IDs indicating what the UE is interested to monitor. The Restricted ProSe App ID indicates the identity the UE uses to obtain the permission to monitor. The UE Identity is set to IMSI. The Application ID represents a unique identifier of the application that has triggered the transmission of the Discovery Request message. Discovery Type is set to "restricted discovery".
2.
The ProSe Function checks for the authorization of the application represented by the Application ID. If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and, if necessary, create a new context for this UE that contains the subscription parameters for this UE for the duration the Discovery Filters will be valid. The authorisation information also contains the PLMNs that this UE is allowed to perform discovery on. The HSS provides also the PLMN ID where the UE is registered. The HSS provides the MSISDN of the UE. If the UE does not issue a new monitor request within the duration the Discovery Filters are valid the ProSe Function shall remove the entry related to the requested Restricted ProSe App ID from the UE context.
3.
The ProSe Function sends an Auth Request (Restricted ProSe App ID, indicator, Application Transparent Container) to the Application Server indicated by the Application ID. The indicator is set to "restricted discovery/monitor".
4.
If, based on the permission setting, the Restricted ProSe App ID is allowed to discover at least one of the Target Restricted ProSe App ID(s) contained in the Application Transparent Container, the ProSe Application Server returns an Auth Response (ProSe Disc UE ID, indicator, N pairs of Target ProSe Disc UE ID – Target Restricted ProSe App ID). The indicator is set to "restricted discovery/monitor ack". Each Target ProSe Disc UE ID is returned with the corresponding Target Restricted ProSe App ID(s) that the Restricted ProSe App ID is allowed to discover. The ProSe Function verifies that the returned ProSe Discovery UE ID belongs to the requesting UE.
Step 5 is executed only when the PLMN ID in the Target ProSe Disc UE ID indicates the HPLMN.
5.
If the PLMN ID in the Target ProSe Disc UE ID indicates the HPLMN and at least one of received pair of Target ProSe Discovery UE ID – Target Restricted ProSe App ID corresponds to a valid ProSe Code, the ProSe Function in the HPLMN retrieves the ProSe Code corresponding to that Target ProSe Disc UE ID, Application ID and Target Restricted ProSe App ID.
Steps 6.-9. are executed only when the PLMN ID in the Target ProSe Disc UE ID indicates a different PLMN. 

6.
If the PLMN ID in the Target ProSe Disc UE ID indicates a PLMN different from the HPLMN, the ProSe Function in the HPLMN contacts the ProSe Function in that PLMN to retrieve the corresponding ProSe Code with a Monitor Request (Restricted ProSe App ID, UE Identity, Target ProSe Disc UE ID, Application ID, Target Restricted ProSe App ID) message.

7.
If the pair of Target ProSe Discovery UE ID – Target Restricted ProSe App ID received from the HPLMN ProSe Function corresponds to a valid ProSe Code, the ProSe Function in the other PLMN retrieves the ProSe Code corresponding to that Target ProSe Disc UE ID, Application ID and Target Restricted ProSe App ID.

8.a
Optionally, the ProSe Function in the other PLMN sends an Auth Request (Restricted ProSe App ID , indicator,  Target Restricted ProSe App ID) to the Application Server indicated by the Application ID. The indicator is set to "restricted discovery/permission".
8.b
If, based on the permission setting, the Restricted ProSe App ID is allowed to discover the Target Restricted ProSe App ID, the ProSe Application Server acknowledges the Auth Request with an Auth Response (ProSe Disc UE ID, indicator, Target ProSe Disc UE ID). The indicator is set to "restricted discovery/permission ack". The ProSe Function in the other PLMN verifies that the returned Target ProSe Discovery UE ID corresponds to the UE to be monitored.
NOTE 2: 
Whether steps 8.a and 8.b are executed depends on ProSe Function configuration, or policy regarding the specific Application Server. For example, if the ProSe Function can verify the permission locally, or the HPLMN is trusted by the other PLMNs for permission control, these steps are not needed. 

9.
The ProSe Function in the other PLMN returns to the ProSe Function in the HPLMN the ProSe Code and the corresponding residual validity timer with a Monitor Response (ProSe Code, validity timer) message. The ProSe Function in the HPLMN verifies that the returned ProSe Discovery UE ID belongs to the requesting UE.
10.
If the ProSe Function in the HPLMN has retrieved at least a valid ProSe Code, it builds the binding between ProSe Code with validity timer, Application ID, Target Restricted ProSe App ID and Target ProSe Disc UE ID and stores it into the user context of the monitoring UE. Based on the ProSe Code and the associated validity timer the ProSe Function in the HPLMN allocates a Discovery Filter with the corresponding TTL and returns a Discovery Response (Discovery Filter, TTL) message to the UE. The Discovery Filter includes the ProSe Code to be monitored. The TTL indicates for how long the related ProSe Code in the Discovery Filter is valid after it is received. If configured by the operator, the Target Restricted ProSe App ID(s) corresponding to the ProSe Code(s) may be included in the Discovery Response message. The ProSe Function stores in the user context all the parameters passed to the UE.
NOTE 3:
When the Target Restricted ProSe App ID, corresponding to the ProSe Code in the Discovery Filter, is included in the Discovery Response message, then the Match Report procedure may be skipped.
NOTE 4:
The ProSe Code in different Discovery Filters may be the same, for example, when the monitoring user is friend of the announcing user in more than one application, in which the announcing user was allocated the same ProSe Code.

Editor's Note:
The security details of this procedure will be studied in 3GPP SA WG3. It is expected that the Discovery Response message may contain also security material. 

11.
The UE obtains the corresponding radio resources and starts to monitor using the Discovery Filter.

5.1.2.4
Restricted Direct Discovery Match Report procedure

In the Figure 5.1.2.4.1, an operation example for the Match Report procedure is presented, for the roaming case (changes from Open ProSe Discovery are highlighted in red).
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Figure 5.1.2.4.1: Match Report operation for Restricted Direct Discovery (roaming)

1.
When the monitoring UE has received a ProSe Code over the air that matches the Discovery Filter it obtained from monitoring Request procedure, and if the UE does not have a corresponding Restricted ProSe App ID associated with it with a valid TTL, the UE sends a Match Report (Restricted ProSe App ID, UE Identity, Discovery Type, Application ID, ProSe Code) message to the ProSe Function in the HPLMN to get the Target Restricted ProSe App ID. The Restricted ProSe App ID is the identifier the monitoring UE used to obtain the Discovery Filter from the Monitoring Request. The UE Identity is set to e.g. IMSI. The Application ID represents a unique identifier of the application that triggered the monitoring Request. Discovery Type is set to "restricted discovery". The ProSe Code is the code received over the air.

NOTE 1:
If the UE has received the Target Restricted ProSe App ID corresponding to the ProSe Code in the Discovery Filter in the Discovery Response message, the Match Report procedure may be skipped.

2.
The HPLMN ProSe Function checks the authorization for the monitoring UE to perform restricted discovery.

3.
The HPLMN ProSe Function analyses the ProSe Code and identifies in the UE context of the monitoring UE the corresponding Target Restricted ProSe App ID.
4.a Optionally, the ProSe Function sends a Auth Request (Restricted ProSe App ID, Target Restricted ProSe App ID, indicator) to the ProSe Application Server. The ProSe Function locates the ProSe Application Server based on the Application ID. The indicator is set to "restricted discovery/match".

4.b
If, based on the permission setting, the Restricted ProSe App ID is allowed to discover the Target Restricted ProSe App ID, the ProSe Application Server returns a Auth Response (ProSe Discovery UE ID,  Target ProSe Discovery UE ID, indicator, metadata(opt.)) message. The ProSe Discovery UE ID corresponds to Restricted ProSe App ID, the Target ProSe Discovery UE ID corresponds to the Target Restricted ProSe App ID stored in the ProSe Application Server. The indicator is set to "restricted discovery/match ack". This message may also contain certain metadata corresponding to the Target ProSe Discovery UE ID e.g. welcome message, etc. 

4.c
The ProSe Function verifies that the returned ProSe Discovery UE ID belongs to the requesting UE, and the Target ProSe Discovery UE ID is the same as the stored Target ProSe Disc UE ID. 

NOTE 2:
The content of Auth Request and Auth Response messages may vary depending on the agreement between the operator and the owner of the Application Server and are shown here just as an example.
NOTE 3:
The Application logic triggered by the Auth Request message is out of the scope of 3GPP. 
5.
The ProSe Function in HPLMN returns a Match Report Ack (Application ID, Target Restricted ProSe App ID, validity timer, metadata(opt.)) to the UE. The UE stores the mapping between the Restricted ProSe App ID, the ProSe Code and the Application ID for the duration of the validity timer.
NOTE 4:
The application client is notified of the successful discovery either by ProSe Protocol layer in the UE or by the Application Server with procedures out of the scope of 3GPP. 
6.
The ProSe Function in HPLMN may optionally send a Match Report Info (Restricted ProSe App ID, UE Identity, ProSe Code, Discovery Type) to the ProSe Function of the announcing UE. Discovery Type is set to "restricted discovery".
5.1.3
Impact on Existing Entities and Interfaces

Editor's note:
Impacts on existing nodes or functionality will be added.

5.2 
Topics for further study for restricted Direct Discovery

Editor’s note:
Topics `FFS will be collected for this particular functionality. 

Following issues need to be resolved:



-
It is FFS if extension or enhancements are required for ProSe service authorisation and provisioning for Restricted Direct Discovery. 

-
It is FFS how to conceal the application layer user identity to the 3GPP network and 3GPP layer identity to the application layer in Restricted ProSe Direct Discovery procedures;

-
It is FFS how to support identifying a group of users instead of a single user by a ProSe Application Code and in a discovery request for Restricted ProSe Direct Discovery;  


-
It is FFS how to adapt the Restricted ProSe Direct Discovery for Public Safety use, e.g. when real time interaction with the ProSe Function is not possible.   

************** Second Change ****************

5.1.2.x
Identifier definitions for Restricted Direct Discovery

For the Restricted Direct Discovery, the following new identifiers are defined: 

Application Transparent Container: An application level container transparent to the 3GPP networks.
************** End of Changes ****************
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