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Abstract of the contribution: This contribution provides a solution for identities usage in Restricted Direct Discovery.  The solution is based on the existing architecture with enhancement of interaction on PC2. 
1. Discussion

Restricted Direct Discovery is key feature of the commercial use case in ProSe_Ext. The significant difference comparing to the Open Direct Discovery is that the 3rd Party ProSe enable application is involved. It means that the discussion of interaction with the application server and even the application client is inevitable in this feature. In this case, the protection of the Application User ID and the UE identity in 3GPP should be considered.  

2. Identifiers Definitions
Application Layer User ID: An identity identifying a user within the context of a specific application (e.g. alice@social.net). The format of this identifier is outside of 3GPP scope.

Temp Application User ID: An identity to hide/protect the application level user identity from the EPS whilst still unambiguously identifying the user within a given application. This Temp Application User ID is assigned by the application server.
ProSe Restricted Code: An identity that the UE broadcast over PC5 when it performs announcing in the restricted discovery service. ProSe Restricted Code includes the PLMN ID and a temporary identifier, and is unique globally. The ProSe Restricted Code is subject to a certain user in an application, i.e. different applications in a UE shall use different ProSe Restricted Codes respectively. 

ProSe Temp UE ID: An identity for restricted discovery service. It is assigned by the ProSe Function in the HPLMN of the UE. It includes the PLMN ID and a temporary identifier and uniquely identifies the UE in the HPLMN.
App ID: The application identity uniquely identifies the application itself. All common mobile operating systems have namespaces that identify the applications within this operating system.
3. 
Overview of Identities Usage 
3.1
Identities Usage Inside a UE
There are two layers in the ProSe Enable UE: application layer and 3GPP layer. The application layer contains the application clients, e.g. Facebook, Skype or some Public Safety application. The 3GPP layer is the layer that enables the ProSe service, i.e. performs announcing and the monitoring. 
The application layer maintains the mapping of the App User IDs and the Temp App User IDs, this layer is outside of the scope of 3GPP. The 3GPP layer maintains the mapping of the Temp App User IDs and the ProSe Restricted Codes. 

In the UE the Temp App User ID is used by the application layer to inform the 3GPP layer of which user needs to be announced for a given application, so that the UE triggers the Announcing Request Procedures. In the UE the Temp App User ID is also used by the 3GPP layer to inform the application layer of which user has been discovered, after the UE finishes the Match Report Procedure.
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 Figure 3.1-1 Identities Usage Inside a UE
3.2
Identity Usage in Announcing Procedure
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Figure 3.2-1 Identity Usage in Announcing Procedure
1.
The Temp App User ID is assigned to the application client in the UE. This Temp App User ID corresponds to a certain user (App User ID) who is to announce. The application server also stores the mapping (out of scope of 3GPP).

2.
UE registers Temp App User ID in the ProSe Function. The ProSe Function registers the ProSe Temp UE ID to the application server.
3.
ProSe Function assigns the ProSe Restricted Code to a certain Temp App User ID of the announcing UE. The UE start to announce the ProSe Restricted Code.

Note: The detailed Announcing Request procedure is described in S2-142499.

3.3
Identity Usage in Monitoring Procedure
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Figure 3.3-1 Identity Usage in Announcing Procedure
1.
The Temp App User IDs are sent to the application client in the UE (i.e. application layer). These Temp App User IDs corresponds to buddies (App User IDs) whom the UE is to monitor (out of scope of 3GPP).
2.
When the UE request to monitor, the ProSe Function retrieves the Temp App User IDs and the corresponding ProSe Temp UE IDs of user’s friends from the application server.
3.
The ProSe Function gets Restricted ProSe Codes corresponding Temp App User ID from itself and other ProSe Functions. Then the ProSe Function returns ProSe Restricted Codes to monitoring UE without the corresponding Temp App User IDs. The 3GPP layer of the UE stores only the ProSe Restricted Codes.
4. 
When the monitoring UE discover any of the ProSe Restricted Codes it stores, it contacts the ProSe Function to resolve the ProSe Restricted Codes to the Temp App User IDs. The 3GPP Layer in the UE notifies the application layer that certain Temp App User IDs (i.e. users) are discovered.
Note: The detailed Monitoring Request Procedure and Match Report Procedure are described in S2-142499.

4. 
Registration Procedure

4.1
UE registration for discovery service procedure
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Figure 4.1-1 ProSe UE registration
1
If the UE is authorised to perform Restricted Discovery in Serving PLMN, the UE sends a ProSe registration Request (UE Identity, PLMN ID) to the Home ProSe Function. 

2
The Home ProSe Function shall check with HSS the authorisation for discovery. 
2a
When the UE is roaming, the HSS also provides VPLMN ID of where the UE is registered. The ProSe Function in the home PLMN contacts the ProSe Function in the VPLMN to authorise the UE.
3
If the UE is permitted to use the Restricted Discovery service in the serving PLMN per operator’s policy, the Home ProSe Function assigns a ProSe UE Temp ID with a validity TTL and sends the ProSe Registration response (ProSe Temp UE ID, TTL) back to the UE. 
NOTE:
The UE shall update the Prose Temp UE ID before the TTL expires, otherwise the ProSe Function shall remove the UE’s context in the ProSe Function. When the UE changes the registered PLMN, the UE also need to request for the update of ProSe Temp UE ID.
4. 2  
Application Registration Procedure

This procedure is triggered when a ProSe enabled application is launched.
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 Figure 4.2-1 Application Registration Procedure

0.
To protect the user application level information, a Temp App User ID is assigned to the user in the UE. This is out of the scope of 3GPP.
1.
The UE is triggered by the application to use the ProSe Restricted Discovery service. If the application is not registered to the ProSe Function before and is authorised to perform Restricted Discovery in Serving PLMN, the UE sends a Restricted Discovery Application Registration Request Message (ProSe Temp UE ID, Temp APP User ID, PLMN ID, App ID) to the ProSe Function. 
2. 
The ProSe Function checks for the authorization of the application represented by the Application ID. If the UE is authorised to use Restricted Direct Discovery on this application, the ProSe Function sends a Discovery Registration Request message (Temp Application User ID, ProSe Temp UE ID) to the application server.
2a. If the UE is roaming, before sending the Discovery Registration Request, the ProSe Function in the home HPLMN also contacts the ProSe Function in the VPLMN to authorise the UE for the application registration.
3. 
The application server stores the ProSe Temp UE ID for the user and responds the ProSe Function with a Discovery Response Acknowledgment.
4. The ProSe Function stores Temp App user ID in the UE context, and responds to the UE with Restricted Discovery Registration Acknowledgment.
Proposal 1: When the ProSe Function registers in the application server, the temporary UE identity should be used instead of revealing the real identity of UE (e.g. IMSI) to the application server.

Proposal 2: When the UE registers in the ProSe Function, the temporary user identity should be used instead of revealing the Application User Identity to the ProSe Function.
5.    Restricted Direct Discovery used in Public Safety
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Figure 5-1 Application Registration Procedure
1.
When the Restricted Direct Discovery is used in the Public Safety, the Public Safety application server or the ProSe Function can provision the ProSe Restricted Codes and the corresponding Temp App User IDs beforehand. How this is done is out of scope of 3GPP. In this case, the announcing UE has already known the ProSe Restricted Codes it’s to announce. And the monitoring UE has also knows the ProSe Restricted Codes to monitor and the corresponding Temp App User IDs.
2.
When the monitoring UE receives the ProSe Restricted Codes, as it has already stored the Temp App User IDs corresponding to the ProSe Restricted Codes, the 3GPP Layer in the monitoring UE can identify the Temp App User ID (i.e. user) and indicate the match event to the application layer without interaction with the ProSe Function.
Proposal 3: To simplify the UE and network implementation, the Commercial Restricted Direct Discovery solution shall be easily enhanced to adapt the Public Safety usage (i.e. without real time interaction with the ProSe Function).

***** BEGIN CHANGE *****
5.3
Conclusions on restricted Direct Discovery (non-public safety use)
Proposal 1: When the ProSe Function registers in the application server, the temporary UE identity should be used instead of revealing the real identity of UE (e.g. IMSI) to the application server.

Proposal 2: When the UE registers in the ProSe Function, the temporary user identity should be used instead of revealing the Application User Identity to the ProSe Function.
Proposal 3: To simplify the UE and network implementation, the Commercial Restricted Direct Discovery solution shall be easily enhanced to adapt the Public Safety usage (i.e. without real time interaction with the ProSe Function).

***** End of CHANGE *****
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