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Abstract of the contribution: Proposal to treat Group-specific Congestion control as TEI13 feature. Proposed solution for Group-specific congestion control is to add a Group identifier to the subscription data in order to allow an operator to perform Group-specific blocking of EMM signalling in MME.
Discussion
Operators offer subscriptions for general or specific services to companies. A prominent example is MTC services like smart metering but there are also non-MTC services. Operators desire to have control over the network access in the granularity of these subscriptions, i.e. the operator should be able to grant or block access for a group of subscriptions/devices, where a group can be e.g. the UEs belonging to a company or the UEs of a company using a specific service. Figure 1 shows examples of services, companies, and groups. In general, the specification of a group of UEs is decided by the operator. 
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Below are two use cases when an operator wants to utilize Group-specific congestion control:
Use case 1: A large number of devices are subscribed to a specific service. Misbehaviour of these devices e.g. repeated Attach requests may cause congestion in the network. A prominent example is an MTC server going down and MTC devices that try to reach their server and continuously reboot and successfully reconnect to the network if the server does not respond. This behaviour produces significant signalling overload due to repeated successful Attach procedures and the operator needs an efficient mechanism to handle these situations. Since the devices are not directly under human control there may be no way stop the behaviour for hours or days. The proposed solution is to block Attach requests of specific groups of devices in case of misbehaviour. 
Use case 2: When the network becomes congested due to a high signalling overhead, the operator needs efficient means to reduce the signalling load by blocking access requests for certain subscriptions. While the current standard allows the differentiation in low priority, normal and high priority access, a finer granularity is desired in order to differentiate among low priority subscriptions and among normal subscriptions. The proposed solution is to decide per group to block signalling requests in order to handle signalling overload more gradually.
With the ongoing extension of LTE coverage operators increasingly transfer these specific services from 2G and 3G networks to LTE such that Rel. 13 needs to be enhanced by a feature to block the access of pre-specified groups of devices. NTT DOCOMO starts the deployment of MTC services in LTE already this year and targets the specification of the Group-based Congestion Control feature by mid of this year, latest. Therefore, Group-specific congestion control should be treated as TEI 13 considering that it requires only a minor modification of the system.
Problem
The operator’s fault management systems are able to detect anomalies in the access behaviour of the devices subscribed to a specific service that cause congestion in the network, in particular in the MME. In the following we use the term “group” for the devices subscribed for such a specific service. The requirement for a solution is to allow an operator to efficiently block the access requests of all devices belonging to such a group. Figure 1 illustrates the required functionality. The solution should work for legacy (Rel. 8) LTE UEs. 
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Solution

The subscription data is enhanced for a set of “Group identifiers” that specify the membership of a device to groups of UEs. The Group identifier shall be contained in the subscription data and only used for Group-specific congestion control.
The operator shall be able to trigger the MME to block EMM signalling requests for a certain Group Identifier. The MME then blocks all EMM signalling requests belonging to the blocked group indicating a Mobility Management back-off timer. The MME learns the Group identifier during Attach procedure when transferring the subscription data from HSS. The MME may store the subscription data for a configurable period of time after rejecting an Attach request in order to avoid downloading the subscription data multiple times in case of repeated Attach requests. The procedure for an Attach request is shown in Figure 2.
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0. Operator decides to block a group and activates blocking of the respective Group identifier at the MME. It is up to the operator to decide which MMEs need to be informed. The MME internally activates the blocking of EMM signalling for UEs with this Group identifier.
1. UE sends Attach request to MME.

2. If the UE context is not available the MME transfers UE context from HSS.

3. MME checks whether EMM signalling is blocked for the Group identifier stored in the UE context.

4. If blocking is activated MME sends an Attach reject to UE including a mobility management backoff timer. Additionally, MME stores the UE context in order to avoid downloading the UE context again in case of future Attach requests. 
Roaming issues are not considered critical for Rel. 13. In the current solution, Group identifiers should only be valid for the operator’s own subscribed customers. In particular, MME should interpret Group ID only in the context of HPLMN. The trigger by O&M may specify the HPLMN for which the Group ID is valid. In future releases, some Group identifiers may be reserved for multi-operator services.
Discussion of Alternatives

Currently, Rel. 12 offers the possibility to block EMM requests in case of congestion based on Low Access Priority Indicator (LAPI) or based on APN. 
Blocking EMM requests based on LAPI is no solution for the described problem since the number of devices cannot be limited to a group.
Triggering blocking request in the MME based on the APN is an alternative to blocking based on Group identifiers. APNs can be flexibly assigned in the same granularity as Groups. In particular, multiple APNs can be used for the same AP (data network) in order to distinguish multiple services currently reachable via the same APN. Figure 3 shows how the Group-specific congestion control and the APN-based congestion control work for a scenario with two services located in one APN. In the Group solution UEs accessing Service 1 belong to Group 1 and UEs accessing Service 2 belong to Group 2. All UEs are connected to the same APN. An operator can block UEs of Service 1 and UEs of Service 2 separately. In the APN solution, two new APNs, APN A.1 and APN A.2 are introduced- Both APN A.1 and APN A.2 correspond to the original APN A. UEs accessing Service 1 are configured with APN A.1 and UEs connecting to Service 2 are connected to APN A.2. An operator can block UEs of Service 1 and Service 2 separately by blocking APN A.1 or APN A.2. 

The difference appears when UEs use a single PDN connection to connect to multiple services reachable via the same APN. While a UE may belong to multiple Groups, it cannot reach multiple APNs via a single PDN connection. This is illustrated in Figure 4. UE 2 is connected to Services 1 and 2. In the Group solution, UE 2 belongs to Groups 1 and 2 and can be blocked if either Service 1 goes down or Service 2 goes down. In the APN solution, UE 2 can be connected to either to APN A.1 or APN A.2. The UE can be blocked either when Service 1 goes down or when Service 2 goes down. 
To summarize, in a wide range of use cases the APN-based congestion control and the proposed Group-specific congestion control can achieve the same granularity of congestion control. Beyond that, the benefit of using an APN-based congestion control is that 

· no extension of subscription data is required and 
· the APN is included in Attach requests such that requests can be immediately blocked by the MME without transferring subscription data from HSS
However, there are also some significant drawbacks of the APN alternative:

· Operators already have their APN assignment in place and cannot easily restructure it. Adding a new APN is in general more difficult than adding a new Group since devices must be configured what may involve the customer. In general, operators are not in favour of managing a large number of small APNs. 
· APNs are assigned per company but devices subscribe to different services of this company. If devices of a single service type (group) cause congestion only these devices need to be blocked while the other services of the company with same APN shall be allowed normal operation. As shown above this causes problems when devices connect to multiple services.
· Services may be located in the Internet and are not distinguishable based on APN from normal Internet traffic, see Figure 1. Assigning distinct APNs for all companies subscribing for specific services is impractical for an operator. Additionally, UEs may access both specific services and standard Internet services (Yahoo, Google, …) using the default APN. Introducing a distinct APN for the specific service requires an additional PDN connection what is not desired.
· In general, introducing a Group identifier to the subscription data gives an operator more flexibility in reacting on misbehaviour or congestion caused by a specific group of devices.
As a conclusion, APN-based congestion control does not fulfil operator’s needs for blocking access to the network for groups of devices subscribed to a service. In particular, adding new APN or changing APNs is more costly than adding or changing a Group. Additionally, there are certain scenarios where the APN-based congestion control has limitations compared to the Group-specific congestion control, in particular for UEs connected to multiple services.
The conclusion is that the Group-specific congestion control feature is required and should be added as TEI 13.
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Proposal

1) Group-specific congestion control requires only a minor modification of the system and should be treated as TEI 13.
2) Together with this discussion paper, CR 2708 (Tdoc S2-141772) for TS 23.401 and CR 1872 (Tdoc S2-141773) are provided. The CRs specify the extension of the UE context stored in HSS and MME/SGSN and describe the MME/SGSN behaviour. The proposal is to discuss and approve the CR.
Figure � SEQ Figure \* ARABIC �1� Example of APN and service in NTT DOCOMO network. Groups can be e.g. (1) all UEs accessing Service 4, (2) all UEs accessing Service 1, or (3) all UEs accessing Company A.





Figure � SEQ Figure \* ARABIC �2� Operation and maintenance system needs to block access based on group membership.





Figure � SEQ Figure \* ARABIC �3� Attach request procedure when blocking of Group identifier is activated
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Figure � SEQ Figure \* ARABIC �4� Comparison of APN-based congestion control and group-specific congestion control in a scenario when devices access a single service.





Figure � SEQ Figure \* ARABIC �5� Comparison of APN-based congestion control and Group-specific congestion control in a scenario when a devices access multiple services in the same APN.
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