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Abstract of the contribution: Solution description of 1.5.3 is enhanced. A way forward is proposed for the issue of how to determine the list of affected UEs. 
Introduction

The paper enhances the description of solution 1.5.3. One part of the enhancements addresses general text improvements as well as the inclusion of relevant agreements achieved for the related solution 1.5.5 that are applicable to off-path solutions in general. Another part of the enhancements address how the list of affected UEs can be obtained. Note that aspects related to the Np interface are discussed and updated in a separate contribution S2-141660 and not addressed here.

General enhancements
The following aspects have been updated. 

· Terminology: the RPPF (RAN Payload Perceive Function) naming does not properly reflect the functions of the node. A new terminology is proposed: OCRF for OAM Congestion Reporting Function; this reflects that this node receives information from that OAM, and that the node is intended for congestion reporting. 
· The figures are updated to show RAN OAM as the source of information, even though the interface from RAN OAM to OCRF is not standardized. 

· Aspects related to network sharing are clarified in the same way as for solution 1.5.5.

· Notes added regarding the roaming scenarios in the same way as for solution 1.5.5

· New text is added to address the handling of roaming subscribers with home routing. The approach is a lightweight solution that avoids the need of transferring all of the congestion state changes in the whole network on a new interface just for the sake of roaming users that represent only a small fraction of the total traffic. 
· As in solution 1.5.5, the editor’s note about collecting congestion information from non-standardized entities is removed, since there is no intention to describe non-3GPP entities. 

· Editorial updates and removal of redundant text. 

· Clarification regarding the impacts on existing entities.

· Added text on the solution evaluation. 

Obtaining the list of affected UEs

A lightweight mechanism is proposed to obtain the list of affected UEs via RAN OAM. The list of UEs could be provided with the help of OAM data as long as there is a suitable assistance data in RAN that can be used for this purpose. The IMSI as an identifier is not suitable because of privacy concerns due to the risk of unwanted location tracking. This is a general concern that applies to both LTE (where IMSI is not stored in RAN) and 3G (where IMSI can be stored in the RNC provided that it is a central entity but IMSI is not supposed to be provided to RAN OAM). 
However, it is readily possible to convey Identifier Assistance Data (IAD) to RAN which is intended for an efficient UPCON off-path approach. Specifically, an encrypted representation of the IMSI is possible to send to RAN as Identifier Assistance Data from SGSN and MME. Using a fresh seed, the encrypted IMSI representation in RAN can be changed when the UE context is established in RAN, or at user mobility. The changing of the encrypted IMSI representation is dependent on SGSN and MME configuration.  In this way, location tracking can be avoided. RAN and RAN OAM would not be exposed any additional UE identifier. RAN and RAN OAM would only be exposed to the Identifier Assistance Data, from which it is impossible to derive the UE identifier. Should any intruder have access to the Identifier Assistance Data, it would not lead to privacy concerns as it only appears as a random bit pattern. Only the OCRF node would be configured with the keys to decrypt the Identifier Assistance Data, so that the list of UEs would be available where it is needed. 
The APN information can also be transferred from SGSN or MME to RAN, to be collected by RAN OAM and provided to OCRF for the affected UEs. A similar security protection for the APN might not be necessary. 
This solution approach has a low specification impact, as it only requires a new IE to be conveyed to RAN, rather than defining a new interface (c.f. Nq as in solution 1.5.5) for conveying the list of affected UEs and APNs. Consequently, the solution has a low implementation complexity. This approach enables the use of a single information source to collect all congestion related data. 
Proposal

It is proposed to update the description of solution 1.5.3 as follows. 
---------------------------------------------------START CHANGE-----------------------------------------------
6.1.5.3
Solution 1.5.3: Offpath RAN user plane congestion reporting via OCRF
6.1.5.3.1
General description, assumptions, and principles

This solution addresses the key issue of "RAN user plane congestion awareness".
A new logical function entity, OAM Congestion Reporting Function (OCRF), is proposed to collect RAN user plane congestion information and further report to PCRF for the purpose of congestion mitigation.

A new reference point Np is introduced between OCRF and PCRF to pass on the RAN user plane congestion information to PCRF.
6.1.5.3.2
High-level operation and procedures
6.1.5.3.2.1
Architecture
Figure 6.1.5.3.2-1 shows the proposed UPCON architecture.
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Figure 6.1.5.3.2-1: UPCON Architecture.
New Reference Point:

Np: The reference point between OCRF and PCRF. Over Np, RAN User Plane Congestion Information (RUCI) is sent from OCRF to PCRF.
RAN User Plane Congestion Information (RUCI) includes following information elements:

(1)
Congestion/Abatement location information (e.g. Cell ID);

(2)
Congestion level  

Editor's Note: It is FFS to determine if more information is needed (e.g. to optimize the congestion mitigation operation) 
The functionality of OCRF:

-
Collecting and processing RAN's congestion information on a per UE basis from OAM;
-
Communicating with PCRFs serving the PLMN for RAN user plane congestion information reporting.



NOTE 1: The interface between RAN OAM and OCRF is out of scope of 3GPP specifications. 
The OCRF belongs to the RAN operator. In case of a RAN sharing (MOCN or GWCN) configuration, Np is an inter-operator reference point. Whether Np applies in these cases is subject to inter-operator agreements. The OCRF may apply local policies related to the information it sends to PCRFs of different operators. The RUCI being sent may also depend on the relative RAN usage of the various operators sharing RAN resources.
NOTE 2:
Based on the agreement with the HPLMN, the OCRF may report the RUCI per IMSI/APN to the PCRFs in the HPLMN for the roaming UEs with home routed scenarios.

NOTE 3: 
For UEs in a local breakout scenario, the OCRF contacts the V-PCRF. Congestion information is not assumed to be exposed via S9 unless explicitly agreed by roaming agreement.

6.1.5.3.2.2
Procedure to Report RAN User Plane Congestion Information to CN
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Figure 6.1.5.3.2.1-1: Procedure to Report RAN User Plane Congestion Information to CN.
1.
An event/report is sent from RAN OAM to OCRF due to a change of radio node/cell user plane congestion status (a pre-configured congestion / congestion abatement threshold has been reached). This notification contains the congestion level. An OCRF is assumed to serve a geographical area.  OCRF determines the list of UEs affected by congestion based on information provided by RAN OAM. 
2.
OCRF reports the congestion status to PCRFs that are serving the impacted UEs.
6.1.5.3.2.3
Determining the list of affected UEs
The list of UEs affected by congestion is obtained via RAN OAM. For this purpose, suitable assistance data in RAN is defined. The UE identifier in RAN shall be defined in a way that avoids privacy concerns due to the risk of unwanted location tracking.

It is proposed to convey Identifier Assistance Data (IAD) to RAN. Specifically, an encrypted representation of the IMSI is sent to RAN as Identifier Assistance Data from SGSN or MME. Using a fresh seed, the encrypted IMSI representation in RAN can be changed when the UE context is established in RAN, or at user mobility. The changing of the encrypted IMSI representation is dependent on SGSN and MME configuration.  In this way, location tracking can be avoided. RAN and RAN OAM would not be exposed any additional UE identifier. RAN and RAN OAM would only be exposed to the Identifier Assistance Data, from which it is impossible to derive the UE identifier. Should any intruder have access to the Identifier Assistance Data, it would not lead to privacy concerns as it only appears as a random bit pattern. Only the OCRF node would be configured with the keys to decrypt the Identifier Assistance Data, so that the list of UEs would be available where it is needed. 

The APN information can also be transferred from SGSN or MME to RAN, to be collected by RAN OAM and provided to OCRF for the affected UEs. A similar security protection for the APN might not be necessary.  

6.1.5.3.2.4
Congestion handling during roaming with home-routed traffic

In many cases, an operator may not want to take mitigation actions on roaming users since they represent only a small fraction of the total traffic. Roaming users can also be handled via local breakout scenario, which allows for CN-based mitigation actions.  
In case an operator wants to take mitigation actions for roaming subscribers, the operator can use different QCIs for non-roaming subscribers compared to roaming subscribers and can use simple RAN mechanisms for appropriate prioritization between QCIs under congestion. That approach is available based on existing specifications. 

6.1.5.3.3
Impacts on existing entities and interfaces
A new node OCRF is added in the architecture.
The impact on PCRF:
· The PCRF should be enhanced to support Np in order to collect RUCI from OCRF;

· The PCRF should be enhanced to determine congestion mitigation policy based on RUCI, subscriber profile, type of application, type of content, etc.
Impact on S1/Iu:

· Identity Assistance Data to be conveyed from MME/SGSN to eNB/RNC. 

Impacts on RAN:
· RAN OAM to provide OCRF with relevant congestion and UE/APN information. 
6.1.5.3.4
Solution evaluation
This CN based solution allows the PCRF to receive RAN congestion information. 

This solution requires limited work from the RAN WG but entails the definition of a new functional entity (the OCRF) in the architecture. It requires modifications on the PCRF and does not impact the user plane processing. 
For the list of affected UEs, this solution approach has a low specification impact, as it only requires new IEs to be conveyed to RAN, rather than defining a new interface (c.f. Nq as in solution 1.5.5) for conveying the list of affected UEs and APNs. Consequently, the solution has a low implementation complexity. This approach enables the use of a single information source to collect all congestion related data. For 3G, the solution is not restricted to 3G Service Area granularity.  
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