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1. Overall Description:
The following liaison statement contains actions for OMA-LOC and OMA-ARC-SEC.

3GPP SA WG2 (3GPP’s architecture working group) has decided in the EPC-level Proximity Services (ProSe) discovery procedures, to be found in clause 5.5 of 3GPP TS 23.303, to make use of OMA SUPL [1] to report the location of the UE to the ProSe function.

Considering that integrity of the location information provided by the OMA SUPL is critical to the secure operation of the ProSe feature, the 3GPP SA WG3 (3GPP’s security group) has looked at protections options for the data between the ProSe UE and the SLP. One proposal was to explicitly declare which security mechanisms specified by OMA are to be used.

The OMA ULP [2] (User Plane Location Protocol) specification describes the security mechanism available.  

In particular, two different security mechanisms are defined to secure the communication between the SLP and the UE:
· TLS-PSK with GBA: The UE and SLP are at least required to support the TLS_PSK_WITH_AES_128_CBC_SHA cipher suite, while UE, SPL, and underlying bearer network are required to support the GBA.
· Alternative Client Authentication (ACA): The UE verifies that the received TLS server certificate is bound to the FQDN of the SLP configured in the UE , while the SLP authenticates the UE by getting the bearer network to confirm the IP address associated with the UE ID (e.g. MSISDN). TLS 1.1 with the cipher suite TLS_RSA_WITH_AES_128_CBC_SHA is required to be supported, and TLS_RSA_WITH_NULL_SHA may be supported.

3GPP SA WG3 understands that the GBA-based mechanism is optional to support by the SET handset (UE), while the ACA shall always be supported by the SET (c.f. Table 1 in clause 6.1.1.3 in [2]) as a default when GBA is not available.

While defining security framework of the ProSe feature, GBA [3] has been proposed as a candidate mechanism to secure the communication between the UE and various ProSe – related network functions, such as ProSe Function and the KMS. Proponents believe that re-usage of GBA infrastructure would permit the network operator to optimize the processes around configuration/provisioning of the network elements for ProSe (in particular the ProSe Function and the KMS) and the ProSe UEs.

We are therefore considering making the GBA support mandatory for the ProSe UE.

[1]		Open Mobile Alliance, OMA AD SUPL: "Secure User Plane Location Architecture", (http://www.openmobilealliance.org)
[2]		Open Mobile Alliance, OMA TS ULP: “UserPlane Location Protocol”, (http://www.openmobilealliance.org)
[3]	3GPP TS 33.220 “Generic Authentication Architecture (GAA), Generic Bootstrapping Architecture (GBA)”, (www.3GPP.org)


2. Actions:
To OMA-LOC, OMA-ARC-SEC group.
ACTION: 	3GPP SA WG3 asks OMA-LOC and OMA-ARC-SEC to confirm what impacts a potential 3GPP SA WG3 decision to mandate the GBA support in ProSe UE would have on OMA specification.
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