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**** FIRST MODIFIED SECTION ****

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Application ID: A globally unique identifier identifying a specific application.

Application Layer User ID: An identity identifying a user within the context of a specific application (e.g. alice@social.net). The format of this identifier is outside the scope of 3GPP.

Destination Layer-2 ID: A link-layer identity that identifies a device or a group of devices that are recipients of ProSe communication frames.

EPC ProSe User ID: An identifier for EPC-level ProSe Discovery and EPC support for WLAN direct communication that uniquely identifies a UE registered for ProSe. This identifier can be occasionally reassigned by the ProSe Function.

EPC-level ProSe Discovery: A ProSe Discovery procedure by which the EPC determines the proximity of two ProSe-enabled UEs and informs them of their proximity.

Local PLMN: A PLMN in which a UE is authorized by the HPLMN to use ProSe Direct Discovery as a “monitoring” UE only. A Local PLMN is neither a serving PLMN nor a registered VPLMN.
Model A: involves one UE announcing "I am here"
Model B: involves one UE asking "who is there" and/or "are you there"
ProSe Direct Communication: A communication between two or more UEs in proximity that are ProSe-enabled, by means of user plane transmission using E-UTRA technology via a path not traversing any network node.

ProSe Direct Discovery: A procedure employed by a ProSe-enabled UE to discover other ProSe-enabled UEs in its vicinity by using only the capabilities of the two UEs with E-UTRA technology.

ProSe Discovery: A process that identifies that a UE that is ProSe-enabled is in proximity of another, using E-UTRA (with or without E-UTRAN) or EPC.

ProSe Function ID: An FQDN that identifies a ProSe Function.

ProSe Layer-2 Group ID: A pre-configured layer-2 group identifier that may be used to address a set of users at the 3GPP lower layers. It is typically associated with a ProSe Application ID.

ProSe-enabled non-Public Safety UE: A UE that supports ProSe procedures but not capabilities specific to Public Safety.

ProSe-enabled Public Safety UE: A UE that the HPLMN has configured to be authorized for Public Safety use, and which is ProSe-enabled and supports ProSe procedures and capabilities specific to Public Safety. The UE may, but need not, have a USIM with one of the special access classes {12, 13, 14}.

ProSe-enabled UE: A UE that supports ProSe requirements and associated procedures. Unless explicitly stated otherwise, a Prose-enabled UE refers both to a non-Public Safety UE and a Public Safety UE.

ProSe UE-to-Network Relay: A UE that provides functionality to support connectivity to "unicast" services for Remote UE(s).

Remote UE: A ProSe-enabled Public Safety UE, that is not served by E-UTRAN, and that communicates with a PDN via a ProSe UE-to-Network Relay.
Source Layer-2 ID: A link-layer identity that identifies a device that originates ProSe communication frames.

WLAN Link Layer ID: A link layer identity used for WLAN direct discovery and/or WLAN direct communication. Depending on the WLAN technology it can be temporary (e.g. temporary MAC address) or permanent (e.g. permanent MAC address). The format of this identifier depends on the WLAN technology and is outside of 3GPP scope.
**** NEXT MODIFIED SECTION ****

4.4.1.2
ProSe Function Discovery

The ProSe Functions of HPLMN, VPLMN or Local PLMNs are discovered through interaction with the Domain Name Service function. The FQDN of a ProSe Function in the Home PLMN may either be pre-configured on the UE or provisioned by the network or self-constructed by the UE, e.g. derived from PLMN ID of the HPLMN. The IP address of a ProSe Function in the Home PLMN may also be provisioned to the UE.

The UE shall be able to contact a ProSe Function of VPLMN or other Local PLMNs.
**** NEXT MODIFIED SECTION ****

4.5.1.1.1
General

The basic principles of service authorization for ProSe Direct Discovery are as follows:

-
the UE gets authorization from the HPLMN to use ProSe Direct Discovery on a per PLMN basis. The authorisation policy may:
-
authorise the UE from a HPLMN to use ProSe Direct Discovery in that Local PLMN without the need to contact the Local PLMN first;
-
conditionally authorise the UE by requiring it to also receive authorisation from the ProSe Functions of the Local PLMN; or
-
prohibit the UE from using ProSe Direct Discovery in that Local PLMN. The ProSe Functions, in the Local PLMNs are called local ProSe Functions.

NOTE:
The UE does not need to be registered in the Local PLMN to get authorization (if required) from the local ProSe Function since authorisation is performed "over IP".

-
If the UE is required to get authorisation from a local ProSe Function, it accesses that local ProSe Function to get PLMN specific Authorisation Information. These ProSe Functions include the one of the registered PLMN as well as those of other Local PLMNs.
-
When the local ProSe Function is not in the HPLMN, the local ProSe Function always contacts the ProSe Function in HPLMN to check authorization and the local ProSe function consolidates the authorization information. Final authorization always comes from the local ProSe Function.

The authorization can be revoked at any point by either the local ProSe Function or the ProSe Function in HPLMN.

OMA DM is used as the protocol to authorise and provision the UE. Authorisation and provisioning is performed via the PC3 reference point.
**** NEXT MODIFIED SECTION ****

5.2
Service authorisation for ProSe Direct Discovery and ProSe Direct Communication
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Figure 5.2-1: Service authorisation for ProSe Direct Discovery or ProSe Direct Communication or both

The UE gets the service authorisation for ProSe Direct Discovery or ProSe Direct Communication or both, with a given validity time, from the ProSe Functions of HPLMN. Optionally, the UE gets additional service authorisation for ProSe Direct Discovery (as a “monitoring” UE only) from Local PLMNs.

The service authorisation procedure is executed:

-
before starting the setup of ProSe Direct Discovery or ProSe Direct Communication, or

-
when the UE already engaged in a ProSe Direct Discovery or ProSe Direct Communication changes its registered PLMN, or

-
when the service authorisation is no longer valid.

The authorisation is happening using "over IP" mechanisms and only IP connectivity is required to allow the UE to access this ProSe Function.

In this signalling flow the following steps are performed:

Step 0:
HPLMN configures UE with PLMN list that support direct services.

Step1~3:
If the UE is conditionally authorised for ProSe Direct Discovery for Local PLMNs, the UE contacts the local ProSe Functions to receive authorization info applicable to this PLMN. The address of the ProSe Function in Local PLMN can either be provided from HPLMN or self-constructed by the UE e.g. derived from PLMN ID of the Local PLMN.

Step 4:
The local ProSe Function obtains authorization info from HPLMN and merges with own policy.

Step 5:
Local ProSe Function provides authorisation info to UE. This authorisation info applies to this PLMN. The UE stores the authorisation information obtained from local ProSe Function in a secure way. If needed at any point the authorization can be revoked by the local ProSe Function or Prose Function in the HPLMN e.g. by sending an OMA DM push message.

**** NEXT MODIFIED SECTION ****

5.3.1.1
Overview

ProSe Direct Discovery is defined as the process that detects and identifies another UE in proximity using E-UTRA direct radio signals.

There are two types of ProSe Direct Discovery: open and restricted. Open is the case where there is no explicit permission that is needed from the UE being discovered, whereas restricted discovery only takes place with explicit permission from the UE that is being discovered.

ProSe Direct Discovery can be a standalone service enabler that could for example use information from the discovered UE for certain applications in the UE that are permitted to use this information e.g. "find a taxi nearby", "find me a coffee shop". Additionally depending on the information obtained ProSe Direct Discovery can be used for subsequent actions e.g. to initiate ProSe Direct Communication.

The UE can act as "announcing UE" only in the band designated by the serving PLMN but may act as a "monitoring" UE also in the resources of Local PLMNs.
ProSe-enabled non-Public Safety UEs which have obtained authorization to participate in ProSe Direct Discovery procedures shall not continue in participating in ProSe Direct Discovery procedures as soon as they detect loss of E-UTRA coverage in the serving PLMN.
**** NEXT SECTIONS FOR INFORMATION ****

5.4
Procedures for ProSe Direct Communication

5.4.1
One-to-many ProSe Direct Communication general

One-to-many ProSe Direct Communication   is applicable only to ProSe-enabled Public Safety UEs  and when authorised, can apply when the UE is served by E-UTRAN and when the UE is outside of E-UTRA coverage.

One-to-many ProSe Direct Communication   has the following characteristics:

-
One-to-many ProSe Direct Communication  is connectionless. Thus there is no signalling over PC5 control plane.

-
There is no QoS support apart from priority handling.

-
The radio layer provides a user plane communication service for transmission of IP packets between UEs engaged in direct communication.

-
Members of a group share a secret from which a group security key may be derived to encrypt all user data for that group.

-
Authorisation for one-to-many ProSe Direct Communication  is configured in the UE by the ProSe Function using PC3 reference point.

-
ProSe UE configuration parameters (e.g. including ProSe Group IP multicast addresses, ProSe Group IDs, Group security material, radio related parameters) are configured in the UE.

5.4.2
One-to-many ProSe Direct Communication transmission

This procedure is applicable to authorized ProSe-enabled Public Safety UEs.
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Figure 5.4.2-1: One-to-many ProSe Direct Communication transmission

1.
UE is configured with the related information for one-to-many ProSe Direct Communication as defined in clause 4.5.1.1.2.3.3. The UE obtains the necessary group context (ProSe Layer-2 Group ID, ProSe Group IP multicast address) to transmit IP-layer transport of data, and also the radio resource related parameters used for the Direct Communication.

2.
The originating UE finds the appropriate radio resource to conduct one-to-many ProSe Direct Communication. If the UE is "served by E-UTRAN" it always uses the resources signalled from the network. If the UE is not "served by E-UTRAN" it uses the appropriate radio resources for this purpose.

NOTE:
More details about step 2 to be defined in RAN specifications.

3.
The originating UE sends the IP data to the IP multicast address using the ProSe Layer-2 Group ID as Destination Layer-2 ID.

5.4.3
One-to-many ProSe Direct Communication reception

This procedure is only applicable to authorized ProSe-enabled Public Safety UEs.
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Figure 5.4.3-1: One-to-many Direct Communication reception

1.
UE is configured with the related information for one-to-many ProSe Direct Communication as defined in clause 4.5.1.1.2.3.3. The UE obtains the necessary group context (ProSe Layer-2 Group ID, Group IP multicast address) to receive IP-layer transport of data, and also the radio resource related parameters used for the Direct Communication.

2.
The receiving UE listens to the allocated radio resource to receive one-to-many ProSe Direct Communication.

NOTE:
More details about step 2 to be defined in RAN specifications.

3.
The receiving UE filters out the received packet based on the ProSe Layer-2 Group ID contained in the Destination Layer-2 ID and if it matches the Group IDs configured, delivers the packet to upper layers. The user plane packets will be delivered to the IP stack that filters the packets based on the Group IP multicast address.

5.4.4
Direct communication via ProSe UE-to-Network Relay

5.4.4.1
General

ProSe UE-to-Network Relay capable UE may attach to the network (if it is not already connected) and connect to a PDN connection enabling the necessary relay traffic or it may need to connect to additional PDN connection(s) in order to provide relay traffic towards Remote  UE(s).  PDN connection(s) supporting UE-to-Network Relay shall only be used for Remote ProSe UE(s) relay traffic.

5.4.4.2
IPv6 Stateless Address auto-configuration
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Figure 5.4.4.2-1: Direct communication via ProSe UE-to-Network Relay (IPv6 prefix allocation)

1.
The ProSe UE-to-Network Relay obtains IPv6 prefix via prefix delegation function from the network as defined in TS 23.401 [5], if no PDN connection for this relaying exists.

2.
The ProSe UE-to-Network Relay (to allow either Model A or Model B discovery) provides information assisting the Remote UE to perform "relay selection" e.g. if more than one relay is "announcing" in proximity of the Remote UE. The ProSe UE-to-Network Relay also indicates whether it supports the ability to receive signalling from the Remote UE.

3.
The Remote UE uses the received relay selection information to select the ProSe UE-to-Network Relay and and selects a ProSe UE ID (of the selected ProSe UE-to-Network Relay) that corresponds to the PDN connection it wants to connect through.

4.
If the PDN type associated with the PDN connection is IPv4v6 or IPv6 and the Remote UE is configured to perform IPv6 Stateless Address auto-configuration, the Remote UE shall send a Router Solicitation message to the network to the Layer-2 link ID of the Relay corresponding to the PDN connection the Remote UE has selected, in order to solicit a Router Advertisement message. The message is sent using as Destination Layer-2 Address the ProSe UE ID of the ProSe UE-to-Network Relay discovered in step 2.

5.
Upon receiving the Route Solicitation message from the UE the ProSe UE-to-Network Relay shall send an IPv6 Router Advertisement message as specified in IETF RFC 4862 [6] to the UE for PDN connection type IPv4v6 or IPv6 (i.e. the ProSe UE-to-Network Relay acts as an advertising interface as specified in IETF RFC 4861 [10] for the PDN connection type IPv4v6 or IPv6). The Router Advertisement messages shall contain the assigned IPv6 prefix received during the establishment of the PDN connection selected by the Remote UE. After the Remote UE receives the Router Advertisement message, it constructs a full IPv6 address via IPv6 Stateless Address auto-configuration in accordance with IETF RFC 4862 [6]. However, the Remote UE shall not use any identifiers defined in TS 23.003 [12] as the basis for generating the interface identifier. For privacy, the Remote UE may change the interface identifier used to generate the full IPv6 address, as defined in TS 23.221 [11] without involving the network. The Remote UE shall use the auto-configured IPv6 address while sending packets in this implicitly created PDN connection.

5.4.4.3
IPv4 Address allocation using DHCPv4
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Figure 5.4.4.3-1: Direct communication via ProSe UE-to-Network Relay (using DHCPv4)

1-3.
The IPv4 equivalent of steps 1-3 in clause 5.4.4.2.

4.
If the PDN type associated with the PDN connection is IPv4v6 or IPv4 and the Remote UE is configured to perform DHCPv4 [7], the Remote UE shall send DHCPv4 Discovery message. The message shall be sent using as Destination Layer-2 Address the ProSe UE ID of the ProSe UE-to-Network Relay discovered in step 2.

5.
The ProSe UE-to-Network Relay acting as a DHCPv4 Server sends the DHCPv4 Offer with the assigned Remote UE IPv4 address corresponding to the PDN connected selected by the Remote UE.

6.
When the Remote UE receives the lease offer, it sends a DHCP REQUEST message containing the received IPv4 address.

7.
The ProSe UE-to-Network Relay acting as DHCPv4 server sends a DHCPACK message to the Remote UE. This message includes the lease duration and any other configuration information that the client might have requested.


On receiving the DHCPACK message, the Remote UE completes the TCP/IP configuration process.

NOTE:
The DHCPv4 client may skip the DHCPv4 Discovery phase, and send DHCPv4 Request message in broadcast as the first message in accordance with the DHCPv4 renewal process.
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