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	Reason for change:
	This CR addresses a couple of security related issues.

For section U.2.1.1 “Introduction”:
1. In scenario „WIC registration of individual Public User Identity based on web authentication” the description that the user has a subscription with an individual IMPU needs further clarification. In addtion it has to be clarified that the WWSF determines IMS identities and does not assign them.  
For section U.2.1.4 “WIC registration of individual Public User Identity from a pool of Public User Identities”:
2. There is a sentence which states that “the WWSF is provided with a pool of subscriptions with IMS and can assign individual Public User Identities within this pool”. This is not very precise and raises some questions: Is there one IMPI per IMPU in the pool, i.e. are there as many pre-established IMS subscription entries in the HSS as there are IMPI/ IMPU pairs in the pool? Or can IMPIs, IMPUs for one subscription be linked as in Fig. 4.6 of 23.228? Can two different WICs be registered for IMPUs (IMPIs) from the same subscription at the same time?
Proposal: One WIC gets assigned an unique IMPU/IMPI pair as there are no benefits of sharing IMPUs as shown in Fig. 4.6 of 23.228. I.e. for WebRTC there is one subscription entry for each IMPU/IMPI pair.
3. As the WWSF has no visibility of IMS registrations, how can the WWSF know when an IMPU is no longer in use by one WIC (because the user has deregistered) and can now be newly assigned to another WIC?

Proposal: The only practical solution is to assign the IMPU/IMPI only once for certain period of time and set the maximum registration duration accordingly in IMS. This period of time can either be standardised or becomes part of the agreement between WWSF and IMS operator. What has to be avoided certainly is that the IMS operator has to remember different maximum registration periods for different WWSFs. Any requirements on the WIC-WWSF interface (W1), e.g. that the WIC must report back to the WWSF once it has de-registered, or that the WWSF queries the WIC about the registrations status in the absence of such a report back are unreliable or adding additional signalling overhead. It is therefore suggested to add a new bullet point saying that the WWSF and the IMS operator define a lifetime for security as otherwise the WWSF cannot know when an IMPU-IMPI pair from its pool can be re-assigned to the next user.

	
	

	Summary of change:
	Clarifications for the description of “scenario 2” described in section U.2.1.1.
Adding a clarification that each subscription contains only one IMPU/IMPI pair which is assigned to a single WIC.
Adding a new bullet saying the WWSF and the IMS operator are required to coordinate the lifetime for security, otherwise WWSF cannot know when an IMPU-IMPI pair from its pool can be re-assigned to the next user.

	
	

	Consequences if not approved:
	Stage 3 work, especially those on security aspects, may not be in line with the stage 2.
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Start of 1st Change
U.2.1.1
Introduction

The WebRTC IMS architecture supports the following different IMS registration scenarios that may differ in the authentication method, and ownership of the WWSF (i.e. operator network or third party):

-
"WIC registration of individual Public User Identity using IMS authentication": The user has a subscription with an individual Public User Identity and uses an IMS authentication mechanism (e.g. IMS Authentication) to authenticate with IMS. Clause U.2.1.2 provides detailed procedures for this scenario.

-
"WIC registration of individual Public User Identity based on web authentication": The user has a subscription with an individual Public User Identity. The WWSF authenticates the user using a web identity and authentication scheme. The WWSF determines IMS identities for the user (e.g. based on the user's web identity via database lookup or other translation means). An individual registration is handled by the S-CSCF per WIC registration. Clause U.2.1.3 provides detailed procedures for this scenario.

-
"WIC registration of individual Public User Identity from a pool of Public User Identities": The WWSF is typically located in a third party network and has a business arrangement with the IMS operator. The WWSF authenticates the user using a web identity and authentication scheme, or authorizes the WIC without authenticating the user. The WWSF assigns IMS identities to the user from within a pool allocated by the operator. An individual registration is handled by the S-CSCF per WIC registration. Clause U.2.1.4 provides detailed procedures for this scenario.

End of 1st Change
Start of 2nd Change
U.2.1.4
WIC registration of individual Public User Identity from a pool of Public User Identities

The WWSF is provided with a pool of subscriptions, each containing a single unique IMPU/IMPI pair, with IMS and can assign individual Public and Private User Identities from this pool. The WWSF may be located in a third party network and have a business arrangement with the IMS operator.

The registration call flow for a WIC being assigned an individual Public User Identity from a pool of Public User Identities assigned to the WWSF is the same than the registration call flow defined in Figure U.2.1.3-1 with following differences:

-
In step 1, the WWSF may decide not to authenticate the user. Unauthenticated users are anonymous to the third party but may still be authorized for IMS service.
-
The lifetime of the security should be coordinated between IMS provider and WWSF provider as; otherwise, the WWSF cannot know when an IMPU-IMPI pair from its pool can be re-assigned to the next user.
End of 2nd Change
