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1. Introduction
This P-CR proposes the direct communication one-to-many procedures based on the conclusions documented in clause 8.2. 

The text follows the skeleton structure of TS 23.303 and should be transferred to the TS together with the rest of the procedures.

Some of the sections are duplicated with similar contributions for ProSe UE-to-Network Relays and direct discovery. The duplicate sections are shown in order to facilitate text continuity. Eventually some of this text will be merged in the same sections in the TS.
2. Proposal

It is proposed to capture the proposed text in a new technical annex in TR 23.703
>>>>New text<<<<
Annex X:
ProSe direct communication one-to-many (decentralised mode)
This annex is a temporary placeholder for the endorsed solution for ProSe direct communication one-to-many (decentralised mode).

The description in this annex uses the same clause numbering as the ProSe technical specification (TS 23.303) and the text in each clause below targets the corresponding clause in TS 23.303. It is agreed that the contents of this annex shall be moved to TS 23.303.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[x2]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[x3]
RFC 4862: "IPv6 Stateless Address Autoconfiguration".
3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

ProSe direct communication: A communication between two or more UEs in proximity that are ProSe-enabled, by means of user plane transmission using E-UTRA technology via a path not traversing any network node. 

ProSe-enabled UE: A UE that supports ProSe requirements and associated procedures. Unless explicitly stated otherwise, a ProSe-enabled UE refers both to a non-public safety UE and a public safety UE. 

ProSe-enabled Public Safety UE: A ProSe-enabled UE that also supports ProSe procedures and capabilities specific to Public Safety.

ProSe-enabled non-public safety UE: A UE that supports ProSe procedures and but not capabilities specific to public safety.
Source Layer-2 ID: A link-layer identity that uniquely identifies a device that originates ProSe communication frames.

Destination Layer-2 ID: A link-layer identity that uniquely identifies a device or a group of devices that are recipients of ProSe communication frames.

ProSe Layer-2 Group ID: A pre-configured layer-2 group identifier that may be used to address a set of users at the 3GPP lower layers. It is typically associated with a ProSe Application ID.
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

ProSe
Proximity-based Services

PMCE
ProSe Management Control Entity

PSB
ProSe Bearer Service

4
Architecture Model and Concepts
4.1
General Concept

Editor’s Note: This clause will describe the overall concept of ProSe e.g. a short description of  the features supported.

[…]

4.1.2
Direct communication one-to-many (decentralised mode)

Direct communication one-many (decentralised mode) is applicable to Public Safety UEs only and can apply when the UE is served by E-UTRA or not, if authorised.



Direct communication one-many (decentralised mode) has the following characteristics:

-
Communication for one-to-many communication decentralised mode is connectionless. Thus there is no over PC5 control plane signalling. 
-
There is no QoS support apart from priority handling.
-
The user plane interface to the D2D radio layer is IP packets carried over radio bearers.





-
Members of a group share a secret from which a group security key may be derived to encrypt all user data for that group.  Only group members will be able to decrypt the user data as only they will possess the group secret.

-
Authorisation for Direct communication one-to-many (decentralised mode) is be pre-configured in the UE by the ProSe Function using PC3c reference point.

-
ProSe UE configuration parameters (e.g. including ProSe Group IP multicast addresses, ProSe Group IDs, Group security material, radio related parameters) are be pre-configured in the UE, as defined by procedures defined in this document.
4.2
Architectural Reference Model

Editor’s Note: This clause will describe the high-level non-roaming and roaming architecture for ProSe.

Figure 4.2-1 shows the high level view of the non-roaming architecture.
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Figure 4.2-1: Non-Roaming Reference Architecture 

The following figure 4.2-2 shows the high level view of the roaming architecture.
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Figure 4.2-2: Inter-PLMN Reference Architecture 
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Figure 4.2-3: Roaming Reference Architecture 

EPC here represents the E-UTRAN Core Network architecture as represented in TS 23.401 [x2].  Interfaces inside the EPC may also be impacted albeit they are not explicitly shown in this diagram.
More details on the different instantiations of the reference points to interfaces to the different EPC network nodes is provided in other clauses.
4.3
Reference points

Editor’s Note: This clause will list the reference points that will be defined to support ProSe.

4.3.1
General

4.3.2
List of Reference Points
PC1:
It is the reference point between the ProSe application in the UE and in the ProSe App Server. It is used to define application level signalling requirements. This interface is out of scope of 3GPP in this release of the specification.
PC2:
It is the reference point between the ProSe Application Server and the ProSe Function. It is used to define the interaction between ProSe App Server and ProSe functionality provided by the 3GPP EPS via ProSe Function. This interface is out of scope of 3GPP in this release of the specification.
PC3a:
(as defined for EPC-level discovery)

PC3b:
It is the reference point between the UE and ProSe Function that is used to authorise direct discovery requests, and perform allocation of  ProSe Application Codes and ProSe Application Identities used for direct discovery. 
PC3c:
It is the reference point between the UE and ProSe Function. It is used to define the authorisation policy per PLMN for ProSe direct discovery (for Public Safety and non Public Safety) and communication (for Public Safety only) between UE and ProSe Function. In case of Public Safety it is also used to provision parameters in the PMCE that are needed when the UE is not "served by E-UTRA".
PC4a:
It is the reference point between the HSS and ProSe Function. It is used to provide subscription information in order to authorise access for direct services in a PLMN.

PC4b:
It is the reference point between the HSS and ProSe Function. It is used to provide subscription information in order to allow the ProSe Function to authorise direct discovery requests.
PC4c:
(defined for EPC-level discovery)
PC4d:
(defined for EPC-level discovery)
Editor's Note: Depending on the function needed, PC4 and PC7 may terminate in different EPC entities and may reuse existing interfaces.  This will be further defined as work progresses.

PC5:
It is the reference point between UE to UE directly used for control and user plane for direct discovery and communication.

PC6b:
It is the reference point between the ProSe Functions in different PLMN (when not roaming) and the ProSe Function in the HPLMN. It is used to authorise direct discovery requests, and perform allocation of  ProSe Application Identity Codes and ProSe Application Identity Names  from the HPLMN. 
PC6c:
It is the reference point between the ProSe Functions in different PLMN (when not roaming) and the ProSe Function in the HPLMN. It is used for HPLMN control of ProSe service authorization. 
PC7b:
It is the reference point between the ProSe Function in the VPLMN or ProSe Functions in different PLMN (when roaming) and the ProSe Function in the HPLMN. It is used to authorise direct discovery requests, and perform allocation of  ProSe Application Identity Codes and ProSe Application Identity Names  from the HPLMN. 
PC7c:
It is the reference point between the ProSe Function in the VPLMN or ProSe Functions in different PLMN (when roaming) and the ProSe Function in the HPLMN. It is used for HPLMN control of ProSe service authorization. 
SGi:
 In addition to the relevant functions defined in TS 29.061 [10] via SGi, it  may be  used for application data and  application level control information exchange.

4.4
Network Elements

4.4.1
General
4.4.2
ProSe Function

The ProSe Function is the logical function that is used for network related actions required for ProSe. The ProSe Function plays different roles for each of the features of ProSe. 
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Figure 4.4.2-1: UE to ProSe Function Interfaces for each sub-function
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Figure 4.4.2-2: ProSe Function Interfaces to other network elements and PLMNs

The ProSe Function consists of three main sub-functions that perform different roles depending on the ProSe feature:

- 
Direct Provisioning Function (DPF) is used to provision the UE with necessary parameters in order use ProSe direct services. It is used to provision the UEs with PLMN specific parameters that allow the UE to use ProSe in this specific PLMN. For direct communication used for Public Safety DPF is also used to provision the UE with parameters that are needed when the UE is not "served by E-UTRA".. 

- 
Direct Discovery Name Management Server is used for open direct discovery to allocate and process the mapping of ProSe Applications IDs and ProSe Application Codes used in direct discovery. It uses ProSe related subscriber data stored in HSS for authorisation for each discovery request. It also provides the UE with the necessary security material in order to protect discovery messages transmitted over the air.

-
EPC-level ProSe Function is used…

ProSe Function provides the necessary charging functionality for usage of ProSe (via the EPC or for direct services). 

4.5
High Level Function

Editor’s Note: This section explains the high level functions (e.g. charging, triggering, etc) for ProSe 
4.5.1
Provisioning for direct discovery and communication

4.5.1.1
Authorization and provisioning for ProSe
The basic principles of service authorization for ProSe direct discovery and communication are as follows:

- 
UE gets authorization from HPLMN for using direct discovery in certain PLMNs per country. These PLMNs are called local PLMNs and their ProSe Functions, local ProSe Functions. The authorisation policy can authorise the UE from HPLMN to use discovery in local PLMN without need to contact these PLMN first, conditionally authorise the UE requiring to also receive authorisation from the ProSe Functions of local PLMNs or not authorise the UE at all.
NOTE 1: The UE does not need to be registered in local PLMNs to get authorization (if required) from local ProSe Functions since authorisation is performed "over IP".

- 
If the UE is required to get authorisation from local ProSe Functions, it accesses local ProSe Functions to get PLMN specific Authorisation Information; these ProSe Functions include the one of the registered PLMN those of other local PLMNs (of that specific country).
-
In that case, the local ProSe Function always contacts the ProSe Function in HPLMN to check authorization and consolidates the authorization info. Final authorization info always comes from local ProSe Functions
The authorization can be revoked at any point by any of  the local ProSe Functions or the ProSe Function in HPLMN if the UE is de-authorized to use to use ProSe either from the local PLMN or HPLMN.
OMA DM is used as the protocol to authorise the UE via the PC3c reference point.
4.5.1.1.1
Provisioning information for ProSe direct services
The following information can be contained in the authorisation info that is provided by the ProSe Function to the UE for authorisation of using direct services in a particular PLMN
.
NOTE: 
For Public Safety usage the operator is able to pre-configure Public Safety UEs (e.g., in the USIM or ME) with the required provisioning parameters for ProSe direct services, without the need for the Public Safety UEs to connect to the ProSe Function  to get this initial configuration. 
4.5.1.1.1.2
Provisioning for direct discovery and communication (Public Safety UE)

The contents of this section are applicable to Public Safety UEs only.

4.5.1.1.1.2.1
Additional provisioning information for direct discovery

In addition to the parameters indicated in clause 4.5.1.1.1.1, the Public Safety UE is provisioned with the following information: 

1) Authorisation policy when the UE is "not served by E-UTRA" 

-
Indicates whether the UE is authorised to perform direct discovery when "not served by E-UTRA"

2) Radio parameters container for when the UE is "not served by E-UTRA"
-
 Includes the radio parameters that need to be configured in the UE in order to be able perform direct discovery procedures when not "served by E-UTRA". This includes e.g. frequency bands etc.

NOTE: More details on the necessary parameters will be defined in RAN specifications.

4.5.1.1.1.2.2
Provisioned information for direct communication one-to-many

The following information is provisioned to the UE for direct communication: 
1) Authorisation policy

When the UE is "served by E-UTRA":

- PLMNs that the UE is authorised to perform direct communication one-to-many

-  For each PLMN in the list also indicate whether the UE is pre-authorised by HPLMN to perform direct communication one-to-many or it is conditionally authorised, in which case the UE would need to contact the ProSe Functions of these PLMNs (when it is in this country) in order to obtain authorisation. 

When the UE is "not served by E-UTRA": 

- Indicates whether the UE is authorised to perform one-to-many communication procedures when "not served by E-UTRA"

2) Direct communication policy/parameters
- Includes the identifiers that allow the UE to perform one-to-many communication: 

- 
ProSe Group Name;

-
ProSe Layer-2 Group ID;

- 
ProSe Group IP multicast address

- Indication whether the UE should use IPv4 or IPv6 for the specific group

[…]

3) Radio parameters container for when the UE is "not served by E-UTRA"
-
 Includes the radio parameters that need to be configured in the UE in order to be able perform direct communication one-to-many procedures when "not served by E-UTRA". This includes e.g. frequency bands etc.

NOTE: More details on the necessary parameters will be defined in RAN specifications.

4) Security container

-
 Includes any security related content that need to be configured in the UE in order to be able perform direct communication one-to-many procedures when "not served by E-UTRA". 

NOTE: More details on the necessary parameters will be defined in SA3 specifications.

Editor's Note: SA3 will also assess whether it is necessary to provision any security parameters from DPF. 
4.5.3
IP address allocation

For ProSe one-to-many communication (decentralised mode): 

-
when the UE is configured to use IPv6 on the direct link, the UE auto-configures a link local IPv6 Address following procedures defined in RFC 4862 [x3]. This address can be used as source IP address for direct communication one-to-many only.

 […]

4.6.2
Identifiers for direct communication

4.6.2.1
ProSe UE ID

It is a unique link layer identifier assigned by the EPS and uniquely represents the UE in the context of ProSe communication. It is contained as a Source or Destination Layer-2 ID in all the packets the UE sends for ProSe direct communication.

[…]
4.6.2.2
ProSe Layer-2 Group ID
It is a unique link layer identifier assigned by the ProSe Function and uniquely represents the group in the context of ProSe direct communication one-to-many (decentralised mode). It is contained as a Destination Layer-2 ID in all the packets the UE sends to this group.

5.2
Service authorisation for ProSe direct services
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Figure 5.2-1: Service authorisation for ProSe direct services
The UE gets the service authorisation for direct services (i.e. direct discovery and/or communication) from the ProSe Functions of HPLMN and optionally from local PLMNs. The authorisation is happening using "over IP" mechanisms and only IP connectivity is required to allow the UE to access this ProSe Function. 
In this signalling flow the following steps are performed:

Step 0: HPLMN configures UE with PLMN list that support direct services. 
Step1~3: If the UE is conditionally authorised for direct services for local PLMNs, the UE contacts the local ProSe Functions to receive authorization info applicable to this PLMN. The address of the ProSe Function in local PLMN, can either be provided from HPLMN or self-constructed by the UE e.g. derived from PLMN id of the local PLMN.

Editor's Note: The mechanism to authenticate and verify authorization of the UE in each ProSe Function will be defined by SA WG3.

Step 4: The local ProSe Function obtains authorization info from HPLMN and merges with own policy.
Step 5: Local ProSe Function provides authorisation info to UE. This authorisation info applies to this PLMN. The UE stores the authorisation information obtained from local ProSe Function in a secure way. If needed at any point the authorization can be revoked by the Local ProSe Function or Prose Function in the HPLMN e.g. by sending an OMA DM push message.

5.4
Procedures for direct communication

5.4.1
Direct communication one-to-many (decentralized mode) transmitter

This procedure is applicable to authorized ProSe-enabled Public Safety UEs that are authorised to transmit.
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Figure 5.4.1-1: Direct one-to-many communication (decentralised mode) transmitter
1.
UE is configured with the related information for one-to-many communication as defined in clause 4.5.1.1.1.2.2. The UE obtains the necessary group context (Group name, ProSe Layer-2 Group ID, ProSe Group IP multicast address, Group security key) to transmit IP-layer transport of data, and also the radio resource used for the direct communication. 

2.
The originating UE finds the appropriate radio resource to conduct one-to-many communication. If the UE is "served by E-UTRA" it always uses the resources signalled from the network. If the UE is not "served by E-UTRA" it uses the appropriate radio resources for this purpose. 

NOTE: More details about step 2 to be defined in RAN WGs.

3.
The originating UE sends the IP data to the IP multicast address, and the ProSe Layer-2 Group ID as Destination Layer-2 ID.

5.4.2
Direct communication one-to-many (decentralized mode) receiver

This procedure is only applicable to authorized ProSe-enabled Public Safety UEs that are authorised to receive.
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Figure 5.4.2-1: Direct one-to-many communication (decentralised mode) receiver
1.
UE is configured with the related information for one-to-many communication as defined in clause 4.5.1.1.1.2.2. The UE obtains the necessary group context (Group name, ProSe Layer-2 Group ID, ProSe Layer-2 Group IP multicast address, Group security key) to receive IP-layer transport of data, and also the radio resource used for the direct communication. 

2.
The receiving UE finds the appropriate radio resource to conduct one-to-many communication. If the UE is "served by E-UTRA" it always uses the resources signalled from the network. If the UE is not "served by E-UTRA" it uses the appropriate radio resources for this purpose. 

NOTE: More details about step 2 to be defined in RAN WGs.

3.
The receiving UE filters out the received packet based on the ProSe Layer-2 Group ID contained in the Destination Layer-2 ID and if it matches the Group IDs configured, delivers the packet to upper layers. The user plane packets will be delivered to the IP stack that filters the packets based on the Group IP multicast address.

>>>>End of new text<<<<
�Same as in contribution for direct discovery.


�Same as in contribution for direct discovery.


�Same as in contribution for direct discovery.


�Same as in contribution for ProSe UE-to-Network Relays.


�Additional text in contribution for ProSe UE-to-Network Relays.


�Additional text in contribution for ProSe UE-to-Network Relays.


�Same as in contribution for ProSe UE-to-Network Relays.


�Same text as in contribution for direct discovery, ProSe UE-to-Network Relays.
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1. UE is pre-configured with group information
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