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Abstract of the contribution: This contribution discusses and proposes additional information to be exchanged on the GC2 interface, e.g. security credentials, failure notification information, etc.
1 Proposal

In the GCSE_LTE architecture for Rel-12, the GCSE AS is a third party entity. In order to protect the BM-SC from being misused and potential attacks by rouge GCSE ASs, the GCSE AS needs to be authenticated and the GC2 connection needs to be secured for both signalling and user plane. In order to ensure such security over GC2, there is a need for:

· BM-SC to be configured with security credentials for every GCSE AS that is allowed to communicate with it, e.g. GCSE AS ID, associated security credentials, etc.,
· For using GC2, the GCSE AS to authenticate itself to the BM-SC using the configured security credentials.
In case GC2 connection establishment request from GCSE AS is rejected, the BM-SC to return appropriate failure cause, e.g. authentication failure, insufficient MBMS resources, etc. to the GCSE AS.
Note: This proposal is for documenting the need for security over GC2. The details are to be studied by SA3. 
****************************************FIRST CHANGE******************************************

7.1.1
Information exchanged between GCSE AS and BM-SC

The following information needs to be exchanged between the GCSE AS and BM-SC on the GC2 control plane interface:

From BM-SC to GCSE AS

-
User Service Description of the MBMS User Service established by the BM-SC (which contains information about the media including serviceId, TMGI, multicast address/port of media, etc.)
-
Service information (e.g., TMGI(s), IP address(es)/port(s) of the eMBMS media) 

-
Information regarding the bearer state (for e.g, if the bearer was successfully established etc)
-  Appropriate failure cause, in case of failure to establish eMBMS bearers (e.g., authentication failure, insufficient MBMS resources etc)
-
Information needed to route media packets from GCSE AS to the BM-SC (e.g., IP address(es), port(s))
From GCSE AS to BM-SC

-
MBMS Service area where the group call is targeted 

-
Session information (e.g., session start time, Media Component information (e.g. media type, bandwidth), Group Priority, Group Communication service ID, etc)
-  Security credentials for using GC2, e.g., GCSE AS to authenticate itself to the BM-SC 
Editor's Note: Other Information that can be conveyed via GC2 is FFS

Editor's Note:  The impacts to GC2 related to eMBMS security will be studied by SA3.

The BM-SC is configured with security credentials for every GCSE AS that is allowed to communicate with it, e.g. GCSE AS ID, associated security credentials, etc. The BM-SC authenticates the communicating GCSE AS and rejects unauthorized connection requests with appropriate failure cause.
******************************************NEXT CHANGE****************************************

8.1 
General
-
The GCSE_LTE applications will use a mix of Unicast and eMBMS bearers. Any evolution of eMBMS or unicast bearers in rel-12 is assumed to be mostly impacting RAN layers only.

-
In Rel-12 no UE-to-GCSE_LTE application-specific interface will be standardized by 3GPP (SP-130506). 
3GPP still need to decide how TMGIs and associated security credentials are allocated. As no specification impact is expected, in Rel-12 some application developer guideline will be provided to document the kind of information applications and UE's need to exchange to use the unicast and the eMBMS bearers correctly. 

-
GCSE_LTE applications interact with the BMSC to enable for specific GCSE_LTE groups the establishment of eMBMS bearers for specific distribution areas, and with specific QoS level for specific IP flows. 
The BMSC provides the applications with the eMBMS service information for the various GCSE_LTE groups using eMBMS. As such, in Rel-12 it is expected the GC2 interface shall be standardized. 

-
Multiple GCSE Groups may be multiplexed on the same eMBMS bearer.

-
The media distribution in DL for unicast is on SGi (no GC5 required).

-
GC3 shall be the M1 interface.

-
The functionality required to support the MUSE function is assumed to be split between the BMSC and the MBMS GW. Due to GCSE there are no (or only limited if any) expected change on the MBMS GW  and on SGmb _

-
GC4 is the Sm interface 

-
It is up to the application layer to deal with packet loss / duplication / not in sequence delivery of packets (e.g. related with switching between point-to-point and eMBMS delivery). 

- 
It is assumed that the GCSE AS is not associated to any specific PLMN from an ownership standpoint, and it can access PLMN resources via SGi+Rx (When using unicast bearers) and GC2(when using Multicast bearers). 

- 
The SGi interface can be offered in LBO mode or home routed mode. 

- 
The Rx is supported in the HPLMN (whether  SGi is in Home routed or LBO mode). 

- 
The GC2 is offered only by the serving PLMN in this release of the specifications.
Editor's Note: it is FFS if any method based on a single GC2 interface with the Home network and eMBMS roaming will be required to be standardized in this release 
- 
The GCSE AS is authenticated by the BM-SC for securing the GC2 connection

- 
The PLMN ID of the serving PLMN and the HPLMN ID needs to be provided to the GCSE AS when serving  PLMN ID changes so the GCSE-AS can select the right Rx and GC2 connections. This happens via a GCSE registration or re-registration procedure.

- 
The GCSE AS needs to be configured with the IP addresses or a FQDN of the contact points for Rx and GC2. The GC2 contact points need to be configured per PLMN ID, while the Rx is a single value per user, associated to the HPLMN ID. 

- 
If for a PLMN ID there is no GC2 contact point configured, the GCSE AS can only offer unicast-based group services for the related PLMN.

- 
PLMN selection procedures are not affected by GCSE. The list of preferred PLMNs in the USIM and the forbidden PLMNs by the HPLMN may however be customized if the GCSE application requires to only access to eMBMS capable PLMNs with which an agreement to use eMBMS is in place (i.e. PLMN's for which there is a GC2 contact point).

-
The eMBMS service information (i.e, USD) is exchanged over the GC1 interface. Exchanging USD over GC1 requires the GCSE AS to fetch the USD from the BM-SC over the GC2 interface.

Editor's Note: It is FFS whether an additional method of providing the USD will also be supported in Rel-12, i.e. the method of sending (broadcasting) the USD over eMBMS.

****************************************END OF CHANGE****************************************
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