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Liaison Statement on MAP Security

N2 would like to thank S3 for the very useful presentation on MAP security.  Following a more detailed review of the proposal, N2 concluded that it will not be possible to treat the MAP security proposal in Release'99 because N2 already has a very high work load and the lack time before the close of Release'99.

N2 is prepared to review the MAP security proposal as a Release'00 work item but would require guidance on the following issues. 

· S3 has made the assumption that MAP messages consist of a message header and body and proposes the addition of a security header between the header and message body. N2 would like to clarify that MAP does not have a clearly defined message header and therefore requests further information on the requirements for the MAP header.  The MAP header could be regarded as the MTP+SCCP+TC components but equally could be the MTP+SCCP+TC components plus aspects of the information transported by MAP.

· It was estimated that the security header could be up to 25 bytes, which may result in a requirement to segment already overloaded MAP messages. For a MAP message transported by a single MTP PDU the MAP payload is restricted to approximately 200 bytes.  Therefore, to determine which MAP messages will need segmenting, N2 requires more details regarding the maximum size of the security header.

· For MAP messages segmented at the application level, message segments are individually presented to the application layer at the destination node and may arrive out of order despite requesting sequenced delivery. The addition of the security header to each MAP message segment represents a reduction in signalling efficiency. Therefore, N2 seeks the opinion of S3 on the issue of whether each segment of a MAP message is required to include the security header?

· N2 requests further information on the requirements for MAP security in 2G-3G roaming cases.  The basic assumption is that 2G-networks shall not be impacted by the introduction of UMTS, an assumption that precludes the use of MAP security between 3G and 2G networks. Furthermore, since N2 is unable define MAP security in Release'99, MAP security interworking between R'99 and R'00 networks will need to be considered based on the assumption that R'99 networks will not provide MAP security.

· Release'00 may include an "All IP Option" for the core network, which would allow MAP to be transported using UDP/IP.  If this option is approved networks could use IP security techniques to provide secure MAP transport. Therefore, S3 are asked to take note of this when they consider future MAP security requirements. 

