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The following document contains version 1.2.0 of the 3G Technical Report on Combined GSM and Mobile IP Mobility Handling in UMTS IP CN. 

The following changes have been made compared to the previous version:

· Reordering as in Tdoc s2m99095

· Included Tdoc s2m99106 (Text on AAA)

· Included Tdoc s2m99108 (Text on Step 2 introduction)

· Included Tdoc s2m99109 (Text on IGSN description)

· Included Tdoc s2m99110 (Text on security)

· Included Tdoc s2m99114 (Text on Open Issues)

· Included Tdoc s2m99115 (Text on Conclusions)

· Included Tdoc s2m99116 (Text on AAA)

· Chapters 13, 14, 16, 17, 18 and 19 have been deleted. 

· Annexes B, C and D have been deleted.

· Apart from above mentioned changes minor changes to the text have been made, mostly deletions.

Open issues

1. A number of interoperability issues have been identified for inter-working between Step 3 and pre-Step 3 networks for a number of cases of roaming with Mobile IP enabled terminals, see the table in section 12.2. The study of these issues is critical to the migration to and the deployment of Mobile IP in network scenario step 3.

2. A number of issues have been identified for the backward compatibility of non-Mobile IP enabled mobiles, in step 3 networks where Mobile IP is used to support inter-IGSN handover and roaming, see chapter 12. The study of these issues is critical to the compatibility of terminals and UMTS networks.

3. The use of and migration to IPv6 requires further study for all of the identified three steps. The general aspects of these issues are a major study of the IETF.

4. Security encompasses a set of issues which are considered in this report as critical requirements. These issues include: Lawful interception, Location Confidentiality, Data Privacy, Non-repudiation, Key distribution and Core Network security. These issues are considered to be outside the scope of this study and the expertise of the people involved in drafting this report. The IETF, ETSI TC Security and 3GPP SA3 are expert groups who should co-operate to further these issues and find solutions for the identified requirements.

5. AAA and the related protocols are in themselves not a security issue, however these protocols are expected to provide solutions to the roaming, security and management requirements. These protocols require securing in terms of data integrity, data confidentiality and protection against replay attacks. AAA specifically addresses Authorisation, Authentication and Accounting and the transfer of the related data. This work is critical because it is still in progress in the IETF.

6. Support for other protocols besides IP, currently supported over UMTS GPRS at the application layer (e.g. PPP, X.25, OSP) needs to be considered further.

7. Support for QoS, especially for real-time traffic, is the subject of a continuing study. This has not been adequately pursued in this report. It is recognised as a critical issue for support in Mobile IP enabled networks, this is identified in section 11.8. Specifically the issues: QoS re-negotiation at the Foreign Agent for Steps 2 and 3; avoidance of triangle routing and performance during inter- and intra-domain handovers, require further study. Domain in step 2 is a UMTS PLMN, in Step 3 is an IP managed area determined by the Operator.

