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Abstract: This contribution proposes a use case for onboarding of IoT devices on a non-public network..

---------- Start Change ----------

5.Y	Onboarding of audio-visual IoT devices onto a non-public network
5.Y.1	Description
This scenario describes an onboarding procedure for granting connectivity via an NPN to audio visual production equipment. In this scenario, a studio with a deployed NPN brings a new device into service for the first time (onboarding) by retrieving the credentials required to access the NPN; whereby the retrieval of credentials potentially uses credentials provided by the device manufacturer.
As an initial consideration, it cannot be expected that IoT devices, including audio visual production devices such as microphones, pickups, etc, are provisioned with the credentials for an NPN at the time of manufacture. IoT devices, even higher-value audio-visual IoT devices, are expected to be produced agnostic to the eventual purchaser and operator.
In this scenario, a studio owner purchases some new audio production devices for use in a recording studio facility. The devices are procured from different vendors, for example, a set of audio pickups for stringed instruments, and a set of in-ear monitors for studio engineers. None of the devices have any user-interface (i.e. screen, keyboard etc.)
The studio owner wishes to connect these audio-visual production devices to his existing non-public network (NPN) deployed in his studio. Further, it is desirable to perform this connection without physical interfacing with the audio-visual device, for example by avoiding pushing credentials into the device with a debug cable interface, or a smartcard interface. This translates to a “zero-touch” onboarding requirement. 
In this scenario the audio-visual devices can connect to the NPN for provisioning purposes only and, without NPN credentials, gain access to a provisioning service which allows it to be authorised to securely retrieve NPN credentials.

5.Y.2	Pre-conditions
1. An NPN has been deployed in a recording studio.
2. The studio owner procures an audio-visual production device from an audio-visual device vendor (e.g. an in-ear monitor)
3. The audio-visual device does not have credentials to make an operational connection to the NPN within the studio

5.Y.3	Service Flows
1. Device is powered on within coverage of the NPN
2. Device connects to the NPN for the purpose of obtaining credentials to access the NPN
3. Device is provisioned with credentials to be operational in the NPN
Note: This step may involve interaction between a provisioning system potentially with a system maintained by the IoT device manufacturer.
5.Y.4	Post-conditions
1. Device begins operating within the NPN
Note: Device can operate within the NPN without any further interaction with any system maintained by the IoT device manufacturer.
5.Y.5	Existing features partly or fully covering the use case functionality
TS 22.261, clause 6.14.2:
Based on operator policy, the 5G system shall support a mechanism to provision on-demand connectivity (e.g. IP connectivity for remote provisioning). This on-demand mechanism should enable means for a user to request on-the-spot network connectivity while providing operators with identification and security tools for the provided connectivity.
The 5G system shall support a secure mechanism for a home operator to remotely provision the 3GPP credentials of a uniquely identifiable and verifiably secure IoT device.
5.Y.6	Potential Requirements
[PR-5.y.6-001]	Based on operator policy, the 5G system shall support a mechanism to provision on-demand connectivity (e.g. IP connectivity for remote provisioning). The 5G system shall support an on-demand mechanism for a user (human or software) to request on-the-spot network connectivity while providing operators with identification and security tools for the provided connectivity.
 [PR-5.y.6-002]	The 5G system shall support a secure mechanism for an NPN operator to remotely provision the non-3GPP identities and credentials of a uniquely identifiable and verifiably secure IoT device.
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