3GPP TSG-SA WG1 Meeting #84 
S1-183467
Spokane, WA, USA, 12 - 16 November 2018
(revision of S1-183238, S1-183435)
Title:
ID_UAS: Security requirements
Agenda Item:
7.12
Source:
Qualcomm Incorporated
Contact:
Eddy Hall


edhall@qti.qualcomm.com
Abstract: This contribution provides text for clause 5.4 Security of TS22.125.
--- FIRST CHANGE ---
5.4
Security

The 3GPP system shall protect the transport of data between the UAS and UTM.

The 3GPP system shall protect against spoofing attacks of the UAS identities.

The 3GPP system shall support non-repudiation of data sent between the UAS and UTM.
NOTE: Non-repudiation is done at the application layer.
The 3GPP system shall support the capability to provide different levels of integrity and privacy protection for the different connections between UAS and UTM as well as the data being transferred via those connections. 

The 3GPP system shall support confidentiality protection of identities related to the UAS and personally identifiable information.

The 3GPP system shall support lawful interception for UAS traffic.


--- END FIRST CHANGE ---
