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Abstract:  this doc proposes charging security and other requirements of the MSGin5G Service 
6
Charging
6.1
Description

The business model of MIoT market may be different from that of consumer market. The MNO may need flexible policy for charging of the MSGin5G Service, e.g., flat rate (per month or per year), charge per message, and charge by amount of data.  For different message communication models (MOMT, MOAT, AOMT, MOMT-G, AOMT-G, AOMT-B), the charging policy may be distinguished. The MSGin5G Service needs to provide charging information to support different charging policy.
6.2
Requirements

[R-6.2-001] The MSGin5G Service shall be able to collect charging information of a UE according to the operator’s charging policy including charge per message, charge by amount of data, and flat rate (e.g., per month or per year). 

[R-6.2-002] The MSGin5G Service shall be able to collect charging information of an application provider in application-to-point message communication.
7
Security
7.1
Description

The messages of thing-to-thing or person-to-thing can be critical, e.g., a message for remote control may trigger actions of a device. To protect an IoT device from malicious attack, only authorized UEs can send messages to this device. In addition, the content of messages need to be integrity and confidentiality protected.
The IoT devices may be battery-powered, so the security mechanism for MSGin5G needs to be light weight. 

7.2
Requirements

[R-7.2-001] The MSGin5G Service shall support a mechanism to configure the white list of UEs that are authorized to send messages to a specific UE. The MSGin5G Service shall be able to block messages from non-authorized UEs.

[R-7.2-002] The MSGin5G Service shall support integrity and confidentiality protection for the payload of a message.
8
Roaming

8.1
Description

The IoT device can be a device equipped in a vehicle moving from one nation to anther nation. When roaming, the device needs to be able to access to the MSGin5G Service in the home network.   

8.2
Requirements

[R-8.2-001] The MSGin5G Service shall support a roaming UE sending and receiving messages.

[R-8.2-002] The MSGin5G Service shall provide the same service for roaming UEs and non-roaming UEs. 

9
Interconnection

[Editor’s Note: this section addresses the requirements for MSGin5G interconnection between operators]
9.1
Description

The MSGin5G Service is a service that can involve two different operators on originating and terminating side, and hence interconnection is needed. 

9.2
Requirements

[R-9.2-001] The MSGin5G Service shall support an UE within an operator sending a message to another UE within another operator.

[R-9.2-001] An application within an operator’s network shall be able to send a message to a UE within another operator. 

10
Interworking

[Editor’s Note: this section addresses the requirements for interworking between MSGin5G and other message services e.g. SMS]
10.1
Description

The legacy IoT devices have been widely deployed. These devices may support legacy message service like SMS. When the terminated UE does not support the MSGin5G Service, interworking between MSGin5G Service and another message service (e.g., SMS) is required subject to the operator’s policy. 

10.2
Requirements

[R-10.2-001] The MSGin5G Service shall be able to interwork with SMS for point-to-point message and application-to-point message.

[R-10.2-002] The MSGin5G Service shall be able to translate one message into multiple SMS messages when the length of a message of MSGin5G Service is large than the maximum length of a SMS message.

11
Interaction with other services

[Editor’s Note: this section addresses the requirements for interaction with other related services in 3GPP e.g. emergency call]
11.1
Description

The MSGin5G Service can be provided to a UE in conjunction with other services such as telephony service and emergency call.  

11.2
Requirements

[R-11.2-001] A UE shall be able to send and receive messages of the 5GMGS Service during a telephone call and emergency call.

