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Abstract: This document provides a scenario on slice isolation to the FS_BMNS TR. As this scenario is based on work from 5G NORMA, a reference to the published 5G NORMA document is also added to the TR.
1st Proposed Text Change:
2
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2nd Proposed Text Change:
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

exclusive network: a 3GPP network deployment that is not for public use and may interact with a public network. This network uses only 3GPP authentication methods, identities, and credentials for network access.
Editor’s note, definition of private network is FFS
private slice: a dedicated network slice deployment for the sole use by a specific tenant.

3rd  Proposed Text Change:
5.3
Network slicing for Industry 4.0 verticals
5.3.1
Description
Based on an example described in [x], an Industry 4.0 factory owns and operates an exclusive 3GPP network for its communication needs and sole use. This network consists of multiple slices that allow specific needs to be met with different infrastructure. For example, 
slice A is able to meet specific KPIs for time critical functions for robotic manufacturing controls, 
slice B provides non-time critical IoT communications for various sensors and package tracking devices within the factory, and
slice C is used for the employee communications services on their smartphones. 
Each of these slices has separate core functions and radio resources available to avoid any competition for resources between the three types of devices. Due to the highly critical functions addressed by the robotic control slice A, UEs served by that slice have no interaction with an MNO network, even though both networks provide coverage in the same geographic area.
The factory owner contracts with a local MNO for two additional private slices. 
slice D that can interact with factory slice C for employee communications. This allows employees to access the factory communication service via the MNO-hosted slice when they are out of range of the factory radio resources. In this case, the MNO hosted slice is based on the trust relationship model 3c where the 3rd party provides and manages some of the virtual/physical infrastructure and V/NFs, namely, access to the factory communication service. Only UEs of factory employees have access to MNO private slice D.
slice E that provides IoT radio coverage for the sensors and tracking devices which occasionally move outside the building and outside the range of the radio resources of slice B. This MNO slice is restricted to a coverage area within a perimeter of the factory to avoid conflict with non-factory devices. This slice is also based on trust model 3c, with the factory providing the IoT supporting services. Devices using this slice are not authorized for use on the MNO network outside of slice E. 
The slices in this scenario illustrate the trust needs between the Industry 4.0 vertical, or factory, and the MNO.  In the case of slice A, a strict separation is enforced, such that no interaction between that slice and the public network is possible. In the case of slices C and D for employee communications, the MNO must provide appropriate security measures and APIs to ensure the factory system cannot negatively impact the rest of the network outside of slice D and ensure that only UEs belonging to the factory are able to access slice D. The factory owner must provide appropriate security measures to protect any proprietary information carried over slice D. 
The IoT slices B and E require similar protective actions on behalf of both the MNO and factory, with a clear distinction that the IoT devices accessing MNO provided slice E also be constrained against accessing any other part of the MNO network.
5.3.2
Potential Requirements
[PR 5.3.2-1] Subject to an agreement between the operators/service providers, operator policies and the regional or national regulatory requirements, the 5G system shall support intersystem mobility between a network slice in an exclusive network and a PLMN.
[PR 5.3.2-2] A 5G system shall support a mechanism to limit slice radio coverage to a specific geographic area.
[PR 5.3.2-3] A 5G system shall support a mechanism to associate a UE with one or more slices such that the UE is not authorized to receive service from any other network or slice.
[PR 5.3.2-4] A 5G system shall be able to bar UEs from trying to access a network slice they are not authorized to receive service from.
