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Abstract: This paper discusses the need for 5G support of capabilities to prevent Emergency traffic from consuming or monopolizing network resources and impact the QoS (e.g., availability) of other priority services such as MPS and MCS.
1
Introduction
Although there are 3GPP defined mechanisms for admission and congestion controls such as the Access Class Barring (ACB) mechanism, and scheduler imposed restrictions on throughput, experience in 4G indicates that it is possible for regular services and Emergency (i.e., citizen-to authority) traffic to monopolize network resources and impact the availability of other priority services such as Multimedia Priority Service (MPS) used for National Security/Emergency Preparedness (NS/EP) and Mission Critical Service (MCS) used for public safety during certain disaster events.  This paper discusses the need for capabilities in 5G to allow operators to implement effective controls to prevent Emergency from consuming all available resources on the network under certain network conditions, and impacting the QoS (e.g., availability) of other services such as MPS and MCS competing for resources on the same network under the specified network conditions.
2
Problem Description
2.1
4G Access Class Barring (ACB) of Emergency Traffic
Implementing effective controls of Emergency (i.e., citizen-to authority) traffic in the USA is problematic because of limitations associated with regulatory rules, liability risks, and the fact that the 3GPP specified Access Class Barring (ACB) mechanism only provides operators with on/off control of Emergency traffic.  For example, invoking ACB for Access Class 10 blocks all Emergency calls.  This problem in the USA is recognized in the Communications Security, Reliability and Interoperability (CSRIC) Working Group 8, Priority Services Report [1].  Section 6 of the CSRIC report indicates that current standardized means of 911 access control are extremely coarse, only providing carriers with on/off control of 911 calls at any time.  In a crisis situation, a massive number of 911 calls would likely overwhelm the resource of associated Public Safety Answering Point (PSAP), which means many of these calls are likely to be unsuccessful.  US carriers have indicated a reluctance to make use of the barring feature for fear of being responsible for blocking critical calls for assistance.  Lack of freedom to invoke ACB for Emergency means that it is possible for regular services and Emergency traffic to monopolize network resources and impact the availability of other priority services such as MPS and MCS during certain disaster events.
2.2
4G Cybersecurity Vulnerabilities
The ability to make Emergency calls from unauthenticated UEs poses cybersecurity vulnerabilities that could be exploited.  The Emergency Attach procedure provides for Emergency service under conditions where normal service is disallowed, such as network imposed constraints, lack of a subscription, inability to be authenticated by the network, or calling from a UE without an USIM.  

It is possible for threat agents to execute a flooding attack on the Emergency System or execute a Distributed Denial of Service (DDoS) attack on other priority services such as MPS and MCS by flooding a targeted cell site with Emergency sessions.  
The research paper, 9-1-1 DDoS: Threat, Analysis and Mitigation by Mordechai, Yisoel Mirsky and Yuval Elovici; Ben-Gurion University of the Negev Cyber-Security Research Center [2], discusses DDoS threats on the USA current 911 infrastructure.  The researchers show how attackers can exploit the cellular network protocols to launch an anonymized DDoS attack on 911 (i.e., Emergency Service in the USA).  The current FCC regulations require that all emergency calls be immediately routed regardless of the caller’s identifiers (e.g., IMSI and IMEI).  A rootkit placed within the baseband firmware of a mobile phone can mask and randomize all cellular identifiers, causing the device to have no genuine identification within the cellular network.  Such anonymized phones can issue repeated emergency calls that cannot be blocked by the network or the emergency call centers.  The researchers simulate and analyze anonymous attacks on a model of current 911 infrastructure to measure the severity of their impact.  The research found that with less than 6K bots (or $100K hardware), attackers can block emergency services in an entire state (e.g., North Carolina) for days.  
2.3
5G Considerations
The current mechanism for access control of Emergency (i.e., citizen-to authority) traffic in 5G based on barring control of Access Category 2 (Emergency) under the Unified Access Control (UAC) provides that same coarse level (i.e., on/off) of control for Emergency traffic as that provided by the Access Class Barring (ACB) mechanism for AC10 (Emergency) in LTE.  The on/off access control for Emergency traffic by itself does not provide operators with the necessary tools to manage network conditions during certain disaster events.  For example, because of limitations associated with regulatory rules and liability risks in certain national/regional environments and the fact that the UAC mechanism only provides operators with on/off control of Emergency traffic there is potential for Emergency (i.e., citizen-to authority) traffic to monopolize network resources and impact availability of other priority services (e.g., MPS and MCS) during certain disaster events.  In addition, the ability to make Emergency calls from unauthenticated UEs could be exploited by threats agents to use Emergency traffic to execute DDoS attacks on the Emergency system and other priority service (e.g., MPS and MCS).

The 5G network needs to allow multiple services to coexists, including multiple priority services (e.g., Emergency, MPS, and MCS), and must provide means to prevent a single service from consuming or monopolizing all available network resources, or impacting the QoS (e.g., availability) of other services competing for resources on the same network, including protection against Emergency being exploited for DDoS attacks.
3
Conclusion and Proposal
The 5G network need to prevent Emergency (i.e., citizen-to authority) traffic from monopolizing network resources and being exploited to impact the availability of other priority services (e.g., MPS and MCS) during certain disaster events.

It is proposed that appropriate stage 1 requirements be included in TS 22.261 to enable the network operator to define and statically configure a maximum resource assignment for a specific service (e.g., Emergency), and to dynamically adjust the maximum resource assignment of a specific service based on the network state (e.g., during congestion, disaster, emergency and DDoS events).
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