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Abstract: This contribution addresses the non-trivial connection between communication service availability, communication service reliability, and the maximum tolerable probability of erroneous message transmission.
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4.3.3.3.7
Implications for 5G systems

In order to be suitable for automation in vertical domains, 5G systems need to be dependable, i.e. they need to come with the system properties in Subclause 4.3.3.3.2 to Subclause 4.3.3.3.6. What particular requirements each property needs to meet depends on the particularities of the domain and the use case. More on this in Clause 5. Subclause 4.3.4 addresses what the request for communication dependability implies for communication services provided by 5G systems.

It is important to understand that the relationship between communication service availability, communication service continuity, communication service reliability, and the probability of an erroneous message transmission anything but trivial. 
According to ISO/IEC [x1], service continuity is “capability to manage risks and events that could have serious impact on a service or services in order to continually deliver services at agreed levels”. According to TS 22.261 [3], the service continuity is “the uninterrupted user experience of a service that is using an active communication when a UE undergoes an access change without, as far as possible, the user noticing the change”.The concept of service continuity in TS 22.261 is very narrow and limited to a “capability” of confronting only an event of “UE undergoing an access change”. The communication service continuity can be impacted by many other events either in the control plane or the user plane or both, such as intervening exceptions or anomalies, whether scheduled or unscheduled, malicious, intentional or unintentional [x2].For a reliable system, any event which might impact to the communication service continuity is needed to be considered. 

A maximum tolerable communication service unavailability of, for instance, 10-6  implies a maximum tolerable probability of erroneous and prohibitively delayed end-to-end message transmission of 10-6 .One of the main reasons for why this generally is not the case is the so-called survival time. This is illustrated with the example below. 

Survival time revisited

According to TS 22.261, the survival time is "the time that an application consuming a communication service may continue without an anticipated message" [3]. Anticipation implies two aspects: timeliness and correctness. The communication service continuity implies the following three conditions: firstly, the message needs to arrive in time (timeliness); secondly, only uncorrupted messages are accepted by the receiver; and thirdly, the received messages need to be processed and sent out from 3GPP to the target automation function. So, if at least one of these conditions is not fulfilled, a timer is started by the automation function. Upon expiration of the timer, the communication service is declared "down" (service discontinuity; also see Subclause A.2). The expiration time is referred to as the survival time.

Influence of survival time on the acceptable probability of untimely message transmission

To simplify the discussion, it is assumed that none of the transmitted messages is corrupted and that thus the only cause of unavailability of a communication service is that the end-to-end latency lies outside the interval specified by the jitter (see Appendix A.3 for more details on jitter and timeliness). 
Example: the update time is 50 ms. A survival time of 0 ms implies that any untimely arrival of a message (e.g. the update time of that message delivery is outside of the interval specified by the jitter） triggers the communication to be declared as "down" by the automation function. Thus, if the aggregate communication service unavailability is specified as 10-6 and lower, an untimely arrival of messages shall only occur up to 1 in one million cycles for periodic communication. 

The situation changes markedly for non-zero survival times. For a survival time of, e.g., 100 ms (see table 7.2.2-1 in [3]), the target automation function waits two more cycles after a delayed message before it declares the communication service as unavailable. If the likelihood of a single untimely arrival is p, and if the sequential untimely arrivals are independent of each other, the likelihood of three untimely arrivals in a row is p3, which is then also the likelihood for the communication service to be unavailable. For a target unavailability of 10-6, the acceptable likelihood of a single untimely arrival can thus be as high as 0.01.

The implications for the likelihood of a single untimely arrival are even more relaxed for longer survival times. For automated commuter-train control, the survival time is up to five times longer than the cycle time (see Subclause) 5.1.1.2. Thus, in this case, six untimely arrivals have to occur in a row before the communication service is declared unavailable. The likelihood of such an event is p6, which, for a target unavailability of 10-6 for this commuter-train control, implies that p ≤ 0.1. In other words 1 out of 10 messages (!) may arrive outside the time interval specified by the receiver while keeping the automation function consuming this communication service operational.
Influence of communication service reliability on the probability of erroneous message transmission

The above examples are simplistic though since the influence of communication service reliability has not been taken into account. This influence is also discussed for a concrete example. In this example, it is assumed that the user of the aforementioned communication service expects the downtime of the system to be contingent and to only occur once a year. An unavailability of 10-6 translates thus into a maximum continuous unavailability of ~ 30 s per year. The implication for the tolerable erroneous transmission probability is not trivial, since many scenarios can result in such an excellent performance. One possible extreme is that no erroneous transmission occurs during the most of the year, but then the communication times out for 30 s in a row. Another possible extreme is that the every cycle is erroneous, but that a correct message is delivered by before the survival timer runs out. In praxis, a comprehensive stochastic analysis is needed in order to understand the implications of communication service reliability on the tolerable probability of erroneous message transmission, and a range of measurements may need to be defined and carried out in order to infer comprehensive performance requirements that guarantee high communication fidelity. An example for such a performance requirement is related to the maximum service unavailability time.
Implications of data packet fragmentation for reliability

According to TS 22.261, reliability is defined as percentage value of the amount of sent network layer packets successfully delivered to a given node within the time constraint required by the targeted service, divided by the total number of sent network layer packets [3]. If the messages to be transported by the communication service are so short that they are not broken into several packets, then the above discussion can also be applied to reliability. However, in case messages are broken into several packets then the implications of a communication service unavailability for the reliability of a 5G system is contingent on implementation details such as how messages are constructed from packets and whether timeliness issues in one packet influence that of an adjacent packet.

------------------------- End of Change 1 ----------------------------
------------------------- Start of Change 2 ----------------------------

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
IEC 61907, "Communication network dependability engineering", 2009.

[3]
3GPP TS 22.261: "Service requirements for the 5G system".

[4]
IEC 62290-1: "Railway applications - Urban guided transport management and command/control systems - Part 1: System principles and fundamental concepts".

[5]
TTA TTAK KO-06.0-369: "Functional Requirements for LTE-Based Communication System", Oct. 2014.

[6]
J. Kim, S. W. Choi, Y.-S. Song, and Y.-K. Kim, "Automatic train control over LTE: Design and performance evaluation", IEEE Comm. Mag., Oct. 2015.

[7]
IEEE 1474.1-2004: "IEEE Standard for Communications-Based Train Control (CBTC) Performance and Functional Requirements".

[8]
(Void)
[9] 
Deterministic Networking, bas-usecase-detnet, IETF, October 2015

[10]
Richard C. Dorf and Robert H. Bishop, "Modern Control Systems", Pearson, 12th Edition , 2011.

[11]
Ernie Hayden, Michael Assante, and Tim Conway, "An Abbreviated History of Automation & Industrial Controls Systems and Cybersecurity", SANS Institute, https://ics.sans.org/media/An-Abbreviated-History-of-Automation-and-ICS-Cybersecurity.pdf {accessed: 2017-05-23}, 2014.

[12]
Gartner, "Gartner IT Glossary – Operational Technology", http://www.gartner.com/it-glossary/operational-technology-ot/ {accessed: 2017-08-01}.

[13]
ITU Study Group Q.22/1, "Report on Best Practices for a National Approach to Cybersecurity: A Management Framework for Organizing National Cybersecurity Efforts", 2008.

[14]
Gartner, "Gartner Says the Worlds of IT and Operational Technology Are Converging", http://www.gartner.com/newsroom/id/1590814 {accessed: 2017-08-01}, 2011.

[15]
ITU-T X.200, "REFERENCE MODEL OF OPEN SYSTEMS INTERCONNECTION FOR CCITT APPLICATIONS", 1988.

[16]
Lutz Rauchhaupt, Elke Hintze, André Gnad, "Über die Bewertung der Zuverlässigkeit industrieller Funklösungen - Teil 1 Theoretische Grundlagen", atp 49 Heft 3, S. 38, 2007.

[17]
BZKI, "Aspects of dependability assessment in RWCI" (German Version), June 2017. 

[18]
BZKI, "Requirement Profiles in RWCI" (German Version), 2016 .

[19]
IEC 62657-1: "Industrial communication networks – Wireless communication networks – Part 1: Wireless communication requirements and spectrum considerations". 

[20]
ISO 10795: "Space systems — Programme management and quality — Vocabulary", 2011.

[21]
20/53/EU: "Directive 2014/53/EU of the European Parliament and of the Council of 16 April 2014 on the harmonisation of the laws of the Member States relating to the making available on the market of radio equipment and repealing Directive 1999/5/EC", http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32014L0053&from=DE, {accessed: 2017-08-03}.

[22]
ITU-T G.1000: "Communications quality of service: A framework and definitions", 2001.

[23]
NIST, "Framework for Cyber-Physical Systems", Release 1.0, https://s3.amazonaws.com/nist-sgcps/cpspwg/files/pwgglobal/CPS_PWG_Framework_for_Cyber_Physical_Systems_Release_1_0Final.pdf {accessed: 2017-08-04}, 2016.

[24]
IEC 62673: "Methodology for communication network dependability assessment and assurance".

[25]
IEC 61784-3: "Industrial communication networks – profiles – part 3: functional fieldbuses – general rules and profile definitions", 2016.

[26]
IEC 62439-1: "Industrial communication networks – High availability automation networks  - Part 1: General concepts and calculation  methods".

[27]
H. Kagermann, W. Wahlster, and J. Helbig, "Recommendations for implementing the strategic initiative INDUSTRIE 4.0", Final report of the Industrie 4.0 working group, acatech – National Academy of Science and Engineering, Munich, April 2013

[28]
IEC 61158: "Industrial communication networks – fieldbus specification", 2014.

[29]
IEC 61784: "Industrial communication networks – profiles", 2014.

[30]
R. Zurawski, "Industrial communication technology handbook", second edition, CRC Press, September 2017.

[31]
IEC 61508: "Functional safety of electrical/electronic/programmable electronic safety-related systems", 2010.

[32]
IEC 62061: "Safety of machinery - Functional safety of safety-related electrical, electronic and programmable electronic control systems" (IEC 62061:2005 + A1:2012).

[33]
A. Manjeshwar and D.P. Agrawal, "TEEN: a routing protocol for enhanced efficiency in wireless sensor networks.", In Proceedings 15th International Parallel and Distributed Processing Symposium. IPDPS 2001. IEEE Comput. Soc. https://doi.org/10.1109/ipdps.2001.925197.

[34]
M. A. Mahmood, W. K. G. Seah, and I. Welch, I., "Reliability in wireless sensor networks: A survey and challenges ahead.", Computer Networks, 79, 166–187, 2015. https://doi.org/10.1016/j.comnet.2014.12.016
[35]
Bosch Connected Devices and Solutions GmbH, "Cross Domain Development Kit | XDK, Bosch XDK110 datasheet", April 2017. https://xdk.bosch-connectivity.com/hardware [Revised July 2017].

[36]
B. E. Keiser and E. Strange, "Pulse Code Modulation.", in Digital Telephony and Network Integration (pp. 19–34). Springer Netherlands. https://doi.org/10.1007/978-94-015-7177-7_3, 1985.

[37]
ISO/IED 13818-3: "Information technology -- Generic coding of moving pictures and associated audio information -- Part 3: Audio", 1998.

[38]
Zhao, G. (2011). Wireless sensor networks for industrial process monitoring and control: A survey. Network Protocols and Algorithms, 3(1), 46-63.

[39]
G. Ullrich, "Automated Guided Vehicle Systems - A Primer with Practical Applications.",  ISBN 978-3-662-44813-7, Springer Berlin Heidelberg, 2015.

[40]
IEC 62443: "Industrial communication networks - Network and system security", https://webstore.iec.ch/searchform&q=IEC%2062443.

[41]
IEC 62443-3-2: "Security for industrial automation and control systems - Part 3-2: Security risk assessment and system design", in progress.

[42]
IEC 62443-3-3: "Industrial communication networks - Network and system security - Part 3-3: System security requirements and security levels", 2013. 
[43]
ZVEI, "Working ZVEI Whitepaper - Security Interessen für die 5G Standardisierung", (in German), https://www.zvei.org/fileadmin/user_upload/Themen/Cybersicherheit/5G/Working_ZVEI_Whitepaper_Security_Interessen_bei_5G_OEV.pdf  (accessed: 2017-07-25), 2017.

[44]
Avizienis, Algirdas, et al. "Basic concepts and taxonomy of dependable and secure computing." Dependable and Secure Computing, IEEE Transactions on 1.1, pp. 11-33, 2004.

[45]
DKE-IEV, German online edition of the International Electrotechnical Vocabulary (IEV), DKE - Deutsche Kommission Elektrotechnik Elektronik Informationstechnik in DIN und VDE, (German Commission Electrical Technology Electronics Information Technology), https://www2.dke.de/de/Online-Service/DKE-IEV/Seiten/IEV-Woerterbuch.aspx
[46]
RESERVE project, Deliverable D1.3, ICT Requirements, September 2017 
http://www.re-serve.eu/files/reserve/Content/Deliverables/D1.3.pdf 

[47]
RESERVE project, Deliverable D1.2, Energy System Requirements, September 2017 
http://www.re-serve.eu/files/reserve/Content/Deliverables/D1.2.pdf
[48]
Feuchtinger, Ulrich, Frank, Reinhard, Riedl, Johannes, and Eger, Kolja, Smart Communications for Smart Grids, Siemens White Paper, 2012.

[49]
DKE-IEV, German online edition of the International Electrotechnical Vocabulary (IEV), DKE - Deutsche Kommission Elektrotechnik Elektronik Informationstechnik in DIN und VDE, (German Commission Electrical Technology Electronics Information Technology), https://www2.dke.de/de/Online-Service/DKE-IEV/Seiten/IEV-Woerterbuch.aspx
[x1] 
ISO/IEC 20000-1:"Information technology, service management, part 1, service management requirements", 2011.
[x2] 
ETSI GS NFV 003: "Network Functions Virtualisation (NFV); Terminology for Main Concepts in NFV", V1.2.1, http://www.etsi.org/deliver/etsi_gs/NFV/001_099/003/01.02.01_60/gs_NFV003v010201p.pdf, 2014.
…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

------------------------- End of Change 2----------------------------
------------------------- END OF PROPOSED CHANGES ----------------------------

Page 5 of 5

