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Discussion

This document provides a use case related to communication for (off-shore) wind farms. Communication networks in wind power plants are necessary in order to enable the communication for automation in the wind farm. For instance, wind turbines are highly automated systems with up to 3000 sensors. The controllers react on enviromental conditions and grid requirements and control the actuators of the wind turbine such as rotor positions etc.
Moreover, all communication has to use the wind power plant communication network. It is the only communication network available at an off-shore wind farm.
This document describes the use case “Customised access of stakeholders to wind power plant network”. It covers the dynamic setup of communication services with different service requirements for different users and stakeholders.

The changes below are proposed to be included into TR 22.804 “Study on Communication for Automation in Vertical Domains”.
Proposed Changes


START OF PROPOSED CHANGES



 Start of Change 1 


5.7
Centralised power generation

5.7.1
Description of vertical

This domain comprises all aspects of centralised power generation, i.e. the centralised conversion of chemical energy and other forms of energy into electrical energy. Typical electric-power outputs are 100 MW and more. Examples for pertinent systems are large gas turbines, steam turbines, combined-cycle power plants, and wind farms. The planning and installation of respective equipment and plants as well as the operation, monitoring and maintenance of these plants is encompassed by this vertical domain.


 End of Change 1 



 Start of Change 2 


5.7.X 
Customised access of stakeholders to wind power plant network

5.7.X.1 
Description

This use case covers the dynamic setup of communication services with different service requirements for different users or stakeholders in a communication network of a wind farm. Users or stakeholders are wind power plant operators, grid operators, maintenance personnel, transport services such as helicopters and ships, remote service centres, etc. This use case focuses on wind power plant communication networks. A particular focus is on offshore wind farms due to more difficult physical access to these remote installations.

The objective of the use case is to provide customised access for different stakeholders to the communication network in a wind power plant. In particular, this use case addresses the configuration of network devices in the wind power plant communication network. The goal of this configuration is  to enable network management, monitoring of wind turbines, surveillance (audio and video), and various other value-added services. For this purpose, QoS tailored to the applications and, as well as tenant-based access management, need to be ensured. The communication flows triggered by the different tenants need to be isolated from each other. Service quality for different (internal and remote) applications needs to be provided dynamically during the network runtime.
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Figure 5.7.X.1-1: Example of a communication network for a wind power plant.
A wind power plant or wind farm consists of many, up to several hundred wind turbines. 

Figure 5.7.X.1-1 shows the exemplary structure of a wind power plant communication network. The network is used by internal, local supervisory control and data acquisition (SCADA), SCADA servers, turbine switches, and turbine servers. The power plant communication network offers external interfaces for remote services such as maintenance access, energy regulation, and grid response. The physical communication network contains mainly wired fibre links, but radio links are also used in some deployments. Examples for the usage of radio links are access to difficult-to-reach areas, to moving parts (rotor blades), and for temporary setups. 

Furthermore, each wind turbine has a local wind turbine controller for autonomous and local control of the wind turbine. These are connected to the wind power plant communication network, but they do not rely on continuous connectivity through the wind power plant communication network since these controllers can operate autonomously if so required. 

The local control centre system (SCADA) is part of
 the wind power plant communication network and is located at the network edge. The local control centre provides a network interface to external, wide area networks that can be used by a remote service centre. The local control centre might be in a geographic location that is difficult to reach. For instance, the local control centre might be close to the actual off-shore wind farm at sea, many sea miles away from the shore. 

The remote service centre might be on the other side of the globe. This centre communicates with the 5G wind power plant communication network through wide area networks, possibly 5G networks of 5G network operators.
SCADA systems are the main monitoring and management component in a wind power plant. They are utilised for data collection and analytics, as well as for the remote maintenance and control of wind turbines. SCADA helps operators with interpreting how well the wind turbines are working and with scheduling power production and similar activities. Moreover, SCADA is often coupled with additional data analytics and asset management software in order to gain an overview of core business processes, performance of the wind power plant, and storing and handling of client and customer information. 

Typical SCADA applications in a wind farm are 

· Management of wind turbine equipment;
· Control applications for controlling the wind turbine operation;
· Surveillance applications carrying remote video/audio data used for supervising the area in and around the turbine. This includes video and audio, which is very helpful for remote support of technicians in off-shore turbines. For instance, the video feed is used to visually check that the rotors and the landing pad of an offshore wind turbine are in a safe state prior to hoisting technicians by helicopter. It’s also used to visually capture the helicopter during the hoist situation; 

· Monitoring of parameters of the wind turbine (collection of sensor information). This includes reports about power production.
The converged management, monitoring, surveillance, and control applications all transmit over the same physical communication network. The management, monitoring, control, and surveillance applications typically have different functional scopes and different QoS requirements. Field-level control traffic typically requires real-time guarantees in terms of end-to-end latency, jitter (timeliness), and capacity (data throughput). 

Examples of SCADA control applications requiring strict end-to-end latency bounds and reliable delivery are grid regulation signalling and transmission of grid protection signals. Although most individual actuators in a wind turbine are controlled autonomously by a local turbine controller, the SCADA might override the local configuration in order to globally optimise production or to enforce production limits. Therefore, SCADA will also apply blade pitch angle configurations, modifications to generator speed, yaw rotation actions or enabling/disabling of individual turbines or whole wind power plants based on the production limit thresholds. 

Remote video surveillance, on the other hand, might have relaxed requirements in terms of end-to-end delay, but it requires a relatively high bandwidth (capacity, data throughput). 

Specific security and isolation network properties need to be in place, since not all stakeholders of the wind farm should be allowed to access the local sensor, monitoring, and surveillance data. Temporary, restricted access to the local sensor, monitoring, and surveillance data needs to be granted to external stakeholders such as the helicopter company.

Furthermore, some wind turbine sensors (e.g. wind speed and direction) might transmit information where delayed arrival of packets—or even the loss of some packets over a small number of sample measurements—might be acceptable. However, other sensor information, such as the temperature input for determining thermal stability extremes or high vibration level alarms, might require immediate action and thus timely and dependable communication. A state-of-the-art wind turbine may host up to 3000 sensors, which provide input to local turbine controllers. The turbine controllers often host multiple data pre-processing modules, all communicating back to the central SCADA. Each of these communication flows typically comes with its own QoS. Due to regulation, reporting on power production has specific requirements on the application and the communication.

Managing large wind power plants also means managing a large number of wind turbines and an ever-growing number of locally hosted applications and data sources. This results in the need for dynamic connectivity and large bandwidths. Current wind power plants may consist of up to 650 wind turbines on-shore and up to 200 wind turbines off-shore.

The introduction of new value-added services will require application-specific network configurations to reflect the stakeholder’s access rights and communication requirements. Examples for such services are as follows.
· Active and proactive power production—in accordance with a dynamic electricity market—will require the flexible management of distributed energy resources and energy storage capacities based on the per-minute saturation of the energy market and the related pricing model.

· External stakeholders, such as grid operators or maintenance and support personnel, require insight into the capabilities and (diagnostic) information of the wind power plant in order to utilise its capabilities (e.g. reaction to grid errors, production and consumption of reactive energy when there is little wind, etc.) and to perform monitoring, maintenance, and repairs. 

· Wind power plant operators require the current market price to be available to them at all times. 

· The deployment of data mining and remote pattern matching techniques for early fault recognition and identification of irregularities will result in a wide range of additional scenarios, requiring automated setups and configuration of deterministic network services in order to provide sensor data for processing in externally or internally hosted data analytics appliances. 

· On-demand wireless connectivity for on-site maintenance personnel would be advantageous. The maintenance personnel will thus be enabled to easily performing maintenance tasks such as reading out characteristic parameters and running test procedures. Strict access rules and safety regulations have to be followed for these kind of communication scenarios.

· Remote control of wind power plant services by a remote wind power plant service centre through external wide area networks.

Customised access for different stakeholders of wind power plants entails that the access for a particular service might be

· Dynamic: it has a limited time duration and is setup during operation (unscheduled or scheduled);
· Limited: it contains only a constrained number of devices;
· Demanding: it has strict; industrial-grade QoS requirements;
· Restricted: it has access to a limited functionality only;
· Separated: it is isolated from other communication services in the wind power plant communication network.

Today, grouping and isolation of the different communication flows of the wind power plant applications is usually done by configuring VLANs in wind power plant communication networks. Reconfiguration of VLANs is required for customised access for different stakeholders for particular application services.

A fast and flexible—ideally automated—way for the dynamic introduction and deployment of communication services in a wind power plant network is required. It needs to be tailored to the applications and the stakeholders. Since stakeholders typically belong to different organisations and subsets thereof, the wind power plant communication network needs to support multi-tenancy. The network needs thus to consider the access level and access rights associated with the requesting stakeholder. The wind power plant communication network also needs to provide customised access to specific tenants and ensure adequate isolation and service quality for different (internal and external) applications during the network runtime. The invocation of communication services can be quite dynamic.
5.7.X.2 
Preconditions

The wind power plant communication network is up and running. Static communication services have been configured and instantiated. They satisfy different sets of service requirements of the communication services. These services support, for instance, deterministic control traffic, dependable sensor information transmission, and best effort sensor data transmission. The communication services might be running within the wind turbine only, between the wind turbines and the internal SCADA, or between end points of the wind power plant network and a remote service centre. The communication services are requested by different stakeholders with different access rights (multi-tenancy).

The wind power plant communication network supports dynamic instantiation of communication services by exposing corresponding interfaces and implementing the decision-making methods on where and how to position the new services. 

The wind power plant operator or the end-node applications know their own requirements on the communication services in terms of QoS parameters requested via the communication service network interface. The service requirements are described in accordance with the communication service request model provided by the service interface of the communication network. Wind power plant operator and end-node applications possess the knowledge of their connectivity, QoS, and security requirements for correct operation by means of service monitoring and unique service IDs. 

The wind power plant communication network can limit or allow addition of new services based on stakeholder access rights, available network resources, and current network state.

Reachability between the communication service end points (applications, controllers, SCADA, etc.) is supported by a suitable network design.

5.7.X.3 
Service flows

This subclause describes a usage scenario in a wind power plant network. This usage scenario contains several scenarios with encompasses several occurrences of the use case “Customised access of stakeholders to wind power plant network” in different situations with different communication service requirements and different stakeholders.

In a first step, new permanent application functionality is added to an existing wind power plant network (data analytics functionality). This new functionality triggers a predictive maintenance action in a second step. The maintenance process is done in several stages.

The different use case occurrences in the scenarios follow the same general principle and general service flow. This general service flow is given after the description of the different steps of the usage scenario.

5.7.X.3.1 Scenario: adding new functionality

New data analytic functionality for predictive maintenance is installed at the wind turbine controllers with a remote software update. The new functionality is added for continuous, permanent use. In principle, there is no deadline assigned to this software installation. 

The communication network sets up communication services for the software distribution (best effort, perhaps with a deadline; also see Subclause 5.7.3.6). 

For the operation of the new data analytics functions, the communication network of the wind power plant sets up communication services for the transmission of collected data or aggregated data analytic information between the wind turbine controllers and the SCADA, the remote service centre, or even an external data analytics provider. The access to the wind power plant communication network, especially if an external stakeholder is involved, needs to be restricted to the data relevant for the data analytics task.

5.7.X.3.2 Scenario: triggering of a maintenance action

A maintenance case is triggered either due to predicted maintenance (based on the new data analytics functionality) or scheduled maintenance.

If the maintenance case is triggered due to predicted maintenance based on the new data analytics functionality (see Subclause 5.7.X.3.1), a communication service is required between the data analytics functionality and a local or remote service centre. Predictive maintenance action of a certain wind turbine is triggered only rarely, and the transmission of the predictive maintenance request comes with relaxed delay requirements. Therefore, the communication service can usually be setup on-demand.

5.7.X.3.3 Scenario: maintenance action – first stage: acquisition of additional information

In the case of an impending maintenance action, the remote service centre and the personnel on location require on-demand access to additional sensor data based on the respective maintenance case. Communication services are set up through the wind power plant communication network between the remote service centre / personnel on location and the wind turbine controller for accessing additional, case-based sensor data and information. 

The additional sensor data might include video surveillance of the wind turbine in question. The video can be used for a remote visual evaluation of the wind turbine. Communication services for video surveillance are setup between the video cameras on and around the wind turbine and the remote service centre / the personnel on location. The communication service has service requirements based on the particularities of video transmission. These are mainly requirements toward bandwidth, communication service availability, communication service reliability, and a typically rather relaxed end-to-end latency. It is important that these high-bandwidth communication services must not interfere with the existing and ongoing deterministic control traffic of the wind turbines and the wind power plant.

Only authenticated users are granted access to the aforementioned information and communication services on additional sensor data and video surveillance. At this stage, the involved users are presumably internal stakeholders that have to evaluate the technical parameters of the wind turbine and that have to decide on the next steps for the maintenance.

5.7.X.3.4 Scenario maintenance action – second stage: preparation for on-site maintenance action

If the decision is made for on-site maintenance by technicians, the wind turbine in question has to be prepared for carrying out this maintenance action. A particular focus is on the safety of the technicians.

Communication services for video surveillance of the actual situation at the wind turbine in question are setup between the video cameras on and around the wind turbine and the remote service centre / the personnel on location. First, it is important to monitor the weather conditions (wind, sleet, rain …). It might be possible to wait for good weather when carrying out a maintenance action triggered by predictive maintenance analytics.

Weather conditions permitting, the maintenance technicians are flown to and hoisted to the wind turbine by helicopter. Before the technicians can land on the landing pad, the wind turbine has to be put into a safe state, the vanes of the wind turbine and the landing pad in particular. A communication service is set up between the local control centre and the wind turbine controller for stopping the wind turbine. While the service requirements for the communication that triggers the shutdown of the wind turbine are rather relaxed with respect to maximum latency and data throughput, they are strict with respect to communication service availability, communication service reliability, authentication, and authorisation. Only authorised personnel is allowed to shut down a wind turbine. Furthermore, the control communication service between the wind turbine controller and the actuators of the wind turbine usually comes with strict and demanding requirements concerning latency, communication service availability, and communication service reliability. The shutdown of the wind turbine will be monitored with several video feeds. Respective communication services for video surveillances have to be set up.

A further communication service for video surveillance needs to be set up between the wind turbine and the helicopter, so that the pilot can monitor the hoisting and arrival of the technicians before leaving for a helicopter platform.

The communication services for video surveillance have service requirements based on the particularities of video transmission (mainly requirements pertaining to bandwidth, communication service availability, communication service reliability, and a typically rather relaxed end-to-end latency). These high-bandwidth communication services must not interfere with existing and ongoing deterministic control traffic of the wind turbines and the wind power plant. 

Furthermore, specific security and isolation network properties need to be in place, e.g. secured and isolated connection and deployment and strict use of authentication and authorisation mechanism. This is necessary since this activity includes several stakeholders, both internal and external, and only selected stakeholders should be allowed access to the local surveillance data. Furthermore, the access needs to be restricted to a minimum of data and devices, so that only information that is necessary for the maintenance action is actually made available.

5.7.X.3.5 Scenario maintenance action – third stage: carrying out on-site maintenance

Future deployments of wind power plant communication networks may allow wireless access of maintenance personnel to the communication network and data of a wind turbine on location. In this case, the technicians will request access to the wind power plant communication network. For security and safety reasons, the access has to follow very strict authentication and authorisation rules, so that only authorised devices and authorised personnel can access the actuators and data of a wind turbine. Furthermore, the access of the technicians will be restricted to the actuators and data of the wind turbine in question and to the respective data of the wind turbine in the local control centre.
The maintenance device of the technicians requests set-up of communication services in order to access the relevant data of the wind turbine and the local control centre (SCADA). These communication services are usually subject to rather relaxed end-to-end latency requirements.
The technicians may perform certain test procedures at the wind turbine by means of their maintenance device. Such a test procedure might be testing the rotation of the wind mill vanes. The rotation will be controlled at the maintenance device. The maintenance device needs to setup a dependable communication service with the actuators of wind mill vanes for this deterministic control traffic. This communication service is also characterised by a low end-to-end latency.
After the maintenance is finished, the dynamically set up communication services for the maintenance tasks need to be disengaged (torn down). First, the technicians tear down the communication services between their maintenance devices and the communication network at the wind turbine in question. 

Communication services for voice communication are needed throughout the entire maintenance action. These services are needed for voice communication between the technicians on-site at the wind turbine and for voice communication between the technicians on the wind turbine and the staff at the local control centre.

After their safe return to their base location, the communication services for the video surveillance are disengaged (torn down).

5.7.X.3.6 General scenario service flow 
The setup of all communication services for customised access of stakeholders to the wind power plant network follows the same general principle and pattern (see Figure 5.7.X.3.6-1).

[image: image2.emf]initiate communication service;

add request via network control interface

verify source of request;

ensure authorisation, 

authenticity, integrity, etc. 

execute admission control;

assign resources;

update reservations

allocate resources

update resources and 

QoS configuration

ACK success

ACK success; 

provide service info

utilise QoS-enabled 

5G communication service

when done,

initiate communication

service disengagement request

free resources

update resources and 

QoS configuration

ACK success

internal cleanup

ACK success

Wind Power Plant

Application/Network Operator

5G Network

Control

5G Network

Devices


Figure 5.7.X.3.6-1: Action sequence for dynamic setup of communication services.
The Wind Power Plant Application / Network Operator in Figure 5.7.X.3.6-1 stands for anything or anyone that triggers a request for a communication service. This can be, for instance, the wind power plant application that automatically requests communication services based on the operational state of the wind power plant and/or the wind turbine. Furthermore, the network operator of the wind power plant communication network may request communication services through some management software or management interface, for instance, in order to accompany the maintenance work.

The 5G Network Control in Figure 5.7.X.3.6-1 stands for all software and hardware in the 5G wind power plant communication network that manages and controls the access to the network resources at the network level. This can contain SDN controllers, admission control, etc.

The 5G Network Devices in Figure 5.7.X.3.6-1 stand for all real and virtual 5G network devices whose resources can be managed. 

Especially in the actions initiate communication service; add request via network control interface and initiate communication service disengagement request, the Wind Power Plant Application / Network Operator performs the management of the dynamic communication services through the network control interface.

Special attention needs to be paid to the actions of the 5G Network Control in Figure 5.7.X.3.6-1. The requested communication services differ in their parameters and characteristics and in their access restrictions.

The action verify source of request; ensure authorisation, authenticity, integrity, etc. in Figure 5.7.X.3.6-1 enforces access policies of the wind power plant and its communication network. It ensures that

· Authentication of users requesting access to the wind power plant communication network;

· Authentication of devices to be included in the wind power plant communication network;

· Only authorised personnel has access to the wind power plant communication network;
· Only authorised devices have access to the wind power plant communication network;
· Access is restricted to the relevant and allowed data based on the role and the successful authentication of the requester;
· Access is restricted to the relevant and allowed devices of the wind power plant communication network based on the role and the successful authentication of the devices.
The action execute admission control; assign resources; update reservations translates the characteristics and parameters of the communication service requests into required resources of the 5G network. This action also verifies that the communication service requirements can be fulfilled (admission control). The description of the scenarios in clauses 5.7.X.3.1 to 5.7.X.3.5 mentions several occurrences of the use case "customised access of stakeholders to wind power plant network", however with different characteristics and parameters:
· Communication services for deterministic control traffic with high reliability and different latency requirements (normal operation; test procedures controlled by technician’s device);
· Communication services for sensor data acquisition and sensor readings with different requirements on communication service availability, communications service reliability, end-to-end latency, and user-experienced data rate; 
· Communication services for video surveillance traffic characterised by high data rates, low end-to-end latency, timeliness and stringent communication service availability requirements;
· Communication services for voice communication (technicians; staff at local control centre);
· Communication services for transmission of event notifications and alarms with very high reliability and different latency requirements;
· Communication services for control traffic for initiating processes and on-demand control of actuators. Examples: stopping a wind turbine for maintenance by sending corresponding commands from the local control centre; technicians on the wind turbine performing tests during maintenance;
· Communication services for best-effort data transfers such as large amounts of monitoring data or software updates; possibly with deadline for successful and complete transfer.
All communication service setups and all authorised and admitted communication services must not interfere with already existing communication services, especially not with communication services for the control of wind turbines. Note that all communication services of all stakeholders run over the same physical network. This emphasises the need for isolation and multi-tenancy capabilities.

5.7.X.4 
Post-conditions

All communication services related to the maintenance action have been disengaged (torn down). The wind power plant communication network is mostly in the same configuration as before the service flows in Subclause 5.7.X.3. Furthermore, communication services for the added continuous data analytics functionality for predictive maintenance are running.

5.7.X.5 
Challenges to the 5G system
5.7.X.5.1 
General challenges
The 5G system needs to provide interfaces for the dynamic setup of communication services with different service requirements, fulfilling a wide range of service requirements.

The 5G system needs to support isolation of communication services and of stakeholders.

The 5G system needs to enable effective authentication and authorisation or capabilities for deploying application-specific authentication and authorisation methods.

The 5G system needs to provide a LAN service for migration scenarios. VLAN configurations of today’s wind power plant communication networks need to be supported by the 5G system.
The 5G system needs to provide authenticated and authorised access to remote stakeholders such as a remote service centre. The remote stakeholder communicates with the 5G system (wind power plant communication network) through wide area networks, possibly 5G networks of 5G network operators.
The 5G system needs to support a potentially large number of communication services (scalability). The wind power plant communication network might contain half to one million of sensors and actuators, many communication services for the control of the wind turbines, plus several other dynamically set up communication services for specific events such as maintenance, remote service, and monitoring access. Some communication services might be restricted to specific areas such as a wind turbine; others might cover the entire wind power plant communication network.
The 5G system needs to support communication services identifiers and priorities of communication services. Communication services with high priority such as for emergency overwrites need to preempt non-essential communication services if necessary (insufficient network resources).
A possible solution for high communication service availability and high reliability is multi-path connectivity. In order to use multi-path for demanding dependable communication services, the 5G system needs to support multi-path transmissions and their setup.

A possible means of admission control for communication services is multi-constrained path selection. It allows to satisfy the different sets of requirements of the dynamically set up communication services.

5.7.X.5.2 
KPIs for communication services in wind power plant communication networks

The KPIs of communication services in a wind power plant communication network are listed in Table 5.7.X.5.2-1.

Table 5.7.X.5.2-1: KPIs of communication services in a wind power plant communication network (based on [X1][X2]).

	Communication Service
	End-to-end Latency
	Communication Service Availability
	Packet Loss Ratio

	Analogue measurement
	16 ms
	99,99 %
	< 10-6

	Status information
	16 ms
	99,99 %
	< 10-6

	Protection traffic
	4 ms
	99,9999999 %
	< 10-9

	Reporting and logging
	1 s
	99,99 %
	< 10-6

	Video surveillance
	1 s
	99,0 %
	no specific requirement

	Control traffic
	16 ms
	99,9999999 %
	< 10-9

	Data polling
	16 ms
	99,99 %
	< 10-6


5.7.X.6 
Potential requirements

	Reference Number
	Requirement text
	Application / Transport
	Comments

	Centralised Power Generation X.1
	The integrity of the information exchanged via the 5G system shall be protected.
	T
	

	Centralised Power Generation X.2
	The 5G system shall provide a communication service interface for specifying the communication service requirements in communication service requests.
	T
	Communication service requirements include KPIs (end-to-end latency, timeliness, communication service availability, data rate) but also access limitations (authorised personnel, authorised devices, restrictions on accessible data and accessible devices).

	Centralised Power Generation X.3
	The 5G system shall support the automated, dynamic setup and configuration of communication services.
	T
	Setup and configuration of communication services is permitted to authorised and authenticated applications. Manual interaction during the set up of communication services is reduced to the minimum.

	Centralised Power Generation X.4
	The 5G system shall provide admission control for communication services that does not infringe on guaranteed QoS of previously admitted communication services.
	T
	The dynamic setup of communication services must not disturb already running communication services.

	Centralised Power Generation X.5
	The 5G system shall enable a high availability of communication service interfaces and corresponding functionality in the 5G system.
	T
	

	Centralised Power Generation X.6
	The 5G system shall issue identifiers for communication service instantiations.
	T
	

	Centralised Power Generation X.7
	The 5G system shall support priorities of communication services.
	T
	Non-essential communication services need to be preempted by communication services with high priority such as for emergency overwrites, if necessary (insufficient network resources).

	Centralised Power Generation X.8
	The 5G system shall be scalable with respect to (1) the number of concurrently established communication services and, (2) the number of concurrent setupsof communication service.
	T
	(2) is on scalable setup procedures for communication services. Besides the necessary data structures for concurrent setup of communication services, the setup time needs to be limited.

	Centralised Power Generation X.9
	The 5G system shall assure isolation and coexistence of instantiated communication services having a large variety of QoS requirements
	T
	

	Centralised Power Generation X.10
	The 5G system shall provide a monitoring interface for network monitoring, both locally and remote.
	T
	Network monitoring can be local (for instance at the wind turbine by technicians), network internal by the local control centre of the wind power plant communication network, or remote by the remote service centre.

	Centralised Power Generation X.11
	The network components of the 5G system shall be remotely configurable and shall allow monitoring of device state and communication service state.
	T
	

	Centralised Power Generation X.12
	The network components of the 5G system shall be able to provide QoS for deterministic control traffic.
	T
	Example: control traffic in a wind turbine:

low end-to-end latency, stringent timeliness, high communication service availability and high communication service reliability. For KPIs, see Table 5.7.X.5.2-1.

	Centralised Power Generation X.13
	The 5G system shall provide very high communication service availability and very high communication service reliability within the wind power plant communication network.
	T
	High communication service availability and high reliability of communication between wind turbines and local control centre (SCADA). For KPIs, see Table 5.7.X.5.2-1.

	Centralised Power Generation X.14
	The 5G system shall enable authentication and authorisation of stakeholders, possibly via role-based access lists and different levels of granularity. 
	T
	This includes customised access to communication services, devices, data, management of communication services, etc.

	Centralised Power Generation X.15
	The 5G system shall enable secure and authorised access of remote management services to communication services of wind power plant communication network through wide area networks.
	T
	The remote service centre needs to access communication services, data, and control functionality of the wind power plant communication network through wide area networks, possibly networks of 5G network providers.

	Centralised Power Generation X.16
	The 5G system shall support multi-tenancy, including tenants with restricted access.
	
	Not every tenant may be allowed to "see" or access service endpoints in the wind turbines etc. (network-based access control; not at application layer). Furthermore, there might be restrictions on the accessible resource (e.g. bandwidth).

	Centralised Power Generation X.17
	The 5G system shall be able to establish tenant-centric network slices, enforcing corresponding QoS parameters and communication service requirements (multi-tenancy).
	T
	The network slices of different tenants need to be isolated from each other. Communication services of one tenant must not interfere with communication services from another tenant.

	Centralised Power Generation X.18
	The 5G system shall support tenant-based access policies (authorisation).
	T
	

	Centralised Power Generation X.19
	The 5G system shall support dynamic setup of new tenant and user profiles.
	T
	

	Centralised Power Generation X.20
	The 5G system shall support concurrent, independent connections between the wind turbine and two or more mobile devices. 
	T
	The communication between the wind turbine and the mobile devices includes control messaging and the exchange of operational data. Control messaging can include cyclic communication. Especially during deployment, commissioning, and maintenance of a wind turbine, many technicians need communication access to the wind turbine at the same time.

	Centralised Power Generation X.21
	The 5G system shall support LAN services.
	
	LAN services are needed in the 5G system for migration scenarios. VLAN configurations of today’s wind power plant communication networks need to be supported by the 5G system.
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� This means that the devices with their network interfaces are part of the wind power plant communication network.





