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Abstract: This document provides additional input to the FS_CAV TR regarding deployment scenarios. Resource utilization and security need to be considered as part of an enterprise deployment that provides the appropriate isolation between the public and private resources.
Proposed Text:
X.        Deployment for automation in vertical domains
X.1      5G deployment options

In order to ensure the requirements for availability and reliability can be met, various deployment options can be utilized. Restricting access to resources to only those entities belonging to the enterprise, or even a subset of them, can ensure that specific capabilities are available when needed. For example, in an automated factory, radio and network resources supporting specific KPIs for reliability and latency may be restricted for access only by the robotic controls requiring the specific KPIs. This eliminates competition for those resources by other devices that do not have the same reliability and latency requirements. Similarly, restricting access to enterprise resources by only authorized devices eliminates churn from unauthorized devices (e.g., a person with a cell phone walking past the factory) attempting access to resources they will not be able to use.

Devices used within an enterprise 5G system may have different security needs.  For example, the enterprise may choose to deploy its own authentication, identities, credentials, and other security features for devices that are only able to use the resources of the enterprise system. This capability allows the enterprise to maintain close control and security of its own proprietary information and equipment, and can also play a role in preventing unauthorized devices from accessing the enterprise resources. Other devices, such as employee smartphones, that need to access both the enterprise network and the public network, can use the same authentication, identities, credentials, etc. that are provided for public networks.
