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Abstract: This document provides content for the considerations on security and charging for TR 22.821.  The content is drawn from the potential requirements in the use cases 5.1, 5.2, 5.9.5.19, 5.22 and 5.24.
Discussion:
Several use cases in TR 22.821 include potential requirements related to security and charging. The requirements are consolidated per the following discussion and then proposed for inclusion in clause 6.

For security, the following potential requirements are considered and consolidated.

5.1: 

A 5G PVN shall support regulatory requirements.

5.2:

The 5G LAN-type service shall support a 3GPP supported mechanism to authenticate legacy non-3GPP devices for 5G PVN access.

5.9
The 5G network shall be able to verify the identity of a UE requesting to join a specific private group communications.
5.19:

The 5G network shall enable the MNO to authenticate and authorize a remote UE in indirect mode under a relay UE to use 5G LAN-type service.

5.22:

The 5G system shall support a secure mechanism for an operator to provision 3GPP credentials to industrial IoT devices for 5G LAN-type services.  
5.24:

[PR 5.x.3.2] A 5G PVN shall provide integrity protection for communications between authorized UEs.
As these are distinct requirements, there is no need for consolidation. The requirement from 5.1 is modified to align with the broader definition of 5G LAN-type service as follows:

A 5G LAN-type service shall support regulatory requirements.

The requirements from 5.9, 5.16, 5.19 and 5.22 are rephrased to align with the agreed terminology in TR 22.821 as follows:

The 5G LAN-type service shall be able to verify the identity of a UE requesting to join a specific private communication.


The 5G LAN-type service shall enable the MNO to authenticate and authorize a remote UE in indirect communication mode with a relay UE to access the 5G LAN-type service.

The 5G LAN-type service shall support a secure mechanism for an operator to provision 3GPP credentials to industrial IoT devices for 5G LAN-type services.  
For charging, the following potential requirements are considered.
5.1: 
A 5G LAN-type service shall provide a mechanism to collect charging information based on resource usage (e.g., licensed or unlicensed spectrum, QoS, applications).

5.2:

The 5G LAN-type service shall support a mechanism to collect charging information based on a UE’s primary subscription holder.
5.9

The 5G network shall be able to collect charging information when a UE joins a specific private group communications.

As these are distinct requirements, there is no need for consolidation. The requirement from 5.9 is rephrased to align with the agreed terminology in TR 22.821 as follows
The 5G LAN-type service shall be able to collect charging information when a UE joins a specific private communication.

Proposed Text:
6
Considerations

6.1
Considerations on security

A 5G LAN-type service shall support regulatory requirements.
The 5G LAN-type service shall support a 3GPP supported mechanism to authenticate legacy non-3GPP devices for 5G PVN access.

The 5G LAN-type service shall be able to verify the identity of a UE requesting to join a specific private communication.

The 5G LAN-type service shall enable the MNO to authenticate and authorize a remote UE in indirect communication mode with a relay UE to access the 5G LAN-type service.

The 5G LAN-type service shall support a secure mechanism for an operator to provision 3GPP credentials to industrial IoT devices for 5G LAN-type services.  
[PR 5.x.3.2] A 5G PVN shall provide integrity protection for communications between authorized UEs.

6.2
Considerations on charging
A 5G LAN-type service shall provide a mechanism to collect charging information based on resource usage (e.g., licensed or unlicensed spectrum, QoS, applications).
The 5G LAN-type service shall support a mechanism to collect charging information based on a UE’s primary subscription holder.
The 5G LAN-type service shall be able to collect charging information when a UE joins a specific private communication.


