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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	750004
	FS_CAV: Study on Communication for Automation in Vertical Domains
	Output of this study may be used in FS_CAV

	760007
	FS_5GLAN: Study on LAN Support in 5G
	Output of this study may be used in FS_5GLAN


3
Justification

As described in the LS from GSMA Technology Group (LS on 5G Identity and Access Management Requirements) the GSMA Identity and Access Management Task Force has studied, based on NGMN input, opportunities for operators to evolve their AAA systems to offer added value to their customers and other entities (e.g. IoT service providers) and to play the role of identity enablers. Their findings were published in the whitepaper “Identity and Access Management Requirements, Version 1.0, 13 November 2017”.
GSMA has identified three core principles:

- Introduction of "a new Identity" as identity of the user behind the device
- Implementation of a service- and layer- agnostic identity

- Introduction of an identity relationship management concept.

While not all of these aspects to the full extent fall in the remit of 3GPP, a certain level of support by the 5G system is needed to enable this vision. 

4
Objective

The aim of this work is to study the introduction of an optional, user-centric authentication layer on top of the existing subscription authentication, supporting various authentication mechanisms and interactions with external authentication systems as well as a degree of confidence (i.e. a value that allows differentiated service policies depending on the reliability of the user identifier). Mechanisms how to increase the degree of confidence may be analysed.
The new authentication layer shall not replace existing subscription credentials. The security and privacy of subscriber or end user data shall not be compromised.
Use cases will be studied and potential requirements derived how to use the new user identifier within the 3GPP system e.g. to provide customized services and enhanced charging and how to provide this identifier to external entities to enable authentication for systems and services outside 3GPP.  

Use cases for use within 3GPP include
- providing different users using the same UE with customized services 

- identifying users of devices behind a gateway with a 3GPP subscription, but without the devices having a dedicated 3GPP subscription  
- using a user identifier being linked to a subscription to access 3GPP services via non-3GPP access.
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	Series
	Title
	For info 
at TSG# 
	For approval at TSG#
	Remarks

	External TR
	22.9XX
	Study on a Layer for User Centric Identifiers and Authentication 
	TSG#79
	TSG#80
	


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
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