3GPP TSG-SA WG1 Meeting #80
S1-174123
Reno, NV, USA 27 November – 1 December 2017
(revision of S1-17xxxx)
Title:
FS_BMNS Private Slice Selection
Agenda Item:
8.11
Source:
Nokia, Nokia Shanghai Bell
Contact:
Betsy Covell  betsy.covell@nokia.com
Abstract: This document provides a scenario for the FS_BMNS TR addressing private slice selection.
Proposed Text:

5.x
Private slice selection
5.x.1
Description
A business wants to have a secure and isolated set of network capabilities that meets its communication needs, without having to purchase and maintain the network infrastructure. In this case, a mobile network operator can use network slicing as a means to provide a virtual private network, or private slice, for the enterprise.  

The MNO allocates the necessary resources that meet the agreed KPIs for the business to the private slice. The slice includes radio resources allocated for the sole use of the business as well as core network functionality. A business may arrange for more than 1 private slice to differentiate service offerings for different types of equipment, e.g., robotic manufacturing equipment that requires URLLC may be assigned to a specific slice while access to databases and office equipment may be assigned to a separate slice with different KPIs.  Some equipment may need to have access to more than one of the private slices used by the business.  

A mechanism is needed to ensure that the business’ traffic is confined to the slices allocated to the business (e.g., a robot using URLLC does not attempt to attach to a cell outside the slice that also provides URLLC). This avoids potential churn to the remaining network resources as well as constrains resource usage metrics for slice management and charging purposes. For similar reasons, a mechanism is also needed to prevent non-authorized UEs from attempting to attach to a cell belonging to the slice. If the business uses more than one slice (e.g., URLLC/non-URLLC) then a mechanism is needed to ensure that UEs only attempt to access the slice(s) within the business that they are authorized for (e.g., printer cannot access a URLLC cell). At the same time, some UEs need to be able to access both cells restricted to the slice and cells open to other users (e.g., employee phones). Techniques similar to CSG could be used to provide this cell access management. An optional secondary authentication may also be used to ensure that only authorized UEs access the functionality of the private network slice. 

The trust relationships in this scenario include the following aspects.

1) The business trusts the MNO to provide the agreed resources and functionality needed by the business.

2) The MNO is responsible for ensuring isolation of the slice communications from the rest of the network, including only allowing authorized UEs to access a slice and constraining authorized UEs to the authorized slice.

3) The business is responsible for authorizing UEs to access the private slice, potentially including provisioning the UEs with the applicable slice identification information to enable access to the slice.

4) The business may provide a secondary authentication to ensure only authorized UEs access the private network slice.

5.x.2
Potential Requirements 

[PR 5.x.2.1] The 3GPP system shall support a mechanism to identify a slice along with information to access cells associated with the slice.

[PR 5.x.2.2] The 3GPP system shall support a mechanism to select a cell that supports at least one of the slices a UE is authorized to access.

[PR 5.x.2.3] A UE shall be able to detect the availability of a slice offered by a cell before attempting to access the cell.

[PR 5.x.2.4]  The 3GPP system shall support a mechanism for a 3rd party to provision a UE with one or more authorized slice identifiers.

[PR 5.x.2.5] The 3GPP system shall support a mechanism to prevent a UE from accessing a cell it is not authorized to select.

[PR 5.x.2.6]  The 3GPP system shall support a mechanism for a 3rd party to authenticate a UE for access to a private network slice.

