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Abstract: This contribution proposes a use case describing support for remote access to a 5G PVN. This use case builds on use cases 5.1 and 5.2  already included in TR 22.821 in that the requirements from those use cases apply for this case as well but are not repeated in this contribution.
Proposed text:
5.x
Use case for 5G PVN virtual office
5.x.1
Description
An advantage a 5G PVN has over existing LANs is the ability to interwork with the larger public network and provide access beyond a limited geographic boundary. This is a significant advantage for an enterprise with a wide spread customer base or with employees who work remotely. It is also well suited to today’s sharing economy in which the work is done by contractors working in their own time and space rather than for fixed periods in an office. In all of these cases, the workers need to have access to the enterprise PVN from where ever they are working, be it at home, on the road, or on a customer premise. 

Since the 5G PVN uses 3GPP technology, it can be accessed over the PLMN, thus providing a virtual office environment with 5G LAN-type services for all workers, regardless of location. Using a smartphone or tablet, workers can access the company databases, office equipment, and their colleagues using the 5G LAN-type service from their own home or customer premise at any time of the day or night. 

An additional benefit of using 3GPP technology is that workers can use their same smart phone to access both other devices on the 5G PVN and other UEs that are not on the 5G PVN such as customers or suppliers. This minimizes the equipment needed by the workers as one smartphone can serve all their communication needs wherever they are. At the same time, some devices such as printers may be restricted to only communicating with other devices that are members of the 5G PVN. 
5.x.2
Scenario

A small sales business employees several individuals who work from their own homes rather than in an office. This allows the employees the flexibility to work when and where there is demand (e.g., early mornings, daytime, evenings) and to freely travel to customer premises for sales and support. In this arrangement, the business needs all employees to have access to product databases, sales reporting databases, shipping information, etc., and to be able to communicate among themselves as they would if they were in the same office space. The business uses a 5G PVN to provide this type of communication service for all employees.  

The 5G PVN provides a virtual office, enabling each employee to access the company databases, office equipment, and their colleagues using the 5G LAN-type service from their own home or customer premise. For example, a sales rep visiting a customer premise can use a tablet to access the 5G PVN over the PLMN to access a product database and share the product information with the client. Using the 5G PVN enables a secure and trusted connection between the sales rep’s tablet and the database. When the client selects a product for purchase, the sales rep is again able to use a secure connection over the 5G PVN to immediately place the order and process payment information. The sales rep is able to have the order details printed out on her home printer for her records while still at the customer site.

A benefit of using a 5G PVN in this case is that the employee needs only a single smartphone to conduct business at the customer site as they used to make the appointment with the customer in the first place. No separate equipment is needed to contact devices outside of the 5G PVN (e.g., the customer) as can be used to contact devices that are also members of the 5G PVN (e.g., the printer).  At the same time, the security and integrity of the 5G PVN can be protected by restricting some devices (e.g., printers) to only being able to communicate with other devices that are members of the 5G PVN.

5.x.3
Potential service requirements 
[PR 5.x.3.1] A 5G PVN shall be accessible via the PLMN for both home and roaming UEs that are members of the 5G PVN. 

[PR 5.x.3.2] A 5G PVN shall provide integrity protection for communications between authorized UEs.

[PR 5.x.3.3] A 5G PVN shall provide privacy on communications between authorized UEs.

[PR 5.x.3.4] A 5G PVN shall support a mechanism to restrict service for a UE that is a member of a 5G PVN to only communicate with other UEs that are members of the same PVN.[PR 5.x.3.5] A UE that is a member of a 5G PVN shall also be able to communicate with UEs that are not members of the 5G PVN, unless such communication is restricted.

5.x.4
Potential operational requirements 

[PR 5.x.4.1] The 5G LAN-type service shall support a mechanism to collect charging information for both home and roaming UEs.
