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Abstract: This contribution provides an overview about the responsibilities of product suppliers, system integrators and vertical infrastructure operators. We illustrate these roles and the pertinent security standards for the example of digital grid (a.k.a. Smart Grid).

Discussion

This contribution is intended to enhance the section 6 on security by elucidating the relation and distribution of security responsibilities between players in a vertical domain.

Proposal


 START OF PROPOSED CHANGES 

NOTE TO EDITOR: 
Insert the text of Change 1 as new Subclause after Subclause 6.1.


 Start of Change 1 

6.X
Industrial security responsibilities
In vertical use cases, security is in general a shared responsibility between a product supplier (typically the product manufacturer), the integrator, and the operator of the infrastructure in question. Hereafter the latter is also referred to as infrastructure operator. 
Let us illustrate these roles for a digital grid use case, i.e. the automation of an electrical power distribution network (see Figure 6.X-1). In this case, the infrastructure operator in question is a utility, and the integrator is typically the company installing the hardware. The OT infrastructure in question is the energy automation equipment for operating the digital grid. Note that the infrastructure operator is responsible for both the IT and OT installation. In the case of the digital grid, an example for OT is an adjustable transformer, and an example for IT is consumer and prosumer billing software. The integrator can be the utility itself or a sub-contracted company. We emphasise the role as an OT infrastructure operator in Figure 6.X-1, since it is controlling the physical world which makes use cases in this study different from pure IT use cases such as multi-player gaming. In the case of automation equipment utilising a 5G network, both the supplier of the digital grid automation equipment and the suppliers of the 5G equipment are the suppliers.

To address cyber security needs of the infrastructure operator, these actors rely on adequate processes for handling IT security as well as on technical and procedural security means. These actors thus require sufficiently secure products but also a secure integration of products into systems and solutions. 
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Figure 6.X-1: Distribution of security responsibilities for the example of a digital grid.

Starting from the left side of Figure 6.X-1, all participants, i.e. infrastructure operator, system integrator, and product supplier operate an infrastructure that needs to be managed according to the associated risks. As noted for the infrastructure operator in Figure 6.X-1, this is specifically enforced through directives, e.g. the NIS directive for critical infrastructures in Europe. 

Risks regarding the operation of an IT infrastructure are typically addressed with an information security management system. The ISO 27000 series defines a generalised information security management system by specifying operational processes and procedures addressing security. This framework also provides specific guidance on certain vertical domains. Figure 6.X-1shows the example of a digital grid (a.k.a. Smart Grid), for which ISO 27019 provides an augmentation of the general security controls described in ISO 27002 for the power system domain. 

Many of the aforementioned processes require interfaces, which come with requirements for the integrator and the device or system manufacturer. The integrator defines security requirements based on the intended operational use cases and determines security levels to be achieved. One standard supporting this is IEC 62443-3-3 [42] (see Subclause 6.2). Thanks to the definition of a target security level, which leaves the actual technical realisation open, the manufacturer can choose among various options for the implementation. As shown in Figure 6.X-1, the product supplier typically builds products according to established security standards. For instance, for communication security, the product supplier can employ IEC 62351, which is a domain-specific security standard series for the power system domain. This series, beyond other specifications, profiles already existing security standards like TLS for securing TCP/IP based communication. 5G security features can also be leveraged here for supporting secure network access.

In praxis, different deployments (based on equipment from different automation suppliers) often use different kinds of credentials. Also, it is noteworthy that automation devices often have different communication ports (e.g., WLAN and Ethernet), and that authentication of the device is done with the same credential, irrespective of the port used. In this context it is important to remember that the security mechanisms used need to be supported for at least the life expectancy of the installed devices. This life expectancy is typically ten years or more. So, if 5G UEs etc. are installed in, for instance, a factory, the 5G system and future updates of the system have to support the initially used authentication mechanism for the same time span. Furthermore, it is worth mentioning that there is a pervasive trend toward EAP as a common authentication framework in non-3GPP communication technologies for verticals.


 End of Change 1 


 Start of Change 2 

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

AGV
Automated Guided Vehicle

AR
Augmented Reality

CAN
Controller Area Network

C2C
Control-to-Control 

ERP
Enterprise Resource Planning

HD
High definition

GoA
Grade of Automation

IT
Information Technology
HMI
Human-Machine Interface

µDC

Micro Data Center 

MEC

Multi-Access Edge Computing

MES
Manufacturing Execution System

ML

Machine Learning

NRT
Non-Real-Time 

PCM

Pulse Code Modulation

PLC

Programmable Logic Controller

OT
Operational Technology

RT

Real-Time 

VR
Virtual Reality

WSN

Wireless Sensor Network


 End of Change 2 
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