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Abstract:  This document describes a proposal for a new section 5 for usecase for Telecare data traffic between home and remote monitoring centre and proposes a security requirement to allow for such usecase to be possible.

Discussion:
[bookmark: _Toc483545622]5.<n>	<Smart Living - Health Care>
[bookmark: _Toc483545623]5.<n>.1	Description of vertical
Editor’s Note: Provide brief introduction to this vertical. 
Smart living is one of the verticals that is focused on transforming healthcare through mobile health delivery, personalized medicine, and social media e-health applications. Medical data is very sensitive and private and requires a high degree of reliability in transporting the data. There is already a lot of work done in this area, but 5G mobile will play a significant part in advancing this area of study. Some of the information transferred is low data readings and if they are consistent then they can be transferred with low priority until there is exceptional data that will generate an alarm to be raised. The use case described here can be likened to any other use cases for monitoring data. The uniqueness here is the sensitivity and privacy that is required.
[bookmark: _Toc483545624]5.<n>.<m≥2>	< Telecare data traffic between home and remote monitoring
centre >
[bookmark: _Toc483545625]5.<n>.<m>.1	Description
eHealth provide the capability for remote monitoring and care, this eliminates the need for frequent visit to the doctors and it allows for efficient management of chronic diseases for both patient and the medics. This use case is about the automated monitoring of data and suggests that such sensitive information should be managed in a secure way and in some cases can allow for different level of authorisation of this information. In some cases regular monitoring of patient data can trigger an alarm to the patient depending on the information received or in other cases it can trigger authorisation to some other parts of the patient information received by other medical care bodies and finally the same information with different level of authorisation can trigger a warming from a consultant which requires a different but maybe higher level of authorisation. 
[bookmark: _Toc457296697][bookmark: _Toc475357057][bookmark: _Toc483545626]5.<n>.<m>.2	Preconditions
Rules used to categorise different authorisation levels and criticality of information are set in place using a policy server.
[bookmark: _Toc457296698][bookmark: _Toc475357058][bookmark: _Toc483545627]5.<n>.<m>.3	Service flows
Most Telecare data will need to be transferred to support real-time critical alarm situations. Alarm situations normally initiate a voice call. In such alarm situations, link availability and reliability are major considerations.
In this use case it is assumed that the patient has a number of monitoring device (wearables) which could also be part of or connected to a 3GPP 5G device.  In this scenario there are different types of information that are collected and transferred via the 3GPP network to a medical centre (data measuring and policy decision centre) which could be on a 3GPP server belonging to a service provider or network operator. 
The medical centre will determine the alarm level based on a policy and based on this level will automatically request a call or text to be initiated to either the patient (level1 decision maker), a medical advisor (a nurse: Level2 decision maker) and or to a consultant (level 3 decision maker) informing them that the critical level has been reached and the necessary contingency plan should be taken depending on the severity of the alarm. 
The 3GPP system will automatically set up a dedicated line of communication in a secure manner, depending of the level of the alarm and this will allow for the right level of confidentiality for the information recipient warning them they need to either take their medication or prepare to come to the hospital for further investigation. 
[image: ]

[bookmark: _Toc457296699][bookmark: _Toc475357059][bookmark: _Toc483545628]5.<n>.<m>.4	Post-conditions
The system resets itself to the default state and measuring and monitoring of data resumes.
[bookmark: _Toc483545629]5.<n>.<m>.5	Challenges to the 5G system
Editor’s Note: You are encouraged to highlight challenging service requirements. For instance, is this use case challenging since it requires communication services featuring ultra-low end-to-end latency?
This section should also include 3GPP specific charging topics if applicable.
[bookmark: _Toc457296700][bookmark: _Toc475357060][bookmark: _Ref479328962][bookmark: _Toc483545630]5.<n>.<m>.6	Potential requirements

	Reference Number
	Requirement text
	Application / Transport
	Comments

	[req’t number]
	The 3GPP system shall support mechanisms to differentiate between levels of authorisation required for decision 
	Transport
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