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Abstract: We discuss the industrial security standard IEC 62442, which is used in multiple vertical domains.
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------------------------- START OF PROPOSED CHANGES ----------------------------

------------------------- Start of Change 1 ----------------------------

6
Security

Editor’s note: Address how to enable existing and emerging industrial security solutions. Established security solutions are described for information. List of potential service requirements.

6.X
Background: the industrial security standard IEC 62443

5G security is essential for low latency high reliability communication applied to automation, e.g. in industrial automation, Industrie 4.0, industrial IoT, building automation, and the digital electricity grid. The industrial security standard IEC 62443 [x1] is applied in various vertical domains, including factory automation, process automation, building automation, transportation systems, and energy management. Compatibility of 5G security solutions with IEC62443 is important so that 5G offerings can be used flexibly in different industrial domains. 

The international industrial security standard IEC 62443 is a security framework defined by the International Electrotechnical Commission (IEC). It covers both organisational and technical aspects of security, without being prescriptive regarding the technical solution. In the set of corresponding documents, security requirements are defined, which target the solution operator and the integrator, but also the product vendor. 

As shown in Figure 6.1-1, the parts of the standard are grouped into four clusters covering 

· Common definitions and metrics;

· Requirements concerning setup of a security organization (related to information security management systems), solution suppliers, and service provider processes;

· Technical requirements and methodology for security at a system-wide level;  

· Requirements concerning the security development lifecycle of system components, and security requirements for such components at a technical level. 
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Figure 6.1-1. IEC 62443 Overview and Status. Proc.: process; Func.: function; IACS: industrial automation and control system.

According to the methodology described in IEC 62443-3-2 [x2], a complex automation system is structured into zones that are connected by and communicate through so-called “conduits” that map for example to the logical network communication between two zones. Moreover, IEC 62443-3-3 defines security levels (SL) that correlate with the strength of a potential adversary as shown in Figure 6.1-2 below [x3]. 
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Figure 6.2-1: Security levels according to IEC 62443-3-3 [x3].

In order to reach a dedicated SL, the specified requirements have to be fulfilled. For each security level, IEC 62443-3-3 defines a set of security requirements for an automation system. Seven foundational requirements group specific requirements:

· FR 1: identification and authentication control;
· FR 2: use control;
· FR 3: system integrity;
· FR 4: data confidentiality; 

· FR 5: restricted data flow;
· FR 6 timely response to events; 

· FR 7: resource availability.
For each of the foundational requirements, there exist several concrete technical security requirements (SR) and further requirement enhancements (RE) that have to be fulfilled for a specific security level. In the context of communication security, the security levels are specifically interesting for the conduits connecting different zones. The following examples are taken from IEC 62443-3-3 [x3] to illustrate some of the requirements.

· FR1 SR 1.6 – Wireless access management: The control system shall provide the capability to identify and authenticate all users (humans, software processes or devices) engaged in wireless communication.

· FR3, SR3.1 – Communication integrity: “The control system shall provide the capability to protect the integrity of transmitted information”.

· FR3, SR3.8 – Session integrity: “The control system shall provide the capability to protect the integrity of sessions. The control system shall reject any usage of invalid session IDs.” 

· FR4, SR 4.1, RE 1 – Protection of confidentiality at rest or in transit via untrusted networks: “The control system shall provide the capability to protect the confidentiality of information at rest and remote access sessions traversing an untrusted network.”
· FR5, SR 5.2 – Zone boundary protection: “The control system shall provide the capability to monitor and control communications at zone boundaries to enforce the compartmentalization defined in the risk -based zones and conduits model.” 
As IEC 62443 gains more acceptance in different industry domains, different technical security solutions suitable for the application domain and coping with the security requirements are needed.
------------------------- End of Change 1 ----------------------------
------------------------- Start of Change 2 ----------------------------

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
IEC 61907, “Communication network dependability engineering”, 2009.

[3]
3GPP TS 22.261: "Service requirements for the 5G system".

[4]
IEC 62290-1: “Railway applications - Urban guided transport management and command/control systems - Part 1: System principles and fundamental concepts”.

[5]
TTA TTAK KO-06.0-369: "Functional Requirements for LTE-Based Communication System", Oct. 2014.

[6]
J. Kim, S. W. Choi, Y.-S. Song, and Y.-K. Kim, "Automatic train control over LTE: Design and performance evaluation", IEEE Comm. Mag., Oct. 2015.

[7]
IEEE 1474.1-2004: "IEEE Standard for Communications-Based Train Control (CBTC) Performance and Functional Requirements".

[8]
TS 22.261 (V15.0.0): " Technical Specification Group Services and System Aspects; Service requirements for the 5G system; Stage 1".

[9] 
Deterministic Networking, bas-usecase-detnet, IETF, October 2015

 
[x1]
IEC 62443, "Industrial communication networks - Network and system security", https://webstore.iec.ch/searchform&q=IEC%2062443
[x2]
IEC 62443-3-2, "Security for industrial automation and control systems - Part 3-2: Security risk assessment and system design", in progress.
[x3]
IEC 62443-3-3, "Industrial communication networks - Network and system security - Part 3-3: System security requirements and security levels", 2013.
------------------------- End of Change 2 ----------------------------

------------------------- END OF PROPOSED CHANGES ----------------------------

