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------------------------- End of Change 1 ----------------------------

------------------------- Start of Change 2 ----------------------------

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
automation: the automatic operation or control of a process, device, or system

NOTE 1: This definition is based on [x19].

------------------------- End of Change 2 ----------------------------

------------------------- Start of Change 3 ----------------------------

4.3
Automation

4.3.1 Data flows in automation
4.3.1.1
Introduction


The term automation stands for the control of processes, devices, or systems in vertical domains by automatic means [x19]. Note that a process always includes physical entities and their attributes. By providing particular input to a process one tries to generate a particular output (see Figure 4.3.1.1-1). 
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Figure 4.3.1.1-1: Process to be controlled [x19].

Examples for such processes are chemical processes in the chemical industry, the control of subways, and factory automation with industrial robots. Example (1): the process in question is a chemical reaction and the input is heat; the yield of the chemical reaction, i.e. the output, varies with said heat. Example (2): for a subway, the input can be electrical energy, the process the acceleration of the subway, and the output reaching the cruising velocity of the subway.
The technology related to automation is referred to as operational technology, which "is hardware and software that detects or causes a change through the direct monitoring and/or control of physical devices, processes and events in the enterprise." [x21]. An overview of operational-technology devices can be found elsewhere in the literature [x20]. The last decade has seen an increased integration of operational and information technology [x23]. Automation technology can be used in private settings such as factories, but it is also used in critical infrastructure such as the electricity grid, civil aviation, public transport, etc. [x22]. 

Automation technology can be used in private settings such as factories, but it is also used in critical infrastructure such as the electricity grid, civil aviation, public transport, etc. [x22]. 

In Subclause 4.3.1.2 we introduce the main type of systems used in automation, i.e. control systems. In Subclause 4.3.1.3  we introduce the most common patterns of control systems. In Sucblause 4.3.1.4 we discuss the communication attributes of an automation system. Finally, in Subclause 4.3.1.5 we present the communication patterns entailed by automation systems.

4.3.1.2 Control systems

As outlined in Subclause 4.3.1.1, automation is about controlling processes by aid of automated means. This objective is accomplished by the use of control systems. "A control system is an interconnection of components forming a system configuration that will provide a desired [process] response." [x19].
Control systems can be distinguished by four main functions [x20]:

· Measure: obtain values from sensors and feed these values as input to a process and/or provide these values as output, for instance to a human user;
· Compare: evaluate measured values and compare to process design values;
· Compute: calculate, for instance, current error, historic error, future error etc.;
· Correct or control: adjust the process.
The four functions above are typically performed by four elements [x20]:

· Sensor: device capable of measuring various physical properties;
· Transmitter: device that converts measurements from a sensor and sends the signal;
· Controller: provides the logic and control instructions for the process;
· Actuator: changes the state of the environment; here the process.
Note that frequently the combination of sensor, and transmitter is referred to as a sensor. This is the style we are adhering to in the remainder of the present document.

There are three common patterns of automation. One is open-loop control, the second is feedback or closed-loop control, and the third is sequence control [x19] [x20]. We discuss all three patterns in more detail in the next Subclause. 
4.3.1.3 Activity patterns in automation
4.3.1.3.1 Open-loop control

The salient aspect of open-loop control is the lack of output control; when providing desired output responses to an actuator, it is assumed that the output of the influenced process is predetermined and within an acceptable range. Figure 4.3.1.3.1-1 depicts an open-loop control system. 
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Figure 4.3.1.3.1-1: Open-loop control system [x19].

This kind of control loop works if the influences of the environment on process and actuator are negligible. Also, this kind of control is applied, it unwanted output can be tolerated. For instance, the damage done by an electric toaster (open-loop control system) slightly burning a a slice of bread is usually negligible. 
In the case of the electric toaster, the desired output response is the crispiness of the toasted bread. The response can, for instance, be chosen by turning a dial on the toaster. The actuator is the heater in the toaster. The dial sets a certain energy level and/or toasting time. When activated, the heater generates heat, which increases the crispiness of the inserted slice of bread over time. This is the process. The output is the toast itself.
4.3.1.3.2 Closed-Loop Control

Closed-loop control enables the manipulation of processes even if the environment influences the process or the performance of the actuator changes over time. This is done by sensing the process output and by feeding these measurements back into a controller. Figure 4.3.1.3.2-1 depicts such a system. 
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Figure 4.3.1.3.2-1: Closed-loop control system [x19].

"In contrast to an open-loop control system, a closed-loop control system utilizes [measurements] of the actual output to compare the actual output with the desired output response." [x19]. An example of a closed-loop control system is a person steering an automobile (assuming his or her eyes are open) by looking at the auto’s location on the road and making the appropriate adjustments." [x19]. 
4.3.1.3.3 Sequence Control

Sequence control may either step through a fixed sequence or it employs logic that performs different actions based on various system states and system input [x19]. Sequence control can be seen as an extension of both open-loop and closed-loop control, but instead of achieving only one output instance, an entire sequence of output instances can be produced. An example of sequence control is controlling an elevator. Based at what floor it currently resides, to what floor it is summoned, and to what floor it is directed, different kinds of control actions and actuations are taken. Note that although the name "sequence control" seems to imply a pre-programmed sequence of desired output responses, the elevator shows that event-based control can also be realised with sequence control.  
4.3.1.4 Communication attributes
4.3.1.4.1 Introduction

Communication in automation can be characterised by two main attributes: periodicity and determinism.
4.3.1.4.2 Periodicity
In terms of periodicity, it is possible to send messages periodically or aperiodically. 
Periodically means, a transmission interval is repeated, for example, a transmission occurs every 15 ms. Reasons for a periodical transmission can be the periodic update of a position or the monitoring of a characteristic parameter. Note that a transmission of a temperature every 15 minutes is a periodical transmission, too. However, most periodic intervals in communication for automation are rather short. The transmission is started once and continuously unless a stop command is provided.
An aperiodical transmission is, for example, a transmission which is triggered instantaneously by an event, i.e. events are the trigger of the transmission. Events are defined by the control system or by the user. Example events are:

· Process events: events that come from the process when thresholds are exceeded or fallen below, e.g., temperature, pressure, level, etc.

· Diagnostic events: Events that indicate malfunctions of an automation device or module, e.g. power supply defective; short circuit; over temperature; etc.

· Maintenance events: Events based on information that indicates necessary maintenance work to prevent the failure of an automation device.

Most events, and especially alarms, must be confirmed. This confirmation can take place in two stages. In the first stage, the receipt of the alarm is acknowledged by the receiver, and in the second stage the application that received the alarm acknowledges the treatment of the alarm telegram to the receiver. The receipt of the event should usually be confirmed in a short time. If an alarm telegram is lost on the communication path, there is no acknowledgment from the receiver. The alarm is then sent again after a preset time, the so-called monitoring time, has elapsed. 

4.3.1.4.3 Determinism

Determinism refers to whether the delay between transmission of a message and receipt of the message at the destination address is stable (within bounds). Usually, a communication is called deterministic if all of the transmitted messages are below a given latency value or bounded by a given threshold for the latency or transmission time. 

4.3.1.4.4 Control systems and related traffic patterns
There is no straight-forward, one-to-one mapping between the type of control and the communication pattern. However, there are preferences. Open-loop control is characterised by one or many messages sent to the actuator. These can be sent in a periodic or an aperiodic pattern. However, the communication means used need to be deterministic since typically a response from the receiver and/or the receiving application is expected. For instance, for the toaster example in Subclause 4.3.1.3.1, the waiting time between activating the toaster and commencement of heating the slice of bread should not be arbitrary.  

Closed-loop control produces both periodic and aperiodic communication patterns. If, for instance, sensor output is only generated when a threshold, e.g. a preset room temperature is exceeded, the timing of the message transmitted to the controller is regulated by the process and not a preset timer. Closed-loop control is often used for the control of continuous processes with tight time-control limits, e.g. the control of printing. In this case, one typically relies on periodic communication patterns. Note that in both the aperiodic and periodic case, the communication needs to be deterministic. For instance, for periodic communication, measurements from adjacent measurement cycles could arrive at the controller out of order and not within the time needed to guarantee a stable operation of the controller. 

The communication attributes required by sequence control generally depend on whether the underlying control paradigm is open or closed. 

Logging of device states, measurements, etc. for maintenance purposes and such typically entails aperiodic communication patterns. In case the transmitted logging information can be time stamped by the respective function, determinism is not mandatory. 
------------------------- End of Change 3 ----------------------------
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Page 6 of 6

_1557067146.vsd
desired output response


actuator


output


process



_1557067303.vsd
desired output response


controller & actuator


output


process


sensor


feedback


measured
output



