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Abstract: This document proposes text for clause 6.1, Considerations on security and charging. Requirements agreed at SA1#74 are included.  Additionally, a number of changes are made from S1-161188.  Additionally, the consolidated proposed requirements are added to clause 7 based on the decision process in S1-161158 and contributions agreed at SA1#74.

Proposed Text Change:
[bookmark: _Toc442776273][bookmark: _Toc442776338][bookmark: _Toc443296614][bookmark: _Toc443380976][bookmark: _Toc443401803]6.1	Considerations on security
6.1.1	General
[PR.6.1-001] The 3GPP network shall support end-to-end integrity protection and confidentiality for data transmitted to/from between the core network and a device, when the device is in indirect 3GPP connection mode.
[PR 6.1-001a] The 3GPP network shall support end-to-end integrity protection and confidentiality for signaling transmitted between the core network and a device, when the device is in indirect 3GPP connection mode.
[PR.6.1-002] The 3GPP network shall support a resource efficient mechanism to authenticate a device, when the device is in indirect 3GPP connection mode.
[PR 6.1-002a] The 3GPP network shall support a resource efficient mechanism to authorize a device to use an indirect 3GPP connection.
 [PR 5.2.3-004] A device shall determine the relay UE is authorized to serve as a relay before the device uses the indirect connection to the 3GPP network via the relay UE. 
[PR 5.2.3-005] Devices shall determine they are authorized to engage in direct device communication with each other upon establishing a direct device communication using a 3GPP RAT. 
[PR 5.2.3-006] Before establishing a direct device communications using a non-3GPP RAT, devices may use 3GPP credentials to determine if they are authorized to engage in direct device communication.
[PR 5.1.3.2-001] The 3GPP system shall support a secure mechanism to remotely provision a device that has not been pre-provisioned, with its 3GPP subscription credentials.
[PR 5.1.3.3-001] The 3GPP system shall minimize the signaling for security that is required prior to user data transmission.
The 3GPP system shall be able to support enhanced authentication and authorization mechanisms to support various types of connectivity (e.g. subscribed, connectivity), with or without the presence of operator credentials in the device.
Enhanced authentication mechanism shall enable an operator to provide efficient means to authenticate a user and a device (e.g. using biometric information).
Enhanced authorization mechanism shall be able to provide a user and a device with on-demand connectivity based on operator policy.
The 3GPP system shall provide a capability for users, applications and devices to register, identify, address and reach other devices, regardless of how each device is connected to 3GPP network.

6.1.2	Group based security
[PR 5.3.3.1-005] The 3GPP  shall support a mechanism which provides an appropriate and efficient authentication mechanism for groups of devices. 
[PR 5.2.3-020] The 3GPP system shall support a secure mechanism to transmit the same information to multiple devices.
[bookmark: _Toc443472809]6.2	Considerations on charging
This section describes the requirements for collecting charging data for a device. The requirements also apply in the roaming case. 
[PR.6.2-001] The 3GPP core network shall support online and offline charging for a device, whether the device is in direct 3GPP connection mode or indirect 3GPP connection mode.
[bookmark: OLE_LINK6][PR.6.2-002] The 3GPP core network shall be able to separately identify the charging data of a device from the charging data of a relay UE, when the device is in indirect 3GPP connection mode via the relay UE.
The 3GPP system shall be able to support enhanced charging mechanisms to support various types of connectivity (e.g. subscribed, connectivity), with or without the presence of operator credentials in the device.
Enhanced charging mechanism shall enable an operator to collect charging-related information for enhanced authentication mechanism and enhanced authorization mechanism.

[bookmark: _Toc442776275][bookmark: _Toc442776340][bookmark: _Toc443296616][bookmark: _Toc443380978][bookmark: _Toc443401805]7	Consolidation of Potential Requirements
7.1	Resource efficiency
7.1.1	General
[PR 5.1.3.1-002] The 3GPP system shall minimize signalling for device configuration (i.e., service parameters).  
[PR 5.1.3.3-001] The 3GPP system shall minimize the signaling that is required prior to user data transmission.
NOTE:  The amount of signaling overhead may vary based on the amount of data to be transmitted.
[PR 5.1.3.4-001] The 3GPP system shall be able to provide mechanisms to change the association between a subscription and address/number of a device within the same operator and in between different operators in an automated way. 
 [PR 5.2.3-013] The 3GPP system shall support mechanisms to optimize the battery consumption of a device.
[PR 5.2.3-014] The 3GPP system shall optimize the battery consumption of a relay UE via which a device is in indirect 3GPP connection mode.
[PR 5.3.3.2-001] The 3GPP system shall minimize resources usage for infrequent data transfer from send only devices which send information without requiring a response (e.g., send status information to an application but do not need to receive information from the application).
[PR.5.3.3.2-001a] The 3GPP system shall minimize resources usage for transfer of infrequent small data units.
[PR 5.3.3.2-004] The 3GPP system shall support significantly increased device power efficiency over what is supported by EPS. 
[PR 5.3.3.4-001] The 3GPP system shall be able to efficiently and flexibly support any size of data transmissions (e.g., from a few bits to streaming video) to or from the same device.
[PR 5.3.3.1-002a] The 3GPP network shall support high density massive connections (e.g.1 million connections per square kilometre) of devices in an efficient manner.
[PR 5.3.3.x-001] The 3GPP system shall efficiently support service discovery mechanisms where devices can discover, subject to access rights: 
-	status of other devices (e.g. sound on/off); 
-	capabilities of other devices (e.g. the device is a relay device) and/or; 
-	services provided by other devices (e.g. the device is a colour printer).
The 3GPP System shall be able to provide a means for efficient light-weight communication to/from devices (e.g. appliances, wearables, vehicles).
7.1.2	Bulk operations
[PR 5.3.3.1-002] The 3GPP network shall support high density massive connections (e.g.1 million connections per square kilometre) of grouped devices in an efficient manner.
[PR 5.3.3.1-003] The 3GPP network shall be able to support devices, including groups of devices, (e.g., smart meter) with limited communication requirements and capabilities (e.g., devices without an IMS client).
 [PR 5.3.3.2-002] The 3GPP network shall support a resource efficient mechanism to manage (e.g., provide service parameters, activate, deactivate) devices, including groups of devices.
7.1.3	Diverse mobility management
[PR 5.3.3.2-007] The 3GPP system shall support a resource efficient mechanism to communicate with a stationary device (e.g., simplified mobility management, lower signalling to user data resource usage ratio). 
 [PR 5.3.3.3-001] The 3GPP system shall provide efficient support for devices with restricted range of mobility (e.g., within a warehouse).
[PR 5.3.3.3-002] The 3GPP system shall provide resource efficient support for stationary devices with reduced mobility management (e.g., handover support, idle mode mobility management).
7.2	Connection models
7.2.1	General requirements
Requirements below are for all kinds of connectivity aspects, including devices which support both direct and indirect 3GPP connection mode and devices which support only indirect 3GPP connection mode, using 3GPP RAT or non-3GPP RAT, in a licensed band or an unlicensed band:
[PR.5.2.3-002] The 3GPP system shall support a device to access to the 3GPP network indirectly via a relay UE when the device and the relay UE can communicate in direct device connection mode. 
[PR 5.2.3-007] The 3GPP system shall support an indirect 3GPP connection where a device and a relay UE subscribe to different PLMNs, when both PLMNs have a roaming agreement with the VPLNM.
[PR 5.2.3-009] The 3GPP system shall support real time and non-real time services (e.g. real time voice and/or real time video) for a device, whether the device is in indirect 3GPP connection mode or in direct 3GPP connection mode. 
Note:	If the Relay UE is connected to the 3GPP core network via a non-3GPP access network the above requirement is subject to capabilities of the non-3GPP access network.
 [PR .5.2.3-015] The 3GPP network shall identify, address and reach a device with a 3GPP subscription when the device establishes an indirect 3GPP connection mode.
[PR 5.2.3-017] The 3GPP system shall support a relay UE providing an indirect 3GPP connection with the network for multiple devices.
[bookmark: OLE_LINK31][bookmark: OLE_LINK32][bookmark: OLE_LINK36] [PR 5.2.3-018] The 3GPP system shall support selection of different connectivity aspects by the device (e.g. direct device connection, direct/indirect 3GPP connection) to be used for the device.
[PR 5.2.3-019] The 3GPP system shall support flexible selection of different RATs (e.g. 3GPP RATs, non-3GPP RATs) to be used for a device.
[PR 5.2.3-020] The 3GPP system shall support a timely, efficient, and reliable mechanism to transmit the same information to multiple devices.
7.2.2	 Requirements specific to use of a 3GPP RAT
[PR 5.2.3-016] The 3GPP network shall support end to end QoS for a device when the device is in indirect 3GPP connection mode or direct 3GPP connection mode.
Note:	If the Relay UE is connected to the 3GPP network via a non-3GPP access network the above requirement is subject to capabilities of the non-3GPP access network.
[PR 5.2.3-008a] A device which is able to access the 3GPP network in direct 3GPP connection mode using a 3GPP RAT shall have a 3GPP subscription.
[PR 5.2.3-017a] The 3GPP network shall be able to control 3GPP resources used in the communication path between a device and network when the device is in indirect 3GPP connection mode.
[P 5.2.3-011] The 3GPP system shall support service continuity for a device, when the device changes from one relay UE to another and both relay UEs are connected via 3GPP access to the 3GPP core network in indirect 3GPP connection.
[PR 5.2.3-012] The 3GPP system shall support service continuity for a device, when the device changes from a direct 3GPP connection to an indirect 3GPP connection via a Relay UE that is connected via 3GPP access to the 3GPP core network, and vice versa.
7.2.3	 Requirements specific to use of a non-3GPP RAT
[PR 5.2.3-008b] A device which is able to connect to a UE in direct device connection mode shall have a 3GPP subscription, if the device needs to be identifiable by the core network (e.g., for device management purposes or to use indirect 3GPP connection mode).
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