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Abstract: This document proposes text for clause 6.1, Considerations on security and charging. Requirements agreed at SA1#73 are included.  Additionally, the following changes are made
a.  [PR 6.1-001] is modified to clarify where integrity protection and confidentiality apply.

[PR 6.1-001] The 3GPP system shall support end-to-end integrity protection and confidentiality for data transmitted to/from between the core network and a device, when the device is in indirect 3GPP connection mode.
b.  A new requirement on signaling is introduced for parity with [PR 6.1-001].
[PR 6.1-001a] The 3GPP system shall support end-to-end integrity protection and confidentiality for signaling transmitted between the core network and a device, when the device is in indirect 3GPP connection mode.

c. A new requirement to authorize a device for indirect 3GPP connection mode is added.

[PR 6.1-002a] The 3GPP system shall support a resource efficient mechanism to authorize a device to use an indirect 3GPP connection.
d.  With the additions in b and c, [PR 6.1-003] is now redundant, and removed from clause 6.

e.  Wording changes proposed in S1-161187 regarding trust relationships are applied to [PR 5.2.3-004], [PR 5.2.3-005], and [PR5.2.3-006].

f. [PR 5.2.3-003] is not included as it is an existing requirement for ProSe.

g.  [PR 5.1.3.3-001] is revised to include only the security aspects in this contribution.  The non-security aspects are included in S1-161190 for consolidated potential requirements in clause 7.

h. [PR 5.2.3-020] is modified to include only the security aspect.

[PR 5.2.3-020] The 3GPP system shall support a timely, efficient, reliable and secure mechanism to transmit the same information to multiple devices.

i. Charging considerations are modified to indicate the 3GPP core network rather than system is responsible for charging information.
j.  [PR 6.2-002] is modified for clarity

[PR.6.2-002] The 3GPP network shall be able to separately identify the charging data of a device from the charging data of a relay UE, when the device is in indirect 3GPP connection mode via the relay UE.
Proposed Text Change:

6.1
Considerations on security
6.1.1
General
[PR.6.1-001] The 3GPP system shall support end-to-end integrity protection and confidentiality for data transmitted between the core network and a device, when the device is in indirect 3GPP connection mode.
[PR 6.1-001a] The 3GPP system shall support end-to-end integrity protection and confidentiality for signaling transmitted between the core network and a device, when the device is in indirect 3GPP connection mode.
[PR.6.1-002] The 3GPP system shall support a resource efficient mechanism to authenticate a device when the device is in indirect 3GPP connection mode.
[PR 6.1-002a] The 3GPP system shall support a resource efficient mechanism to authorize a device to use an indirect 3GPP connection.
 
[PR 5.2.3-004] A device shall determine the relay UE is authorized to serve as a relay before the device is indirectly connected to the 3GPP network via the relay UE. 
[PR 5.2.3-005] Devices shall determine they are authorized to engage in direct device communication with each other before establishing a direct device communication using a 3GPP RAT. 
[PR 5.2.3-006] Before establishing a direct device communications using a non-3GPP RAT, devices may use 3GPP credentials to determine if they are authorized to engage in direct device communication.
[PR 5.1.3.2-001] The 3GPP system shall support a secure mechanism to remotely provision a device that has not been pre-provisioned, with its 3GPP subscription credentials.

[PR 5.1.3.3-001] The 3GPP system shall minimize the signaling for security that is required prior to user data transmission.
6.1.2
Group based security
[PR 5.3.3.1-005] The 3GPP system shall support a mechanism which provides an appropriate and efficient authentication mechanism for groups of devices. 

[PR 5.2.3-020] The 3GPP system shall support a secure mechanism to transmit the same information to multiple devices.
6.2
Considerations on charging

This section describes the requirements for collecting charging data for a device. The requirements also apply in the roaming case. 

[PR.6.2-001] The 3GPP core network shall support online and offline charging for a device, whether the device is in direct 3GPP connection mode or indirect 3GPP connection mode.
[PR.6.2-002] The 3GPP core network shall be able to separately identify the charging data of a device from the charging data of a relay UE, when the device is in indirect 3GPP connection mode via the relay UE.
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