3GPP TSG-SA WG1 Meeting #73
S1-160529
Okinawa, Japan, 1-5 February 2016
(revision of S1-160479)
Title:
Text proposal for MIoT security requirements
Agenda Item:
8.2 FS_SMARTER-mIoT
Source:
Sony Mobile Communications
Contact:
<Daniel Lönnblad, Daniel.lonnblad@sonymobile.com> 
Abstract: The 3GPP system needs to support a mechanism for the end user to download a subscription via 3GPP network. This document proposes two requirement to secton 5.1.1.2 Internet of things security aspects of the mIoT TR.
1 Introduction
Most of today’s 3GPP devices are customized towards certain regions or countries, which makes it managable to add pre-knowlege coming from intended operators (eg bootstrap operator). In a scenario where close to zero customization is made per region or country, the need for pre-kowledge of what operator/country to which the device should end up in, will cause the 3GPP enabled device a major drawback compared to competing technologies. 
The 3GPP system needs to support a mechanism for the end user to download a subscription via 3GPP network since this also might be the only way to enable comunication for the IoT device for the end user. 
The IoT devices can be less personal compared to todays typical 3GPP device. The 3GPP system therefore need to ensure subscription can be limited in time and what service they should offer. This to allow a user to temporarily use a MIoT device for instance a Spotify player in a hotel room. After ending hotel stay this subscription needs to be deleted. 
This document proposes two requirement to section 5.1.1.2 Internet of things security aspects in the mIoT TR.  The requirement comes from use cases 5.21 “IoT Device Initialisaiton”, in TR 22.891 and aims to address a need for subscription of a non-initialized IoT device.  

***************************** PROPOSED TEXT *************************
5.1
Internet of things
5.1.3
Potential requirements
5.1.3.x
Internet of Things Security

The 3GPP System shall support a secure mechanism to remotely provision an IOT-device, that has not been pre-provisioned, with its 3GPP subscription credentials.

***************************** END PROPOSED TEXT ********************

