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Abstract: This paper discusses security requirement of V2X service based on LTE.
1. Introduction
In RAN#68 meeting, SI on Feasibility Study on LTE-based V2X Services was approved. In RAN1#82 meeting, it was made working assumption on the periodic physical layer message size (i.e. one 300-byte message followed by four 190-byte messages) for V2V traffic model, and send a LS [1] to RAN2 to provide the feedback on it. 
In RAN2#91bis meeting, RAN2 analyze the LS from RAN1 and send a LS [2] to SA1 to ask whether there is a need to define any 3GPP specific security mechanisms in addition to existing security protocols.
This contribution gives our analysis on the question raised by RAN2 and some proposals are given to add the requirements into TR22.885 v1.0.0. 
2. Discussion
Under vehicular environment, each vehicle must send, receive, and analyze data in real-time between V2V communication. This cooperative exchange of data about potential threats and hazards forms the basis of alerts and warnings to drivers to support their decisions and actions to avert impending incidents. Thus, the basis of a relevant V2V security system should be “trusted”- a requirement that thousands of data messages will be authenticated, in real-time, as coming from a trusted (if unknown) source. Cryptography is the approach that has been used historically to secure communications. Intended recipients have a “key” that allows them to decrypt and read the original message. It can be implemented in varying ways to achieve different levels of security. These include: (a) data confidentiality; (b) data integrity; (c) authentication; (d) non-repudiation; or (e) authorization.
US DOT [3] and CAMP have been studied and analyzed three options—symmetric key systems, group signature systems, and asymmetric public key infrastructure systems. The benefits and limitations of three options are listed in Table1.
Table 1 Benefits and limitations of three options
	Options
	Benefits
	Limitations 

	Symmetric key systems
	· Extremely fast computation 
	· Securely distributing keys in such a system becomes infeasible when securing multiple types of devices with a large and expanding base of users.
· where membership is highly dynamic under vehicular environment cannot be tightly controlled 

	asymmetric public key infrastructure systems
	·  Easy distribution of public key 
· Can distribute pairwise or group symmetric keys for bulk encryption 
	· Slower than symmetric systems
·  Adds more packet overhead than symmetric systems 

	group signature systems
	· Easier key distribution - Single public key verifies many unique private key 
	· Master key holder can forge messages and compromise privacy 


In viewing the above table, the asymmetric public key infrastructure option is deemed to offer the most effective approach to implementing communications security and trusted messaging for a very large set of users under the vehicular environment. After comparing three options, the US DOT chose the asymmetric public key infrastructure system for the BSM, which is the transmission message between V2V communications. The specification is defined in IEEE1609.2 [4].
Further, the public key infrastructure systems are also adopted for CAM and DENM by ETSI [5].
In [6][7], LTE security and Proximity-based Services (ProSe) security mechanism are analyzed. It can be seen that current 3GPP security mechanism can’t meet the security requirements for V2V and it is difficult to reuse the current 3GPP security mechanism under vehicular environment. According to IEEE1609.2 and ETSI TS 102 867, the BSM and CAM/DENM messages shall be signed in the application layer, which is out of scope 3GPP. So for 3GPP system, it doesn’t need to additional security mechanisms for V2V communication. 
Proposal 1: The security mechanisms for V2V service use the current security mechanisms in IEEE 1609.2 and ETSI TS 102 867.Additional security mechanisms doesn’t need for 3GPP system for V2V service.
Although for the V2I and V2P service, it also intended to use the PKI mechanisms for US DOT and ETSI, the network is less dynamic and the requirements are different comparing to V2V service. Some security mechanisms of 3GPP can be reused.
Proposal 2: Security mechanisms for V2I and V2P service need for further study in 3GPP.
3. Proposals
Based on above discussion, it is proposed to add the security requirement of V2X in TR22.885 (see following change).
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Start of Change
6.3	Consideration on security
6.3.1	Anonymity and integrity protection
It should be noted that there are requirements requiring the support of integrity protection and user, subscriber, & UE anonymity.
Any mechanism chosen to address the anonymity requirement should allow for temporary traceability. This is necessary in order to enable path-prediction algorithms to be run (for short distances) by UEs supporting V2V Services.
Any solution chosen to satisfy the requirements for Integrity Protection should not negatively impact the ability of the system to offer anonymity of the user, subscriber, and vehicle, with temporary traceability.
 The current security mechanisms in IEEE 1609.2 and ETSI TS 102 867 are sufficiently met the requirement of anonymity and integrity protection for V2V services. No additional security mechanisms of 3GPP system should be added. 
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