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Abstract: This paper describes a new SMARTER use cases on virtualized home network.
1. Introduction
With network virtualization, it should be possible for operators to virtualize the local home network. Under  this condition, the operator has ensure security of communications of UEs at home with internet and of visibility of devices at hope from internet users to ensure only allowed users/devices communicate with home devices.
2. Proposal
We propose to capture following use case in SMARTER TR as described below.

* * * * Start of Changes  (Fully new use case)* * * *

[bookmark: _Toc408371048][bookmark: _Toc432159517]5.X	Virtualised Home Network 
[bookmark: _Ref431925348][bookmark: _Toc432159519]5.X.1	Description
With network virtualization, it should be possible for operators to virtualize the local home network. Under  this condition, the operator has ensure security of communications of UEs at home with internet and of visibility of devices at hope from internet users to ensure only allowed users/devices communicate with home devices.
 
When home devices are remotely controllable or might exchange critical (e.g. health) information with the devices’ owner or the manufacture repair services via internet, the information that is exchanged needs to be protected.  For instance, if the user is configuring its anti-fire system and suddenly the home network has connectivity problem, then the user no longer can continue this process where during the configuration, the anti-fire system was off. Therefore, this leads to users’ dissatisfaction and might result in discontinue his contract with the named service provider.

This can be achieved by the network operator via a proper authentication and authorization of communication between home device and internet. 

[bookmark: _Toc355779205][bookmark: _Toc354586743][bookmark: _Toc354590102][bookmark: _Toc355779206][bookmark: _Toc354586744][bookmark: _Toc354590103][bookmark: _Toc355779209][bookmark: _Toc354586747][bookmark: _Toc354590106][bookmark: _Toc355779207][bookmark: _Toc354586745][bookmark: _Toc354590104][bookmark: _Toc355779204][bookmark: _Toc354586742][bookmark: _Toc354590101][bookmark: _Toc432159521]5.X.2	Service Flows
Alice wants to use her smart phone to connect to internet. Its device submits his request network. The Operator’s network processes the user authentication and authorization (Figure X purple arrow) and allows the UE to connect to internet (Figure X blue arrow).
Further, if a home user wants to remotely control or configure one of home devices (Figure X red line), its request is received by operator’s network and after proper authorization, this user can access to UEs. 



[bookmark: _Ref431890470]Figure X UE accesses to internet in Home virtualized Network

[bookmark: _Toc432159524]5.X.3	Potential Requirements
Communication with devices in the virtualized local network shall be secured (authentication and authorization) to allow secured communication of devices with internet.
The operator shall be able to authorize communication between local network (home) devices of the same home network in a flexible way to enable new home devices to be added/removed at any time. 
The operator’s security mechanisms shall be able to consider devices (IoT devices) having limited resources i.e. capacity limitation, battery limitation.
The virtualized local network shall be able to be shared between multiple operators.


* * * * End of Changes * * * *
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