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Abstract: This paper evaluates the suitability of LTE security and ProSe security for V2X use. It is further proposed that the security framework of existing UE or European V2V standards  be adopted for V2X.
Introduction
When designing a system, the following security aspects need to be addressed:

1. Provisioning and authentication/authorization of credentials (i.e, identifier and shared secret material) of a user/device.
2. Privacy of user/device.
3. Confidentiality (i.e. encryption/decryption) of data transferred.
4. Integrity protection of data transferred, via either symmetric keys or asymetric key mechanisms.

Among them, it is always necessary to first determine what identity/credential provisioning is available and identify the security requirements based on the risks/vulnerabilities in the system. After that, appropriate protocols and algorithms can be selected for data protection and user/device privacy.
For  the V2X communication system, these considerations should be employed to evaluate and choose the most suitable security framework. 
Discussion
In the following sections, two existing security mechanisms that V2X could use, namely LTE security and ProSe security, are reviewed and evaluated. 
Existing LTE security
In the deployed LTE networks, each UE is provisioned in advance with a long-term identifier (e.g. IMSI) and corresponding long-term symmetric shared secret material held by the UE and  the operator network (AuC/HSS). 

All data and signaling protection is derived when needed from this UE-to-NW secret material. All data and signaling is sent from the UE to an eNB and from there on to a core network entity.  The security requirements are confidentiality for data and signaling, integrity for signaling, and privacy of long-term user identifier whenever possible.
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Figure 1: Existing LTE security.

In summary, LTE security is based on symmetric keying and allows one-to-one data protection: Each UE establishes and uses its own secure link with the network based on symmetric secret material it pre-shares wtih the network.

V2X communication could have a very different deployment approach and therefore may not be able to reuse this security model directly. In addition, for V2V communication, the integrity protection is more improtant than confidentiality.  Therefore,  a shared long-term symmetric secret material and identifier should not be be provisioned to all vehicles, as they will be broadcasting safety-critical data and not all vehicles (and drivers) can be always trusted with secret material. Recall also thatthe V2V saftey application needs to work even without any subscripiton to the mobile network, and while out of LTE coverage. 


Proximity-based Services (ProSe) security:

To support Proximity-based Services (ProSe), the existing LTE security paradigm was augmented to allow protection of information exchanged between two UEs directly. Two type of services are offered in ProSe, each with its own type of security. 

For discovery, a Discovery Key is given to each announcer, but not the recipients; instead, the network (ProSe Function) does the discovery message integrity checking on behalf of the recipient. 

For one-to many communications, the data exchanges happen between UEs and do not go through the network. Therefore, a UE to UE group key has to be introduced. Member UEs each have their own layer-2 identifier, but the associated credential is shared by all; a Group Key is provisioned in advance to all member UEs, which they can use to derive keys to encrypt/decrypt the data exchanged. 
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Figure 2: ProSe communication security: (a) provisioning; (b) communication.

In summary, for ProSe communications, each UE is pre-provisioned with Identifier + Group symmetric key for broadcast one to many communications. Then each group of UEs can conduct one-to-many confidentiality protected data transfer.

Suitability of the existing security frameworks for V2X system


In a V2X communication system, we note that:

· For V2I,  LTE-sytle UE to NW security is applicable: a vehicle UE and the network can share a long-term credential as in LTE today, from which session keys can be derived securely via signaling between UE and NW, such that subsequent point-to-point traffic can be protected like in LTE.

· For I 2V broadcast, where a network entity broadcasts information mean for all nearby vehicle UEs, an eMBMS-style security is applicable, but with relaxed subscription verification signaling; thus, the broadcast data only needs to be integrity protected. Integrity is achieved via symmetric keys such that only an integrity key needs to be distributed securely to recipient UEs.  Alternatively, integrity is achieved by use of  public/private keys, in which case the vehicle UEs must obtain the network entity’s public key. 

· For V2V, UE to UE one-to-many security is applicable. We note the following characterics that set this scenario apart:
· Due to the time-sensitive nature of the data, and the one-to-many nature of the communication, no signaling for security should be required in order to exchange data. 
· A network may not available to set up security on the fly between UEs. –Therefore the keys must be pre-provisioned 


We now focus on the V2V communication security. We note that symmetric pre-shared keying cannot be used in V2V communication for several reasons: 


(1) the concept of a stable group of communicating UEs is not applicable.  In any case,
(2) a network is not available to establish groups and set up group keys on the fly, due to requirements on latency and availability of communication in the absence of network coverage.
(3) there is a requirement on the privacy and untrackability of users;  hence, having a stable identifier to use to distinguish one’s data from other group member’s data is not appropriate.

It naturally follows that public/private keys (asymmetric) keys must be pre-provisioned and used. In other words, each vehicle UE must be pre-provisioned with a (set of) certificate(s). Digital signatures can then be used to integrity-protect each transmitted message. Every recipient of such message is able to verify the integrity of that message if the public key is also sent in the message, or somehow known to the recipient.
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Figure 3: V2V system security. 

In summary, in the V2V system, each UE is provisioned with a (set of) digital certificate to protect ad-hoc (non group) one-to-many communcations.  
Observation 1: The V2V system cannot reuse the LTE security or the ProSe communications security framework.


To recap what we know about existing LTE systems and the V2V communication system:


	LTE system
	Type of connection
	UE type of credential how provisioned
	Type of protection required

	LTE 
	One-to-one
	Symmetric pre-shared key (pairwise)
	Confidentiality for user data

	ProSe communications
	One-to-many
	Symmetric pre-shared key (group)
	Confidentiality for user data

	V2V communication
	One-to-many
	Digital certificates
	Integrity for user data




Proposal 1: The V2V communication system requires the use of digital certificates to protect the broadcasted messages.


IEEE Wireless Access in Vehiclar Environments standards
IEEE 802.11p specifies wireless access in vehicular environments (WAVE), a vehicular communication system. The management/security parts for WAVE are specified in the IEEE 1609 family of standards. In particular security is specified in IEEE 1609.2. This specification is currently being finalized, but it is the product of ongoing work by a panel of security experts for the past decade.

It is beneficial to appreciate the challenges that the design effort of such a vehicle-to-vehicle system providing safety messaging had to face. The following are competing requirements:
· Integrity of messages vs. anonymity of sender
· Simplicity of network architecture vs. unlinkability/trackability by the network
· Complete and timely misbehavior (certificate revocation) list distribution vs. data download reduction
· Security of local certificate generation vs. ease of computation at the device side.

The IEEE 1609.2 standard has at least partially solved these unique challenges, and the result is a complex yet mature sytem. The protocols and algorithms can be applied to any such point-to-multipoint system requiring integrity but also anonymity, besides the other requirements listed above. Therefore, it would be beneficial to the LTE V2V system to adopt a  security framework like that of IEEE 1609.2.

ETSI-ITS WG 5 (security) standards

The ETSI ITS (Intelligent Transportation Systems) WG 5 also set forth several standards for security (see e.g. ETS TS 102 940/941/942/943 and ETSI TS 103 097). The requirements and solutions specified overlap to a large extent with those of the US standards (IEEE). Therefore, again, it would be beneficial to the LTE V2V system to adopt the ETSI ITS security framework.

Proposal 2: The V2V communication system should reuse the IEEE 1609.2 security framework or the ETSI ITS WG5 security framework as much as possible.

 
Proposals:
It is proposed to modify TR 22.885 as follows:

*****Start of changes *****

[bookmark: _Toc411268734][bookmark: _Toc417451370]6.3	Consideration on security
[bookmark: _Toc417451371]6.3.1 Anonymity and integrity protection
It should be noted that there are requirements requiring the support of integrity protection and user, subscriber, & UE anonymity.
Any mechanism chosen to address the anonymity requirement should allow for temporary traceability. This is necessary in order to enable path-prediction algorithms to be run (for short distances) by UEs supporting V2V Services.
[bookmark: _GoBack]Any solution chosen to satisfy the requirements for Integrity Protection should not negatively impact the ability of the system to offer anonymity of the user, subscriber, and vehicle, with temporary traceability. The V2V communication system should reuse the IEEE 1609.2 and/or the ETSI ITS WG 5 standards security framework as much as possible.

[bookmark: _Toc417451372]6.3.2 Confidentiality
It should be noted that there are requirements requiring confidentiality protection of unicast V2X messages. For V2X messages that are broadcast, integrity protection is sufficient—no confidentiality is required since they are meant to be widely received (i.e., by any UE supporting V2X Services in range).
[bookmark: _Toc417451373]6.3.3 Non-repudiation
It should be noted that there are no requirements requiring non-repudiation, however non-repudiation may be desired for broadcast messages, i.e., a UE supporting V2X Services which sent a malicious/incorrect safety message cannot deny that it sent that message.


*****End of changes *****
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