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Abstract: This document proposes an internet of things traffic scenario for updating device subscriptions.  The proposed text is derived from use case 5.22 in TR 22.891.  One additional change is to modify the requirement for secure storage of IoT device credentials to be on the device rather than the system.
Proposed Text Change:
5.1
Internet of things
5.1.2.x
subscription updates on IoT devices
During their life cycle, IoT devices change ownership at many times, from manufacturing to field deployment and from one end user to another.  For example, a smart meter owned and operated by one utility company may be acquired by another utility company.  The new owner will want to update the subscription information for all the acquired devices to its own account with its own network operator.  Any time the ownership changes, the associated subscription and serving network operator is likely to change as well.  
As consumer devices, IoT devices may be more subject to tampering than traditional telecommunications devices.  If an owner suspects tampering in a device such as smart meter, the owner will want to be able to have the subscription information in the suspected device updated.
To address these security concerns, the next generation system will need to be able to update device credentials and subscription information in a secure and efficient manner.

5.1.3
Potential requirements
5.1.3.x
Internet of Things Security
The 3GPP System shall support a secure mechanism to update the subscription security credentials for an IoT device.
An IoT device shall support a secure mechanism for storing subscription security credentials.

