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Abstract: To add some potential requirements so that the called user can, of his/her choice, control the presentation of the terminating network's determination of the trust level of calling user’s identity.
1. Introduction

In SA1#67, it was agreed to add a Use Case on “Presenting the trust level of the caller’s claimed identity” (5.4 in the latest TR). Although the delivery and storage of trust level of the calling party’s identity are necessary, there would be some case that the terminating UE is not interested in being notified of this trust level information. This contribution proposes that terminating UE’s should be able to indicate  to the terminating network whether or not to present the information concurrent with call alerting. The terminating network shall be able to store the trust level information even if the terminating UE prefers not to receive the information.
2. Consideration Points
Key point of this Proposal:

The terminating UE’s should be able to set their preference to the terminating network whether or not to receive caller identification trust level information determined by the terminating network's call spoofing detection capability . The terminating network shall be able to utilize the trust level information even if the terminating UE prefers not to receive the information concurrently with call alerting.

Discussion on other proposed scenario in the discussion:

In offline discussion, it was also proposed for consideration that the terminating network keeps sending the trust level information but the user sets his/her preference setting on his/her UE. However, this case has the following issues:
Case: Alice lends her ME with preference setting configured, to someone else

1. Alice sets her preference ON in her ME A1;

2. Bob sets his preference OFF in his ME B1;

3. Alice extracts her USIM from her ME A1 and lends ME A1 to Bob;

4. Bob receives Alice’s ME A1 but it contains Alice’s preference setting in it;
5. When Bob has an incoming call from a network with caller identity spoofing detection, the ME that Bob is using with his USIM will display the trust level information of his caller, not based on his own preference setting but based on Alice’s preference setting. 

Review: 

· This was because the setting is device (ME) dependent in this scenario. 

· By getting the terminating network aware of the terminating user’s preference, this type of case can be avoided, as shown in the step 7a and 7b in 5.x.3 Service Flows.
· Also for "dumb" wireline phones, the support of user presentation preferences will need to be handled by the network.
3. Proposed Use Cases and Service Requirements

~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
5.x
User Preference for receiving the trust level of the caller’s claimed identity
5.x.1
Description

When the terminating network supports the presentation of the calling number or caller identity verification concurrently with call alerting, there is a need for the user to configure the preference setting whether or not, it wants to be presented this trust level information to the called party. If the user has a service setting not to receive the trust level, the network is aware of the setting and does not send the trust level information to the terminating UE for presentation.
5.x.2
Pre-conditions

1. Network A is a PLMN which employs automated spoofed call detection.

2. Network A provides its users with the ability to control the presentation of the results of the spoofed call detection concurrently with call alerting through a service setting.

2. Network A has the ability to indicate to Alice at call alerting the automated spoofed call detection service’s trust of the claim by the caller as to their identity in the form of the calling number.

3. Network A has the ability to indicate to Bob at call alerting the automated spoofed call detection service’s trust of the claim by the caller as to their identity in the form of the calling number.

4. Alice and Bob are subscribers of Network A.
5a. Alice has two ME’s (ME A1 and ME A2) and her USIM is put into ME A1.

5b. Bob has two ME’s (ME B1 and ME B2) and his USIM is put into ME B1.

6. Alice’s ME and Bob’s ME are configured with preference setting on the notification of trust level of caller’s identity.

7a. Alice sets her spoofed call detection presentation service setting ON for the notification of trust level of caller’s identity.

7b. Bob sets his spoofed call detection presentation service setting OFF for the notification of trust level of caller’s identity.
5.x.3
Service Flows

1a. Alice’s spoofed call detection presentation service setting (i.e. ON) is delivered to Network A.

1b. Bob’s spoofed call detection presentation service setting (i.e. OFF) is delivered to Network A.

2a. A family member calls Alice.

2b. A family member calls Bob.

3. Network A’s automated spoofed call detection verifies that the family member’s calling number is authentic and they are authorized to use the calling number.

4a. Network A presents the call to Alice along with an indication that there is a high level of trust in the caller’s identity.

4b. Network A presents the call to Bob without an indication that there is a high level of trust in the caller’s identity.

5a. Alice views the indication and based on the trust indication, decides to answer the call.

5b. Bob does not receive the trust indication.

6a. Alice extracted her USIM from his ME A1 and put the USIM into her ME A2, lends ME A1 to Bob.

6b. Bob extracted his USIM from his ME B1 and put the USIM into ME A1, temporarily borrowed from Alice.

7a. Alice keeps receiving the trust level information of incoming calls since her preference setting is ON.
7b. Bob keeps not receiving the trust level information of incoming calls, even if he is temporarily using Alice’s ME, since his preference setting is OFF.
5.x.4
Post-conditions
The terminating network will determine whether or not, to present the trust level of the caller’s claimed identity to the terminating UE according to its spoofed call detection presentation service setting.

Any restriction of trust information does not affect any other aspects of spoofed call handling, such as call treatment, recording of spoofed call information or the ability to indicate a call is spoofed by the user.
5.x.5
Potential Requirements
The terminating network shall be able to accommodate the terminating user's preference (service setting) on the presentation of trust level information for incoming calls concurrently with call alerting.
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~
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